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Popularized Abstract

In the modern digital world, individuals and organisations increasingly rely on
cloud services to store and process their data. While cloud computing provides
convenient access to powerful resources, it also raises serious privacy concerns.
Since data is transmitted to and handled by external servers, they inevitably
gain access to potentially sensitive client information. In practice, this may
include medical records, financial transactions, or personal data, whose exposure
creates risks of inadvertent leakage and data misuse. Can we benefit from cloud
computing without sacrificing privacy?

An affirmative answer is provided by fully homomorphic encryption (FHE), a
cryptographic technology that allows computations on encrypted data. With
FHE, a cloud server can perform the required operations without ever seeing the
underlying information. The computation results are returned in an encrypted
form to the client, who can decrypt it using a secret key. In this way, client
data remains private throughout the entire process.

Despite its strong privacy guarantees, FHE faces two main challenges. The first
challenge is efficiency, since computing on encrypted data is much slower than
computing on the original data. The second challenge is integrity, since the
client may not be convinced that the server performs the correct computation.

In this thesis, we address these challenges in three aspects. First, we optimise
oblivious algorithms, the basic building blocks for FHE computations, thereby
accelerating a range of FHE procedures and applications. Second, we build
practical applications of FHE, including privacy-preserving machine learning,
secure analysis of genetic data, and secure generation of cryptographic proofs.
Finally, we introduce blind proofs, a framework that ensures the integrity of
outsourced computations. We further show that this approach achieves practical
performance.






Gepopulariseerde
Samenvatting

In de moderne digitale wereld vertrouwen individuen en organisaties steeds
vaker op clouddiensten om hun gegevens op te slaan en te verwerken. Hoewel
cloudberekening gemakkelijke toegang biedt tot krachtige computers, roept
het ook ernstige privacybezorgdheden op. Omdat gegevens worden verzonden
naar en verwerkt door externe servers, krijgen deze onvermijdelijk toegang tot
mogelijk gevoelige informatie van cliénten. In de praktijk kan dit medische
dossiers, financiéle transacties of persoonlijke gegevens omvatten, waarvan de
blootstelling risico’s creéert op onbedoeld lekken en misbruik van gegevens.
Kunnen we profiteren van cloudberekening zonder onze privacy op te offeren?

Een positief antwoord wordt geboden door volledig homomorfe encryptie (FHE),
een cryptografische technologie die berekeningen op versleutelde gegevens
mogelijk maakt. Met FHE kan een cloudserver de vereiste bewerkingen
uitvoeren zonder ooit de onderliggende informatie te zien. De resultaten van
de berekeningen worden in versleutelde vorm teruggestuurd naar de cliént, die
deze kan ontsleutelen met een geheime sleutel. Op deze manier blijft de privacy
van de cliéntgegevens gedurende het hele proces gewaarborgd.

Ondanks de sterke privacygaranties wordt FHE geconfronteerd met twee
belangrijke uitdagingen. De eerste uitdaging is efficiéntie, aangezien
berekeningen op versleutelde gegevens veel trager zijn dan berekeningen op de
oorspronkelijke gegevens. De tweede uitdaging is integriteit, omdat de cliént er
mogelijk niet van overtuigd is dat de server de juiste berekening uitvoert.

In dit proefschrift pakken wij deze uitdagingen op drie vlakken aan. Ten
eerste optimaliseren wij oblivious algoritms, de fundamentele bouwstenen
voor FHE-berekeningen, waardoor een reeks FHE-procedures en -toepassingen
wordt versneld. Ten tweede ontwikkelen wij praktische toepassingen van FHE,
waaronder privacybeschermende machine learning, veilige analyse van genetische
gegevens en veilige generatie van cryptografische bewijzen. Tot slot introduceren
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wij blind proofs, een raamwerk dat de integriteit van uitbestede berekeningen
waarborgt. Wij tonen bovendien aan dat deze benadering in de praktijk efficiénte

prestaties behaalt.



Abstract

In today’s digital age, cloud storage and computing have become indispensable.
Resource-constrained clients such as individuals and small organisations
increasingly rely on powerful servers to store, manage and process their data.
However, outsourcing data to external servers leads to significant privacy
concerns, particularly when dealing with sensitive information such as medical
records, financial transactions, or personal data.

Fully homomorphic encryption (FHE) is a cryptographic technique that allows
computation over encrypted data. In secure outsourcing with FHE, a client
sends encrypted data to a server, which can perform requested computations
without accessing the original data. The server returns the resulting ciphertexts,
which the client can decrypt to obtain the final output.

Despite its strong privacy guarantees, the practical adoption of FHE is limited by
two main challenges: efficiency, which arises from the substantial performance
overhead of FHE; and integrity, which stems from the lack of mechanisms to
verify the correctness of the outsourced computation.

In this thesis, we contribute to addressing these challenges in three aspects.

First, we optimise oblivious algorithms for use in FHE, achieving improvements
in key performance metrics and accelerating both bootstrapping and a range of
applications.

Second, we build efficient privacy-preserving information systems based on
FHE. These include (i) two private machine learning protocols, the k-nearest
neighbour algorithm and decision tree evaluation, (ii) SQUID, a secure system
for storing and analysing genotype-phenotype data, and (iii) a protocol for
securely delegating zero-knowledge proof generation.

Third, we construct verifiable secure delegation of computation through FHE
techniques. We provide the notion of blind proofs to provide integrity guarantees
and demonstrate its practicality using blind zkSNARKSs, a concrete instantiation
of blind proofs.






Beknopte samenvatting

In het digitale tijdperk van vandaag zijn cloudopslag en -berekening onmisbaar
geworden. Cliénten met beperkte rekenkracht en opslagcapaciteit, zoals
individuen en kleine organisaties, vertrouwen steeds meer op krachtige servers
om hun gegevens op te slaan, te beheren en te verwerken. Het uitbesteden van
gegevens aan externe servers leidt echter tot aanzienlijke privacybezorgdheden,
vooral bij het omgaan met gevoelige informatie zoals medische dossiers, financi€le
transacties of persoonlijke gegevens.

Volledig homomorfe encryptie (FHE) is een cryptografische techniek die
berekeningen op versleutelde gegevens mogelijk maakt. Bij veilig uitbesteden
met FHE stuurt een cliént versleutelde gegevens naar een server, die de gevraagde
berekeningen kan uitvoeren zonder toegang te hebben tot de oorspronkelijke
gegevens. De server stuurt de resulterende cijferteksten terug, die de cliént kan
ontsleutelen om de uiteindelijke uitvoer te verkrijgen.

Ondanks de sterke privacygaranties wordt de praktische adoptie van FHE
beperkt door twee belangrijke uitdagingen: efficiéntie, voortkomend uit de
aanzienlijke overhead van FHE; en integriteit, voortvloeiend uit het gebrek aan
mechanismen om de correctheid van de uitbestede berekening te verifiéren.

In dit proefschrift dragen wij bij aan het aanpakken van deze uitdagingen op
drie vlakken.

Ten eerste optimaliseren wij oblivious algorithms voor gebruik in FHE, waarmee
verbeteringen worden bereikt in belangrijke prestatie-indicatoren en zowel
bootstrapping als een reeks toepassingen worden versneld.

Ten tweede bouwen wij efficiénte privacybeschermende informatiesystemen
gebaseerd op FHE. Deze omvatten (i) twee private machine learning-protocollen,
het k-nearest neighbour algoritme en decision tree-evaluatie, (ii) SQUID, een
veilig systeem voor het opslaan en analyseren van genotype-fenotypegegevens, en
(iii) een protocol voor het veilig delegeren van de generatie van zero-knowledge-
bewijzen.



viii BEKNOPTE SAMENVATTING

Ten derde construeren wij verifieerbare veilige delegatie van berekeningen door
middel van FHE-technieken. Wij introduceren het concept van blind proofs
om integriteitsgaranties te bieden en tonen de praktische haalbaarheid aan via
blind zkSNARKS, een concrete instantiatie van blind proofs.
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Chapter 1

Introduction

In today’s digital age, cloud storage and computing have become increasingly
popular, with individuals and small organisations relying on external servers
to store, manage and process their data, driving a market worth hundreds
of billions of dollars [133]. This trend is driven by a fundamental imbalance:
client devices, such as personal smartphones, computers, as well as small-scale
corporate workstations, often have limited storage and computational capacity,
whereas the volume of data generated and collected continues to grow rapidly.
Consequently, it is natural for clients to outsource storage and computation to
more powerful servers, whose resources can be flexibly scaled on demand.

This outsourcing paradigm is widely employed in a variety of practical
applications.

e Remote storage. A client uploads files to a cloud server, which maintains
them over time and returns the requested files to the client.

e Querying and analysis of stored data. Beyond storage, a client can request
the server to search or analyse data. For example, a client organisation
that stores a large database on the cloud may want to know its key
statistics. Downloading the entire database for local analysis can be
inefficient or even infeasible for a resource-constrained client. Instead, a
more practical solution is that the cloud server performs computation
directly on the stored data and returns a report of the queried statistics
to the client.

e Machine learning as a service (MLaaS). Clients can also outsource the
evaluation of machine learning models to a cloud server. In this setting, a
client sends input features to the server, which is processed by the server
using a pre-trained model. Then the resulting output is returned to the
client. The rise of generative Al services gives a good example, where
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clients provide text inputs and receive answers generated entirely on the
server side.

While cloud storage and computing provide significant convenience, they also
raise critical privacy concerns. Since data must be transmitted to and processed
by cloud servers, they inevitably gain access to potentially sensitive client
information. In practice, this may include medical records, financial transactions,
or personal data, whose exposure creates risks of inadvertent leakage and data
misuse. The tension between the need for outsourcing and the need to preserve
clients’ privacy motivates research into secure cloud storage and computing.

To provide data both at rest and in transit, a basic cryptographic technique called
encryption can be used. Encryption transforms plaintext data into ciphertexts,
and its reverse process, decryption, recovers the original plaintext using a secret
key. If an encryption scheme is secure, then recovering the plaintext from the
ciphertext without the secret key is computationally infeasible, as it would
require solving the underlying hard mathematical problem.

Therefore, in the remote storage use case, a client can encrypt its original data
into ciphertexts and store ciphertexts on the cloud server. When the data is
needed, the server returns the ciphertext, and the client decrypts it locally with
the secret key. In this way, the security of the encryption scheme guarantees
that neither the cloud server nor an adversary monitoring the communication
channel can learn anything about the client’s private data.

However, in use cases of querying and analysis of stored data and MLaaS,
traditional encryption schemes do not support computation over encrypted
data. This leads to the need for advanced cryptographic techniques that allow
computation over encrypted data without decrypting it. This thesis focuses on
fully homomorphic encryption (FHE).

FHE. FHE is a class of encryption schemes that allows computations over
ciphertexts without knowing the secret key. This interesting property enables the
cloud server not only to store ciphertexts, but also to evaluate desired functions
on ciphertexts. Therefore, this makes the cloud server an evaluator. As an
example, given FHE ciphertexts ct[m;] and ct[msy] that encrypt plaintext
messages m; and ms, and a function f, the cloud server can perform the
following computation

Evalf : {ct[mﬂ, Ct[mQ]} — Ct[f(mlamQ)]

which outputs an FHE ciphertext ct[f(m1,m2)] that encrypts f(mi,ma).
Crucially, the security of the FHE scheme guarantees that the cloud server
cannot learn the original data (m,mg) or the computation result f(mi,ms).
The client can then use the secret key to recover f(mq,ms) from the resulting
ciphertext.
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In FHE, the function f to be evaluated can be an arbitrary computation,
thanks to the seminal bootstrapping idea proposed by Gentry [83]. Each FHE
ciphertext contains a moise component, which must remain below a pre-defined
threshold; otherwise, the decryption procedure cannot correctly remove the noise
and recover the underlying plaintext. Since the noise grows with elementary
homomorphic operations such as additions and multiplications, evaluating
complex functions eventually requires a procedure to refresh the ciphertext noise.
This is achieved through bootstrapping, which homomorphically evaluates the
decryption function using a bootstrapping key. The bootstrapping key consists
of an encryption of the secret key, but it does not leak information about the
secret key itself under the widely believed circular security assumption. This
technique enables FHE to support arbitrary computations on encrypted data
while preserving the confidentiality of the underlying messages.

Several practical FHE schemes have since been developed, including BGV [34],
BFV [33,68], GBFV [81], TFHE [51], FHEW [63], CKKS [48], and FINAL [31].
This thesis focuses on BGV/BFV/GBFV and TFHE/FHEW, and does not
cover CKKS and FINAL.

Other secure outsourcing methods compared to FHE. Searchable symmetric
encryption (SSE) [57,139] enables efficient keyword search over encrypted data
stored on a remote cloud server. To support this functionality, a client stores an
encrypted index structure on the server, along with the encrypted data. Then,
the client can perform keyword queries by generating query tokens, which the
server evaluates against encrypted indices to identify the matching documents
without learning the keyword itself.

However, SSE schemes fail to protect against information leakage through (1)
access pattern, which determines if certain records are consistently accessed,
and (2) search pattern, which indicates if and when an encrypted query is
repeated. These leakages can inadvertently expose properties of datasets,
thereby compromising privacy. In contrast, FHE prevents such leakages since
the access pattern remains uniform and FHE ciphertexts are randomised, or
more formally, FHE attains the IND-CPA (indistinguishability under chosen
plaintext attack) security.

Multiparty computation (MPC) [19, 87,137, 148] enables multiple parties to
jointly compute a function over their private inputs while revealing nothing
beyond the final output. In a secure outsourcing scenario, a client can split its
input into secret shares and distribute them among several cloud servers. These
servers then jointly perform the desired computation. However, the privacy
of this approach relies on the assumption that these servers do not collude;
otherwise, they can reconstruct the client’s input. This strong non-collusion
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assumption makes this MPC solution less practical in real-world outsourcing
settings.

If a client wants to avoid the non-collusion assumption by using a single cloud
server in MPC, then the client can also participate as a computing party. This
approach, however, requires the client to compute and interact with the server
in multiple rounds. In contrast, FHE allows a client to fully delegate the
computation task: the client simply sends the encrypted input and later receives
the encrypted output, without the need for online interaction.

Trusted execution environment (TEE) leverages dedicated hardware to enable
secure computation inside protected domains, which cannot be accessed outside
of the TEE. In a secure outsourcing scenario, a client sends encrypted data
to a remote machine with a TEE, which loads it to the protected memory,
decrypts it, and performs computation in the clear. While TEE incurs a much
lower computation overhead compared to FHE, its security requires trust in
the hardware of the remote server rather than purely cryptographic guarantees.
Vulnerabilities have been discovered in implementations by major vendors
such as Intel and ARM, raising concerns about their security guarantees in
practice [41,103].

1.1 Challenges in FHE

While FHE offers strong privacy guarantees, its broader adoption is constrained
by two primary bottlenecks. The first is the efficiency bottleneck, as FHE
incurs significant overhead in computation, communication and storage. The
second is the integrity bottleneck, stemming from the lack of mechanisms to
verify the correctness of the outsourced computation. We elaborate on both
challenges below.

Communication efficiency. In secure outsourcing, a client sends encrypted
messages to the server. However, ciphertexts are often much larger than
the original messages, e.g. the encryption of 1 bit can expand to several
kilobytes. This high ciphertext-to-plaintext expansion factor results in a
significant communication overhead.

Fortunately, FHE schemes, such as BGV, BFV, GBFV, and CKKS, support
packing, where multiple messages are encoded into a single ciphertext. This
not only reduces the number of ciphertexts to be transmitted but also allows
homomorphic evaluation on the packed messages in a single-instruction multiple-
data (SIMD) manner, reducing both communication and computation costs.
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Another useful technique to reduce the client-to-server communication overhead
is transciphering [124], which increases computation costs as a tradeoff. In this
approach, the client uses a classical symmetric scheme II to encrypt messages,
producing ciphertexts with an expansion factor close to one, which are then
sent to the server. The server evaluates the decryption of II homomorphically
to obtain FHE encryptions of the messages. The resulting FHE ciphertexts are
then used for the evaluation of the desired function.

Computation efficiency. The computation overhead in FHE remains sub-
stantial even with packing. On the one hand, homomorphic operations on
ciphertexts are orders of magnitude slower than their plaintext equivalents. For
example, a homomorphic multiplication is more than 10,000 times slower than
a plaintext multiplication [96]. To mitigate this cost, a major line of research
focuses on hardware acceleration [26,27,79,140], which can be up to three orders
of magnitude faster than CPUs.

On the other hand, developing efficient FHE programs remains difficult. An
important part of the inefficiency is the amplification in computation complexity
when a plaintext program is converted into a program operating on the
corresponding FHE ciphertexts. For example, in the homomorphic evaluation
of the if-else paradigm, each conditional statement needs to be executed. By
extension, when traversing a binary tree, the full tree is touched instead of a
single path. In other words, the data secrecy guaranteed by FHE comes at the
cost of increased computational complexity, even if the computation overhead
of each FHE operation would be low.

Integrity. When a client outsources the computation of f on input m to a
server, the client expects to receive the correct result f(m). In secure outsourcing
with FHE, the client sends an encryption of m to the server, which performs
Evaly and returns a resulting ciphertext ct. While the decryption of ct is
expected to be f(m), this is not guaranteed. In other words, FHE ensures data
privacy but does not provide the integrity of the outsourced computation.

In verifiable fully homomorphic encryption (vVFHE), integrity is addressed
by proving that the server executed Evaly honestly. However, current vEHE
constructions are far from being practical: proving even a single homomorphic
multiplication can take several minutes [98]. Moreover, ensuring the correctness
of Evaly also requires proving non-arithmetic maintenance operations, which
further increases the performance overhead.

The challenge of communication efficiency is addressed in our recent work [97],
which is not included in this thesis. This thesis focuses on computation efficiency
and integrity.
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1.2 Contributions

This thesis contributes to the advancement of FHE in three main areas:

(i) Optimising oblivious algorithms for use in FHE. Oblivious algorithms
execute a fixed sequence of operations independent of the inputs, allowing
for a direct translation into their homomorphic analogue without increasing
the computational complexity. Therefore, oblivious algorithms serve as
building blocks for FHE procedures (e.g. bootstrapping) and applications.
In this thesis, we optimise various oblivious algorithms with respect
to key performance measures, including algorithmic complexity and
multiplicative depth (i.e. the number of consecutive multiplications).

(ii) Building efficient privacy-preserving information systems based on FHE.
This thesis presents two privacy-preserving machine learning (PPML)
protocols, the k-nearest neighbors (k-NN) algorithm and the decision tree
evaluation, achieving concrete efficiency improvements over the state of
the art. To protect sensitive genomic information, we develop SQUID, a
secure and efficient system for storing and analysing genotype-phenotype
data. Moreover, we use FHE for secure zero-knowledge proof delegation
(zkDel), and demonstrate its practical performance.

(iii) Constructing verifiable secure delegation of computation through FHE
techniques. In secure outsourcing with FHE, the decryption of the
server output ct is not guaranteed to yield the desired f(m): the server
may deviate from the homomorphic protocol, or the noise in ct may
exceed the threshold for a correct decryption. vFHE addresses the
first issue by proving ciphertext relations, and the performance remains
impractical. We introduce an alternative approach, the blind proof
framework, to address both integrity issues by proving plaintext relations.
We further demonstrate its practicality using blind zkSNARKS, a concrete
instantiation of blind proofs.

Below, we provide an overview of the works presented in this thesis, as well as
other works completed during the same period.

On Polynomial Functions Modulo p¢ and Faster Bootstrapping for
Homomorphic Encryption [78] This work presents a systematic study of
polynomial functions modulo p¢, investigating their existence, computation and
equivalence of polynomial representations, among other aspects. The developed
theory is applied to improve digit extraction, an oblivious procedure that forms
the performance bottleneck in BGV/BFV bootstrapping. Specifically, we found
sparse representations for the digit extraction function and proposed a new
method to decompose digit extraction into multiple stages, each of which can
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be evaluated with a polynomial of low degree. Altogether, these optimisations
yield speedups of up to 2.8x for digit extraction and 2.6x for BGV/BFV
bootstrapping.

Published in EUROCRYPT 2023, also appears in Chapter 6.

Revisiting Oblivious Top-k Selection with Applications to Secure k-NN
Classification [54] This work revisits oblivious Top-k algorithms, where the &
smallest (or largest) elements are selected from d elements using a fixed sequence
of comparators. By combining existing constructions with new improvements,
we propose a new Top-k network with complexity O(Ollog2 k) in general and
O(dlogk) for small k < v/d. We integrate this optimised Top-k network with
TFHE to build a secure, non-interactive k-NN classifier that is asymptotically
faster than the best prior work with O(d?) complexity. The concrete efficiency
also shows a significant improvement of up to 47x for d = 1000.

Published in SAC 202/, also appears in Chapter 7.

Faster Private Decision Tree Evaluation for Batched Input from Homomor-
phic Encryption [55] This work focuses on private decision tree evaluation on
batched inputs, where a client sends a batch of encrypted feature vectors and a
cloud server performs homomorphic inferences against a decision tree model
stored as plaintexts. We propose two novel methods for the key component,
batched ciphertext-plaintext comparisons, and adapt an existing tree traversal
method to achieve optimal client-to-server communication. Overall, our batched
decision tree protocols outperform the prior works for large batch sizes, achieving
up to a 17x speedup in a batch size of 16384.

Published in SCN 2024, also appears in Chapter 8.

SQUiD: ultra-secure storage and analysis of genetic data for the advancement
of precision medicine [28] This work presents Secure Queriable Database
(SQUID), a secure and scalable framework designed to store and query genotype-
phenotype databases in the cloud using homomorphic encryption. Our approach
incorporates a set of optimisations to reduce storage overhead, accelerate query
processing, and support queries from multiple users. We demonstrate that
SQUID can efficiently execute a wide range of queries on large-scale genotype-
phenotype datasets, including queries on a filtered cohort such as minor allele
frequency (MAF) and polygenic risk scores (PRS). These results highlight the
potential of SQUiID as a valuable tool for privacy-preserving genetic data storage
and analysis, contributing to the advancement of precision medicine.

Published in Genome Biology 2024, also appears in Chapter 9.
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Blind zkSNARKSs for Private Proof Delegation and Verifiable Computation
over Encrypted Data [72] While a zkSNARK prover computes Proves(m, y)
to convince the verifier that y = f(m), this work formalises the blind
zkSNARKSs framework, where a prover only has access to ct[y] and ct[f(m)]
and homomorphically evaluates the proving procedure (i.e. compute Evalpoye f)
to convince the verifier that the underlying plaintexts satisfy the relation defined
by f. We instantiate blind zkSNARKs with Fractal, leveraging GBFV for large-
field arithmetic and incorporating several optimisations, e.g. a packing-friendly
2D-NTT protocol. With a 32x parallelisation speedup on a powerful server, the
prover runtime for 220 R1CS constraints is estimated to be under 20 minutes.
Additionally, we achieve public verifiability by appending a zero-knowledge
proof of decryption (PoD), enabling another compelling application of blind
zkSNARKSs: zero-knowledge proof delegation (zkDel). Our PoD construction is
highly efficient, allowing the decryption of around 2500 ciphertexts to be proven
in under 2 seconds on a single thread.

Published in Communications in Cryptology 2025, also appears in Chapter 10.

Other works

On the Overflow and p-adic Theory Applied to Homomorphic Encryption [29]
This work studies the overflow phenomenon when performing integer and rational
arithmetic using modular arithmetic over Z/qZ. While previous works avoid
overflows by restricting supported circuits in the homomorphic evaluation, we
discuss two possibilities of tolerating them. Firstly, we explain that when input
messages and the final result are well-bounded, intermediate values can be
arbitrarily large without affecting output correctness. This kind of overflow is
called pseudo-overflow and does not need to be avoided. Secondly, we observe
that for a prime-power modulus ¢ = p", overflow errors are small in the p-adic
norm. Therefore, incorporating a p-adic encoding to BGV/BFV allows the
evaluation of circuits that are up to 2x deeper under the same ciphertext
parameters, and output errors are bounded by p~" in the p-adic norm.

Published as a short paper in CSCML 2024.

Pirouette: Query Efficient Single-Server PIR [97] This paper presents
Pirouette, a private information retrieval protocol with low query size.
Specifically, the query consists of only one component of a high-precision
LWE ciphertext, from which we design a modular procedure to extract the
inputs for the subsequent homomorphic computation. For a database of 2%°
records, the query size is just 36B. Moreover, if the query seed is set once by the
server, then the query size drops to only 32 bits, resulting in an exceptionally
low expansion factor of 32/25 = 1.28. This represents a novel approach to
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reduce the client-to-server communication, which provides a lower server-side
computational overhead than transciphering and is applicable for many other
FHE-based applications.

Full version available as preprint.

FRIttata: Distributed Proof Generation of FRI-based SNARKs [146] This
paper presents FRIttata, the first distributively computable SNARK for general
circuits that is transparent and plausibly post-quantum secure. The construction
builds on a distributed FRI protocol, whose security properties such as the
knowledge soundness are inherited from the FRI protocol [20]. We investigate
and implement three instantiations of distributed FRI, each offering different
trade-offs between proof size, communication overhead, and verifier efficiency.

Full version available as preprint.

1.3 Outline

This thesis consists of two parts. Part I provides a comprehensive overview
and sets the stage for the forthcoming content in the second part. To begin
with, Chapter 2 covers necessary preliminaries on mathematics, including
algebra and lattices, and on cryptography, including zero-knowledge proofs
and verifiable computation. Next, Chapter 3 provides an extensive overview
of FHE, specifically tailored to align with our contributions. Then, Chapter 4
introduces two frameworks designed to provide data integrity alongside the
privacy guarantees offered by FHE. Finally, Chapter 5 concludes this dissertation
by discussing the main results and outlining directions for future work.

Part II presents five publications, contributing both to the theoretical
foundations of FHE (Chapter 6 on bootstrapping, Chapter 10 on plaintext
verifiability) and to the practical applications of FHE (Chapter 7 on k-NN,
Chapter 8 on decision trees, Chapter 9 on genome query, and Chapter 10 on
proof delegation). The chapters are presented in chronological order, reflecting
the research’s evolution from a focus on efficiency to one that also encompasses
integrity.






Chapter 2

Preliminaries

2.1 Basic notation

Given a positive integer a, let [a] denote the set {1,2,...,a} and [a]g denote
the set {0,1,...,a}. We use uppercase bold letters such as U for matrices,
lowercase letters such as u for row vectors and @ for column vectors. The inner
product between two vectors of the same type is denoted as (-,-). Elements
in polynomial rings are written in lowercase bold letters such as u or u(X).
Following the convention used in Magma, we use R ! a to denote the coercion
of an element a into the ring R.

For a positive integer ¢, let Z, = Z/qZ denote the ring of integers modulo g,
where the representative interval is by default (—{, 2]. Furthermore, let Z
denote the multiplicative group of integers modulo ¢, and |Z)| = ¢(q) with
©(+) the Euler totient function. For x € Z, we denote the centered reduction
modulo ¢ by [z], € Z;. Let |-| and [-] denote the flooring and ceiling functions,
respectively, and let |-] denote the rounding function that rounds half up. All

this notation extends to elements in polynomial rings coefficient-wise.

For g = Z;L_:Ol ¢: X" € Q[X], let ¢ denote its coefficient vector [go g1 ... gn_1]T €
Q", then its coefficient-wise norms are ||g||, = H?Hp, e.g.

2

n—1 n—1
lglly = > lgil, llgll, = <Z g?) » 119l = max{|gilYicin—1,-
1=0 1=0

Given a probability distribution y, let a <— x denote that a is sampled from x.

Given a finite set 9, let a & 8 denote that a is sampled uniformly at random from
S. Let Dz» , denote the discrete Gaussian distribution, where each T ez

13
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is assigned with a probability proportional to exp(—7r||?\|2 /o?). Due to the
orthonormality of the basis, the discrete Gaussian Dz , is simply the product
distribution of n independent copies of Dz ,, also referred to as the spherical
Gaussian distribution.

2.2 Preliminaries on algebra

2.2.1 Ideals and quotient rings

Let (R, +,-) denote a commutative ring with identity 1.

Definition 2.2.1. A subset I C R is an ideal if (I,+) is a subgroup of the
additive group (R,+) and RI C I, i.e. x € R and y € I implies their product
zy € 1.

From an ideal I C R, the quotient ring is defined as R/I = {x + I : = € R}.

Definition 2.2.2. Let S be a subset of R. The ideal I generated by S is defined
as I = (S) ={>1",zyi: x; € R,y; € S,n > 1}, and S is a generating set of
the ideal 1.

Definition 2.2.3. An ideal is finitely generated if it has a finite generating set,
and principal if it can be generated by a single element.

Definition 2.2.4. Anideal P C R is a prime ideal if Vxy € P for some elements
z,y € R, thenx € Pory e P.

Given ideals I,J in R, new ideals can be constructed from the sum I + J =
{z+y:2ze€l,yel}andtheproduct I-J={>7"  xy;:a;€l,y; €l,n>1}
The sum I + J is the smallest ideal containing both I and J.

Definition 2.2.5. Two ideals I and J in R are coprime if I+J=R.

Theorem 2.2.1 (Chinese remainder theorem (CRT)). Let I1,. .., I, be pairwise
coprime ideals in R, and let I = H?Zl I; denote their product. Then

CRT : R/ — [[ R/Ij, x mod I = (zmod I1,...,x mod I,).
j=1

is an isomorphism of rings.
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2.2.2 Cyclotomic fields and rings
For a positive integer m, denote e2™*/™ as 1, and denote the m-th cyclotomic
polynomial as ®w(X) = [[;ezx (X — nk) € Z[X], which is an irreducible
polynomial over Q of degree n = ¢(m). Specifically, when m is a power-of-two,
@ (X) = X™/2 4 1. Another important fact about cyclotomic polynomials is
that @ (X) = @paq(m) (X™/™24(™) where rad(m) is the product of all distinct
primes dividing m.

The m-th cyclotomic number field is denoted as Ky, = Q[X]/ (Pm(X)), and the
m-th cyclotomic ring is Ry = Z[X]/ (P (X)). Note that Iy, is an n-dimensional
vector space over Q, and the basis {1, X, X2,..., X" 1} is known as the power
basis. The Galois group Gal(Ky,/Q) contains n automorphisms of Ky, that fix
Q

Tt K = Ky a(X) — a(X7), j€Zy.

The Q-linear trace and the (field) norm are two maps from Ky, to Q defined as

Trx, /o (a(X)) = Y m(a(X)), Ne,q(a(X)= ] m(a(X)),
JELy JELY
for any a(X) € Ky, which further induce functions Tr,N : Ry, — Z. The norm
of a non-zero ideal I C Ry, is its index as an additive subgroup in Ry, i.e.
N(I) = |Rw/I|. For any non-zero & € Ry, the norm of the ideal I = (o) C R
satisfies N(I) = |[N(a)].

Towers of cyclotomics. Let (,, denote an element of order m. For any m’
dividing m, the m’-th cyclotomic field Ky = Q((m’) can be viewed as a subfield
of Ky = Q(¢m), under the embedding that identifies ¢/ as C,T/m . The K-
linear trace function Tri, /i, can be defined as

Tre, (@)=Y 7).

i=1 mod m’

The transitivity of the trace in the field extension Ky /Kn /Q gives Trx o =
Tri /0 © Tri,, /. » which similarly holds for the norm. Moreover, for every
Kw-linear function L : K, — K/, there exists an element r € I, such that
L(a) = Trg, k.., (1 a),Va € Kn.

The powerful basis. Let m = Hle m; denote the factorization of m into prime
powers, there exists an isomorphism between Ky, = Q[X]/ (P (X)) and the
tensor product ®;Km, = Q[X1,..., Xk]/ (Pm, (X1), ..., Pm, (X)) defined by

®iKm1- — Icnu Zaj : XJ = Zaj : f(XJ)v

J J
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where j = (j1,...,Jx) for 0 < j; < o(m;), and XJ := Hle Xf denotes a basis
element in the tensor product, which is mapped to f(XJ) = Hle Xm/midi jp
Km. Therefore, the set {XJ} forms another basis for Ky, that does not coincide
with the power basis, typically referred to as the powerful basis [115].

Rotation matrix and expansion factor. Given g, f € R, and the product
h =g f € R, their coefficient representations satisfy h = Roty, (g)- f, where

R

ROtm (g) = g(—o)> ga) -+ 9YGn-1) € Z"*" and g(i) = ng(X) mod (I)m(X).

To bound the coefficient growth in such multiplication, the expansion factor of
the ring Ry, is defined as

lg - f mod Pl
190lcc - 1 Flloo

o = sup { = [ 9.1 € ZIX]\0 and des(g),des(f) < (0 1) |
Let EFy, be the lowest number such that Hgfz;HOo < EFy - 9|l for any
i € m—1]p and g € Ru, then §y < n- EF,. Specifically, when m is a
power-of-two, EFy, = 1 and 6, = n.

Canonical embedding. While coefficient norms provide a straightforward
measure of sizes for polynomials in Ky, analyzing the norm growth upon
multiplication requires the expansion factor dy, which depends heavily on the
polynomial modulus ®,,(X) and often results in loose bounds. This leads to
the broad use of the canonical norm ||-||°" [56, 58, 86,114,115], defined from
the following canonical embedding ¢ into C"

oc:Kn—=C":a(X)— {a(n#)}jez§~

Let s; and s5 denote the number of real embeddings and the number of pairs of
complex embeddings, so n = s; + 2s,. Furthermore, we order the embeddings
such that {;};e[s,] are the real embeddings and o, 4s,1; = 05,1, for j € [sa].
Then the image of the canonical embedding, o(Ky,) is in the following space

H, = {(xla e ,:En) € R™ x 6282 | Tsi+sa+j = Ts1+j> V] € [52]} - c".

This space Hy, when equipped with the inner product induced by C", is
isomorphic to R" [114]. Additionally, it is also equipped with the £, norm induced

from C", hence the canonical norm is defined as |[a[|;** = [o(a)]|,,Va € K.

Lemma 2.2.1 (Adapted from [58]). For all a,b € Ky, the following properties
are satisfied

o llallE" < llally,
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o |la|lo < cm - lal|2", where cp, is a constant determined by m,

o llat B < a2 + b,
¢ lla-blp™ < [lall” - [l
Specifically, ¢ = 1 for power-of-two m, and for m = p{* - .- p* for different
primes pq,...,pg, if p1 -+ pr < 400 then ¢y < 8.6 [58].

Additional notation. For a non-zero element ¢t € R,,, we denote the quotient

ring of Ry modulo ¢ as Ryt = Rm /t Rm. In this thesis, we often consider a

special case for a non-zero integer ¢ and the quotient ring Rm ¢ = R /¢ Rm-

Notation for coefficient vectors and norms in Ry, naturally extend to Ry 4 using
q g

representatives in (—4, 2].

2.2.3 Linear algebra

Let R denote a commutative ring and R[X]<4 denote the R-module of
polynomials of degree less than d.

Definition 2.2.6. Let f = Z?io Xi,g = Z?io ;X" € R[X] denote two
polynomials, their Sylvester map is the R-module homomorphism

SRJ,Q : R[X]<dg @R[X]<df — R[X}<(dg+df) : (’I",S) —r-f+s-g.

The Sylvester matrix is the corresponding representation in the power basis

_fdf fdf—l fo ]
fdf fdffl o fo

M(Spfg) = |%% 9=t 00 € R[X](da*ds)x (dg+ds)
L 9dg  Jdg—1 ce “ gold

When R = Q (or any field), the monic polynomial of the lowest degree
in Image(Sg,f.g) is ged(f,g). For coprime f,g € Q[X], ged(f,g) =1 €
Image(Sqp,f.9). Consequently, for R = Z and coprime f, g € Z[X], the non-zero
polynomials of the lowest degree in Image(Sz ¢ 4) are constants.

Definition 2.2.7. Let f,g € Z[X] be coprime polynomials. The congruence
number Con(f,g) is the smallest positive integer in Image(Sz,7.g)-

The congruence number Con(f,g) for f,g € Z[X] can be derived in two
equivalent methods.
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o view f, g as polynomials in Q[X], find r, s € Q[X] such that r- f+s-g = 1,
then the least common multiple of the denominator of 7 and s is Con(f, g).

o transform M(Sz 7 4) into its row echelon form M’(Sz ¢ 4) using row
operations, then Con(f,g) is the bottom-right entry of M’(Sz ¢ g)-

Let p = Con(f, g). The last non-zero row of the reduction of M'(Sz, ¢ 4) modulo
p gives (the coeflicients of) a non-trivial common divisor of f and g modulo p,
ie. ged(Zy[X]! f,Z,[X]! g).

2.3 Lattices and hard lattice problems

An n-dimensional lattice £ is a discrete additive subgroup of the vector space

R"™, generated as
k
c{zximxiez},
i=1

where the vectors {Z} " are linearly independent and k < n is the rank of
i€
%
L. The lattice generated by B = {bL} " is denoted as £(B).
i€lk

2.3.1 The short integer solution problem

The short integer solution (SIS) problem was first introduced by Ajtai [2] in
1996.

Definition 2.3.1 (SIS, ;4,8). Given A< Zp*™ (typically n < m), the

SIS, . m,q, B Problem is to find a non-zero 7 € Z™ such that A - 7 = 6> mod ¢
and | 7], < B.

If B > g, the SIS problem admits a trivial solution [g,0,...,0]T. Furthermore, if
B> \/ﬁq"/ ™ the SIS problem is guaranteed to have a solution, as shown in [122,
Lemma 5.2] using the pigeon-hole principle. Therefore, to avoid considering
SIS problems that are trivially simple or vacuously hard, most works consider
bounds B € [\/mg™™,q) [99,111,122].

Lattice reduction. The SIS problem is equivalent to finding a short non-zero
vector in an m-dimensional g-ary lattice

AL(A)={Z ez | A -7 =T mod g}
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Therefore, the computational hardness of SIS can be estimated via lattice
reductions. As reported in [74,123], the lattice reduction algorithms are able to
find vectors in A(JI-(A) of length

min {q, (det (A;‘(A)))l/m .5m} = min {q7q”/m . 5’”} , (2.1)

where ¢ is the root-Hermite factor depending on the reduction algorithm, and
the relation det (A, (A)) = ¢™ holds with high probability since the number of
elements of Zj" that belong to Aj (A) is ¢™ ™ with high probability.

When Equation (2.1) is considered as a function of m, the minimum value

22vnlogalogd i achieved when m = /nlog q/logd. Therefore, for lattices with
larger m, one can efficiently reduce it to this optimal dimension by fixing some
of the coordinates to 0, which allows finding a non-zero vector in Aj‘ (A) of

length
min {q7 22\/"1%‘110%5} . (2.2)

Hardness estimation. The computational hardness of SIS can be estimated
using lattice reduction, where one computes a sufficiently small root-Hermite
factor 0 such that the output vector with the length of Equation (2.2) is
adequately short. Using the NTL library [138], Lindner and Peikert [104]
estimated that setting log,(d) ~ 1.8/(X + 110) offers A-bit security, i.e. § ~
1.0052 is suggested for 128 bit security. Recent lattice-based cryptographic
constructions [65,67] use Albrecht et al’s lattice estimator [3], adopting & ~
1.0045 for 128-bit security.

2.3.2 The learning with errors problem

The learning with errors (LWE) problem was introduced by Regev [135] in 2005,
parametrized by a dimension n, an integer modulus ¢, and an error distribution
x over Z.

Definition 2.3.2 (LWE distribution D+ ). Given T < Zy, the LWE
distribution D+ , over Z; x Z, is sampled by choosing a uniformly random
a € Zj and error e < X, and outputting (a,b=a- S +emodq) € Zy X Zq-

We can represent m > 1 LWE instances with the same secret T c Zg in the
following matrix form

(A,?:A-?—k?modq),

%
where A € Z;"*" and b, e Zy'. Then we describe the two versions of the
LWE problem.
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Definition 2.3.3 (Search LWE,, ,, 4. ). The search LWE,, ,,, 4, problem is to

%
recover § € Zy from m LWE instances (A, b = A - < + € mod q) sampled
according to the distribution D . .

Definition 2.3.4 (Decision LWE,, ,,, ¢ ). The decision LWE,, ,, 4, problem is

to distinguish m LWE instances (A, b = A - Y+ ¢ mod q) sampled according
%

to the distribution D ., from (A, b ) & Zmxm x zm.

The reduction from Search-LWE to Decision-LWE is straightforward, as the
recovered secret & allows the direct computation of the error €. The converse

reduction is provided in [135, Lemma 4.2], establishing the equivalence of
Decision-LWE and Search-LWE.

Solving LWE from SIS. The Decision-LWE can be transformed into a SIS
instance that finds a non-zero small vector 72 € Z;” such that

ZT.A =0mod q.

— —

« If (A, D) <$;Z;’1”X" X Zy', then <77 b ) is also uniformly random.
%

e If (A, b)« D, then

(2, 0)=(ZT-A,F)+(Z,¢) = (7, ) mod . (2.3)

If Z is sufficiently short, then Equation (2.3) is small since @ is small.
For the error distribution x = Dz ., Lindner and Peikert [104] demonstrated
that the advantage € of distinguishing Equation (2.3) from random is close to
exp (—7r(||7H . %)2). This implies that achieving a distinguishing advantage €
requires finding a vector of length « - (¢/0), where a = /In(1/€)/m. Since a

lattice reduction with root-Hermite factor ¢ allows to find a short vector with
the length of Equation (2.2), secure LWE parameters should satisfy

a- L < 92V/nlogqlogs (2.4)
g

This inequality in Equation (2.4) provides an insight into the relation between
secure LWE parameters. In particular, for a fixed lattice dimension n, increasing
the modulus ¢ beyond a certain bound necessitates also increasing the standard
deviation o to maintain security.

Hardness estimation. The concrete security of LWE instances for given
parameter sets is best estimated using Albrecht et al’s lattice estimator [3],
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which considers various attacks. These include the above dual lattice attack,
primal lattice attacks such as primal-usvp and primal-bdd, as well as hybrid
attacks that augment lattice attacks with combinatorial methods, notably
dual-hybrid and primal-hybrid attacks.

2.3.3 The Ring-LWE problem

The ring learning with errors (RLWE) problem, introduced by Lyubashevsky et
al. [114,115], extends the LWE problem to algebraic rings. These works introduce
the family of ideal lattices, which consists of lattices of the form o(I) C Hy
for canonical embedding ¢ and ideals I C Ry,. While the original definition of
RLWE in [114,115] is in the "dual" form, we present the "non-dual" form, which
is equivalent to the dual form up to the choice of error distribution [61,131].
Following the notation in Section 2.2.2, we write Rm ¢ = Z[X]/ (Pw(X), q), and
n = p(m) is the polynomial degree.

Definition 2.3.5 (RLWE distribution Ds, ). Given s € Ry 4 and an error
distribution x over Ry 4, the RLWE distribution Ds , over Rﬁw is sampled by
choosing a uniformly random a € Ry 4 and an error e+ x, and outputting
(a,b=a-s+emodq) € RZ .

Compared to LWE, RLWE provides better efficiency and amortized storage.
The efficiency comes from operating over ring elements in R, enabling faster
multiplications via the fast Fourier transform (FFT). In terms of storage, a
single RLWE sample contains the same information as n LWE samples with
the same secret vector §. An RLWE sample is 2nlog g bits, whereas the size
of n LWE samples is (n? + n)logq bits. Therefore, storing n LWE samples
incurs a higher storage cost. As a remark, if we restrict our attention to fresh
ciphertexts, then the random components (the A part in LWE and the a part
in RLWE) can be generated from a short PRNG seed. As such, the storage cost
reduces to nlog g plus the seed size for both LWE and RLWE cases.

Next, we describe the two versions of the RLWE problem.

Definition 2.3.6 (Search RLWE,, ,, 4. ). The search RLWEy, 1, ., problem is
to recover s € Ry 4 from m RLWE instances {(a;,b; = a; - s + e mod ¢)}
sampled according to the RLWE distribution Dy .

Definition 2.3.7 (Decision RLIWE, 1, 4.1 ). The decision RLIWEy, ,, 4., problem

i€[m)]

is to distinguish m RLWE instances {(a;,b; = a; - s + e mod q)},.(,,) sampled
according to the RLWE distribution D, ,, from {(ai, b;) ﬁRgl q} -
Jiglm

To date, no known attack on RLWE problems exploits its additional ring
structure compared to LWE. Therefore, the security of an RLWE instance is
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estimated by transforming it to a corresponding LWE instance with the same
dimension n = n, modulus ¢ and an appropriate error distribution.

As in the LWE problem, the error term can be sampled according to an
n-dimensional spherical Gaussian distribution in the embedding space H,.
When these errors are sampled coefficient-wise, the distribution needs to be
transformed from Hy, to Ry, [114,131]. A special case is when m is a power
of two, then the transformed distribution is still an n-dimensional spherical
Gaussian distribution, albeit with a different standard deviation.

2.3.4 Module-SIS and Module-LWE problems

The module short integer solution (MSIS) and module learning with errors
(MLWE) problems were formally introduced by Langlois and Stehle [99] in 2015.
A module is an algebraic structure that generalizes rings and vector spaces. The
MSIS and MLWE problems are based on module lattices, i.e. finitely generated
modules over Ry, generalizing both arbitrary lattices and ideal lattices.

Definition 2.3.8 (MSISy p.m.q.5). Given A< RIX™, the MSISy »m.q.B

m,q
%
problem is to find a non-zero Z € R™ such that A - Z = 0 mod ¢ and

Iz, < B.

The MSIS problem is a variant of SIS equipped with block matrices. Specifically,
the matrix A <~ Ry ’J™ is equivalent to an nn x nm dimensional matrix over Z,,

where each n x n block is the rotation matrix of some element in R 4.

Definition 2.3.9 (MLWE, ;,.1m,q,¢). Given S e Rin,q and an error distribution
x over R the MLIWE . 11.m.q.x Problem is to distinguish (A, A - + €) for

m,q’
%
A —Rp%™ and error vector €+, from (A, b) SR X R -

Similarly, the MLWE problem is an LWE problem equipped with nm x nn
dimensional matrices with n x n dimensional blocks. Since no known attack
on the MSIS and MLWE problems exploits their additional block structure,
the hardness of MSIS and MLWE can be evaluated by reducing them to their
SIS and LWE counterparts. The security of SIS and LWE are explained in
Section 2.3.1 and 2.3.2, and can be estimated using Albrecht et al’s lattice
estimator [4].

2.4 Zero-knowledge proofs

A proof system is a protocol in which a prover P wishes to convince a verifier V
that a given statement is true. The concept of zero-knowledge proofs, introduced
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by Goldwasser et al. [88], adds a crucial requirement that the proof reveals
nothing about the private input of P, thereby protecting the prover’s privacy.

Mathematically, a relation fR is defined as a set of instance-witness pairs (x, w),
and the corresponding language is defined as £o = {x| 3w : (x,w) € R}. The
instance x is an input to both P and V, while the witness w is known only to
P. The prover P then generates a proof m to convince the verifier that there
exists (or P knows) a witness w such that (x,w) € S. The prover P sending
7 instead of w to the verifier V not only allows to achieve the zero-knowledge
property, but also enables improved efficiency: 7 can be much smaller than w,
and verifying 7 can be faster than validating (x, w) € R directly.

Informally, a zero-knowledge proof protocol needs to satisfy the following
properties:

o« Completeness. If a statement is true, then the prover can convince the
verifier.

e Soundness. If a statement is false, an honest verifier always rejects the
proof except with negligible probability.

e Zero-knowledge. The proof does not reveal anything but the truth of
the statement, in particular it does not reveal the prover’s witness w.

If the prover wants to prove the knowledge of the associated witness w, a
stronger notion of soundness is required:

e Knowledge-soundness. If the verifier accepts the proof, there exists
a polynomial-time extractor algorithm with access to the prover that
outputs the witness w.

2.4.1 Lattice-based zero-knowledge proofs

Lattice-based X-protocols. X-protocols are three-round interactive proofs
between a prover that knows an instance-witness pair (x, w) € R and a verifier
who only knows the instance x, as illustrated in Figure 2.1.

A Y-protocol is public-coin if the challenge value ¢ is a public and random string,
which is not derived in a complex or private manner. A Y-protocol is expected
to satisfy completeness, honest-verifier zero-knowledge (HVZK), and special
soundness, as formally defined in [15, Section 2.1]. In the Random Oracle (RO)
model [18], applying the Fiat-Shamir transform [69] to a public coin %-protocol
with these properties yields a non-interactive zero-knowledge (NIZK) proof or
argument of knowledge.

A classic example of X-protocols is the discrete logarithm (DL) based Schnorr
protocol [136], which achieves perfect completeness, honest-verifier zero-
knowledge, and special soundness with a negligible error in a single protocol
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Prover P(x,w) Verifier V(x)

(a1, aux) <~ Commit(x, w)

¢ c«C

a2 + Response(aux, ¢) b« Verify(x, a1, ¢, az)

Figure 2.1: Diagram of a »-protocol.

run. In contrast, the behavior of lattice-based Y-protocols deviates in two key
aspects. First, the perfect completeness is relaxed: an honest prover can fail
with probability at most « due to the use of rejection sampling [110,111], where
an honest prover sometimes has to abort the protocol to achieve zero-knowledge.
Second, lattice-based X-protocols typically exhibit a soundness gap, meaning a
soundness extractor recovers a witness for a broader relation 8’ O R instead of
R. Due to these deviations, lattice-based X-protocols are sometimes referred to
as X'-protocols [24] in the literature. Below, we present a typical example of a
lattice-based X-protocol to illustrate these aspects in detail.

Let R denote the integer ring Z or a polynomial ring Ry, and define R, = R/qR.
For suitable parameters the matrlx A+~ Rnxm defines a one-way functlon that

maps a small vector & € R™ to =A - Je Ry - The hardness of inverting
this function relies on the SIS problem (When R Z) or the MSIS problem
(when R = R,,). For a given bound B, we define the relation

m:{(?,?,nengxnmxmA.?z?modq,n?ngB},

and its corresponding Y-protocol is as follows.

1. The prover samples 7 from a suitable distribution D over Ry" and commits
to 7 by sending W=A- 7 mod ¢ to the verifier.

2. The verifier sends a challenge ¢ < C to the prover.

3. The prover computes Z=c- 5+ 7 and sends it to the verifier with
probability D(Z)/ (M - D_>(7)) where D%, (+) denotes the distribution
generated by first plckmg ﬁ < D and addmg it to ¢ & for c+C, M is a
parameter such that D(@) < M - D?( d),vd € R™; otherwise aborts.
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4. The verifier checks if A -7 =¢-  + @ and | Z|| < B, where B’ > B is
determined by the distribution D.

For the protocol to be zero-knowledge, the prover’s response 7 should not
depend on the witness . This is achieved via the rejection sampling in Step 3,
where the resulting distribution of 7 is

D%(Z)-D(Z)/ (M- D%(Z)) = D(Z)/M,

and the expected number of runs needed to output a sample is M.

Furthermore, the soundness extractor of this protocol only extracts a witness
for the relaxed relation

m/:{(?’?’E)ERZXRmXR|A?Zé?mod%H?HS?B/,EEé}»

where C is the set of differences of elements of C except for 0 and B’ > B is
a larger bound. Such an approrimate proof with a soundness gap is sufficient
for applications such as digital signatures [16,62,91,110,111] and commitment
schemes [2,17,25], the latter of which will be elaborated on next. On the other
hand, applications such as lattice-based verifiable encryptions [112] benefit from
exact proofs [113], which will be briefly described after covering commitments.

Lattice-based commitment schemes. In line with [8,66], we define commit-
ment schemes as follows.

Definition 2.4.1 (Commitment scheme). A commitment scheme CT =
(KeyGen, Com, Open) includes the following probabilistic polynomial-time
algorithms:

e CT.KeyGen(1*): for a given security parameter A, it returns public
parameters pp, which define a message space Sy;, a randomness space Sg
and a commitment space S¢.

o CT.Compy(m,7): for a given message m € Sy and some randomness
r < Sg, it returns a commitment C,,.

« CT.Open,,(m,r,C): for a given tuple (m,r,C) € Sy x Sg X Sc, it returns
either acc or rej.

In lattice-based commitment schemes such as the Ajtai commitment [2], the
BDLOP commitment [17], and the combined ABDLOP commitment [113], the
opening algorithm Open is relazed. Specifically, Open takes a relaxation factor
¢ € C as input, in addition to the commitment C and the message-randomness
pair (m,r).

Let R denote the (2d)-th cyclotomic ring Z[X]/ (X + 1) where d is a power-
of-two, and R, := R/¢R. We describe the ABDLOP commitment with the
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challenge space
Cepy = {C €Ry: o_i(c)=cand ¥ ||C%H1 < 77}’

which is exponentially large in the security parameter A for soundness purposes.

« ABDLOP .KeyGen(l’\): the public parameters pp are generated as
Pp = (A17A2’B) — R‘;X’ml X RL;XWLZ X Rgxm2 .

. ABDLOP.Compp(s_{,ﬁi,s_%)' to commit to a small message 51 € Ry
where Hs_{ H < « and an arbitrarily large message me R, one bampleb
a small randomness s_% <~ x™2 where x is a distrlbutlon over R, with
bounded infinity norm v and computes

H
ta| _|A1| = |A2] = |0
-5 5] 5[]
As such, the ABDLOP scheme not only allows the commitment of large
messages  as in the BDLOP commitment, but also compresses small
messages 57 as in the Ajtai commitment.
« ABDLOP .Open,, ((sl,r_ﬁ 53), [tA t_B>]T,E): check if the following rela-

tions are satisfied

t
ABDLOP .Comy, (51,71, 53) = [t;‘%]
B

HcslH2 < B; and HcszH2 < Bs,

where B; = By(«) and By = By(v) are pre-determined constants.

As shown in [32,113], the ABDLOP commitment is hiding and binding under
the MLWE and MSIS assumptions.

Lemma 2.4.1. If the MIWEq 1, — (wt-u) wu,q,x Problem is hard, then ABDLOP
is computationally hiding. If MSIS,, ma+ma.dny/BTTBE is hard, then ABDLOP
fhadt] ’ 1 2

is computationally binding with respect to the relaxed openings.

Exact lattice-based proofs. [113] develops ezact lattice-based commit-and-prove
protocols based on the ABDLOP commitment scheme, which proves relations
between committed messages as well as their exact norms (or bounds of norms).
This proof is realized as a specific application of a more general protocol that
proves knowledge of constant coefficients of quadratic relations over polynomial
rings for committed messages.
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To illustrate, consider the simple example of proving ||s|| = 8. Let o denote the
automorphism in R that maps a(X) to a(X 1), then ||s||* corresponds to the
constant coefficient of s(X) - o(s(X)). Given z = ¢- s + y where the challenge
c is invariant under o, then a verifier can compute

o(z)-z—¢c*-p* = (o(s) s = 5%) - + g1 - ¢+ go, (2.5)

where g1 = 0(s) -y + s-0o(y) and go = o(y) - y are committed by the prover
prior to receiving e¢. Equation (2.5) is a quadratic equation in the variable ¢,
hence if the prover proves the constant coefficient of the polynomial

U(z)'Z—CQ'ﬁz—gl'C—go

vanishes, then it implies that Hs||2 = 2 mod ¢ holds with high probability.
Finally, to ensure there is no wraparound modulo ¢, i.e. ||s|* = A2, the
approximate range proof technique [84] is integrated. Proving ||s|| < 8 can be
similarly transformed into vanishing constant proofs of quadratic relations, and
we refer to [113, Section 5.2] for more details.

2.4.2 zk-SNARKSs

In the class of zero-knowledge proofs, a particularly interesting concept is zero-
knowledge succinct non-interactive arguments of knowledge (zk-SNARK), which
is:

e succinct: the proof size is polynomial in the security parameter, and the
verifier’s computation time is polynomial in the security parameter and
the instance size,

e non-interactive: the proof consists of a single message sent from the
prover to the verifier, without rounds of interactions,

o argument of knowledge: a computationally bounded prover cannot
generate a valid proof without knowing the witness w,

o zero-knowledge: the verifier does not learn anything about the statement
beyond its validity.

In zk-SNARKS, a popular representation for arithmetic circuits is a rank-1
constraint system (R1CS). An R1CS instance is specified by three m x n
matrices A, B, C with entries from a field F and is satisfiable if and only if
there exists a vector 7 = [1,x, w] € F" such that

(A-Z)o(B-Z)=C-7,

where o stands for the component-wise multiplication. At a high level, [21,49)
proves the satisfiability of an R1CS instance via two sub-checks:
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e Lincheck: given vectors 77A, 7, B, ?, C, ?, check whether

A-Z?=2 B-7=0,andC-7 =7.

— —
¢ Rowcheck: given vectors d, b, @ eF™, check whether @o b = 7¢.

The design of interactive oracle proof (IOP) for Linchecks and Rowchecks only
admits trivial protocols where all the entries are queried. To achieve sublinear
_ = .
query complexity, the vectors d’, b ,7, 7 need to be encoded via some error-
correcting code. The works [21,49] use the Reed-Solomon (RS) codes [134],
and these checks are eventually translated into rational constraints [49] on
RS—encodirﬁs. As an example, define polynomials f,, fp, fo that interpolate
vectors @, b ,7 over some evaluation domain H. Let Zy denote a polynomial
that vanishes on H that satisfies Zg(a) = 0 < a € H. Then the rowcheck
@ o b = ¢ holds if and only if Zy divides the polynomial f, - fy — fo, i.. the
rational expression

Q= (fa fo—fc)/Zu

is a polynomial of bounded degree. In [21,49], the low-degree properties are
tested via the fast Reed-Solomon interactive oracle proofs of proximity (FRI) [20]
protocol.

2.5 Verifiable computation

Verifiable computation (VC), introduced by [82,130], allows a client with limited
computational resources to delegate the evaluation of a function f on several
inputs while retaining the ability to verify that the computation of f has been
carried out correctly on each input. We present its formal definition adapted
from [130] as follows.

Definition 2.5.1 (Verifiable computation). A verifiable computation scheme
VC = (KeyGen, Compute, Verify) consists of the following algorithms:

o VC.KeyGen(1*, f): given the security parameter A and the function f to
compute, it returns a public evaluation key EK; and a public verification
key VKy .

» VC.Computegy , (z): given the evaluation key EKy and input z, it returns
y = f(z) and a proof m, of y’s correctness.

. VC.VerinyKf (x,y,my): given the verification key VK¢, x, y and the proof
Ty, it returns acc if y = f(z), and rej otherwise.
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Correctness. A verifiable computation scheme VC is correct for functions in
F if for any f € F, and € Domain(f), the following probability

: - (EKf,VKy) < VC.KeyGen(1*, f)
Pr | VC.\Verifyyy, (z,y,m,) = acc (y, ™) + VC.Computegy (z)

is no lower than 1 — negl(\).

Security. A verifiable computation scheme VC is secure for a function f, if
for any adversary A that runs in probabilistic polynomial time, the following
probability

Pr VC Verifyyk, (2,9, 5) = acc | (EKf,VKy) + VC.KeyGen(1*, f)
(

NG # f(@ (#,9,79) < A(EKf, VKy)
is negl()\).

Outsourceability. A verifiable computation scheme VC is outsourceable for
a function f, if (1) VC.KeyGen(1*, f) is a one-time operation whose cost is
amortised over many computations, and (2) for any z,y, m, the time required
to compute VC.Verifyyy  (z,y,my) is o(T'), where T is the time required to
compute f(x).

As a further extension, a delegated function f may take inputs from both parties:
the client’s input  and the server’s input w. A VC scheme is zero-knowledge if
the client learns nothing about w beyond the computation output y = f(z, w).
zk-SNARKSs provide a concrete instantiation of such zero-knowledge VC.



Chapter 3

Fully homomorphic encryption

3.1 Overview of FHE

As introduced in Chapter 1, FHE is an encryption scheme that allows
computations over encrypted data. More formally, we define a secret-key HE
scheme with plaintext space P and ciphertext space C as follows [35,47,83,92].

Definition 3.1.1 (Homomorphic Encryption). An HE scheme £ = (KeyGen, Enc,
Dec, Eval) includes the following polynomial-time algorithms:

o £.KeyGen(1): given the security parameter ), it returns a secret key sk
and a public evaluation key evk.

o E.Enca({m}ic): given the secret key sk and plaintexts {m;}ic}) € P7,
it returns ciphertexts {cti}ie[r] € C", which can also be denoted as
{ct[mil}iep-

o &.Decq({cti}icp]): given the secret key sk and ciphertexts {ct;};e[ € C7,
it returns plaintexts {m;};c) € P".

o &.Bvalew(f, {cti}tic[q): given the public evaluation key evk, a function
f:P*—= P’ and a set of ciphertexts {ctitielg € C*, it returns ciphertexts

{Ct;}ié['r] ecC.
Correctness. An HE scheme & is correct for functions in F if for any

(sk,evk) < &.KeyGen(1%), function f € F, plaintexts {mi}ic and their
encryptions {ct;} < £.Encg({m;}), the relation

& .Decgy (5 Evalevk(f, cty,..., Ctg)) = f(ml, ce 7T?’Lg),

holds with probability no lower than 1 — negl(X).

30
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CPA security. An HE scheme £ is IND-CPA secure if for any probabilistic
polynomial-time adversary A, it holds that

Pr [AE'E”CSk(')(l’\,evk) = 1} —Pr [AS'E”C*(O)(lA,evk) = 1” < negl()),

where the probability is over (sk,evk) «+ £.KeyGen(1%), the coins of £.Enc and
the coins of the adversary A.

3.2 RLWE ciphertexts, encodings and operations

Given a cyclotomic ring Rum,q = Z[X]/ (®Pn(X),q) with polynomial degree
n = ¢(m) and an error distribution x over Rum,q, an RLWE encryption of
m € R 4 under the secret key s € R is defined as

RLWEYY(m) = (b,a) = (—a-s+m+emodq, a) € Rﬁhq,
where a ngﬂ and e < x. The message m € Ry 4 is masked additively using

the pair (—a - s + e mod ¢, —a), which is indistinguishable from uniform under
the hardness assumption of the RLWE, 1,4, problem.

3.2.1 RLWE encodings and message packings

BGV and BFV encoding. For a given plaintext modulus ¢ < ¢, let Ry + =
Z[X]/ (P (X),t) denote the plaintext space and A = ¢/t denote a scaling factor.
The BGV [34] and BFV [33,68] homomorphic encryption schemes provide two
approaches to encrypt a message M € R ¢

BGVYY(m) = (b,a) =(—a-s+Mm+t-emodgq, a) € ern,q
BFVYY(m) = (b,a) =(—a-s+ |A-m]| +emodgq, a) € Rﬁw.

In other words, in the encoded messages (b + a - s mod q), the plaintext 7
resides in the least significant bits in BGV and the most significant bits (i.e.
scaled by A) in BFV. Therefore, given an RLWE ciphertext ct = (cg, ¢1), its
BGYV decryption is [[co + ¢; - s],), and its BFV decryption is Lﬁ[co +c1 8]y

As a remark, when ged(t, q) = 1, we can transform between BGV and BFV
ciphertexts as in [5, Appendix A]. Given BGV(77), multiplication by (¢~ mod q)
maps it to BFV(—m2/q). Conversely, given BFV(7), multiplication by ¢ maps
it to BGV(—¢q - m).
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Message packing in BGV and BFV. When the plaintext modulus ¢ = p
is a prime and ged(p, m) = 1, the polynomial ®,, (X) splits modulo p into ¢
irreducible factors of same degree d

P (X)=F (X)) Fr (X)),

where d is the order of p modulo m, and ¢ = n/d. Hence, CRT (Theorem 2.2.1)
leads to the following isomorphism

u(X) = [T (1(X) mod Fi(X)),

i=1

where each component Z[X]/(p, F; (X)) is a finite field Fa referred to as a slot.
Using the inverse CRT, £ values in Fa can be packed into a single plaintext in
Rum,p- As such, arithmetic operations on plaintexts naturally apply to all slots,
enabling SIMD (single-instruction multiple-data) operations.

In real-world FHE applications, messages are normally small integers rather than
elements of an extension field Fj« with d > 1. To maximise the packing capacity
for such messages, the plaintext modulus ¢ is commonly chosen as a prime p
satisfying p = 1 mod m to provide n SIMD slots, all with extension degree d = 1.
For example, in our private decision tree evaluation (Chapter 8) and encrypted
database querying (Chapter 9), we choose parameters (m =215 ¢t = 65537) and
(m = 99928, ¢t = 99929), respectively.

GBFV encoding. In the GBFV [81] homomorphic encryption scheme, the
plaintext modulus ¢ < ¢ is generalised into a polynomial ¢ = ¢(X) where
[t(X)]|**" < g. The use of a polynomial modulus was first proposed in [34] and
implemented in a special case in [46].

The resulting plaintext space is Rm ¢ = Z[X]/ (P (X),t), and for m € Ry,
its canonical representative in Ry, is computed using the following Flatten,
function: m
Flattens : Rug — R : ™+ £ - [7} ,
1

where [-]; denotes the coefficient-wise centered reduction of polynomials with
non-integral coefficients, as introduced in Section 2.1. Let A = ¢/t(X) € K,y
denote the scaling factor, the GBFV encryption of M € Ry, ¢ is

GBFVY}(m) = (b,a) = (—a-s+ |A-m| +emod q, a) € RZ

m,q’
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where a & Ru,q and e < x. As such, given an RLWE ciphertext ct = (¢co, ¢1),
its GBFV decryption | 4[co + ¢1 - s],] recovers the canonical representative of
the encoded plaintext.

Message packing in GBFV. For a generalized t = t(X), the corresponding
modulus is p = Con (P, (X),t(X)) (see Definition 2.2.7). Since p €
(P (X),8(X)), there exists 5(X) € Z[X] such that p = #(X) - S(X) mod
D (X), which implies

PRm =tRum - BRum. (3.1)
When the modulus p is a prime and ged(p, m) = 1, the ideal pRy, splits into a
product of ¢ prime ideals, analogous to the BFV and BGV settings:

4
PRm :H(vai (X))a (3.2)

i=1

where each F; is an irreducible polynomial modulo p of degree d (the order of p
modulo m), and £ = n/d. Combining Equations (3.1) and (3.2), the ideal tRy,
can be factorized as

tRm = H (p. Fi (X)) = (t'(X),p), (3-3)

where I C [/] is an index set of cardinality ¢', and ¢'(X) = [];c; Fi(X) is the
greatest common divisor of ®,(X) and ¢(X) modulo p, i.e. ged(Z,[X]! Py,
Zp| X! t). The polynomial ¢(X) can also be derived from the Sylvester matrix,
as explained in Section 2.2.3.

To summarise, the ideal I = (®,(X),t(X)) in Z[X] satisfies
I'=(2m(X), t(X)) = (Pm(X), ¢(X),p) = (¢'(X),p) C Z[X],

hence CRT (Theorem 2.2.1) leads to the following isomorphism

R /tRm = Z[X]/ (t'(X),p) = HZ[XV(p, Fi (X))

w(X) = [ (u(X) mod F;(X)),
iel
providing ¢/ SIMD slots in one plaintext element, and each slot is isomorphic to
Fa.
P

A particular simple case is when t/(X) = ¢(X) mod p, i.e. t¢(X) divides @, (X)
over Z,[X], as presented in the following lemma [81].
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Lemma 3.2.1. Let r = rad(m) denote the radical of m and consider 0 <
k < n = p(m) such that k | (m/r). Let t(X) = X¥ — b for an integer b and
p =&, (b‘“/(”“)). If p is a prime number and does not divide m, then the
plaintext space Ry ¢(x) provides £’ = k/d SIMD slots where d is the order of p
modulo m, each isomorphic to IF,a.

The following example presents GBFV parameters whose resulting modulus p
is the Goldilocks prime ®(23?) = 264 — 232 4 1, a popular parameter for the
base-field size in zero-knowledge proofs [132,141,149] as well as in our blind
zkSNARK works (Chapter 9).

Example 3.2.1 (Goldilock prime and its extensions [81]). We present the
following parameter sets to obtain SIMD slots over F), and Fp2 for p = 204
232 41,

Base field encoding. Consider the following family of parameters indexed by
0<i<5, 6<j<16:

{m=3.2, #(X)=X"—buwith k=2 andb=2"}.  (3)

Since p = Ppqq(m) (bm/(md(m)'k)) and p mod m =1, Lemma 3.2.1 proves that the
parameter indexed by (i,7) in (3.4) provides 20496 SIMD slots, each isomorphic
to IFp.

Quadratic extensions. Consider the following family of parameters indezed by
0<:1<5, 6<j< 14

{m:7~3~2j, HX) = X* — b with k=7 .21+—0 andb:22"’}. (3.5)

Following Section 2.2.2, the following isomorphism

Z[X1, Xo] /[ (®3.05 (X1), B7(X2)) = Z[X]/ (P7.3.2: (X))

. .3.97
§ aXP X~ § ap X732
l l

maps X, to X7. Therefore,

2]/ (B0 (), X727 2%

~ 7[X1, Xs)/ (@3.2_7 (X,), X2H7° 221',@7()(2))
~ 2i+i—6 2¢
= Z[X17X2]/ (pa Xl -2 7¢)7(X2)>

9it+i—6

zixi)/ (p X377 = 22) @ Z[X0)/ (p, ©7(X2)

Il
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i+j—6

Since the ring Z[X1]/ (p, X? - 221) provides 2°79=% SIMD slots that are
isomorphic to F,, (as in the base field encoding) and the ring Z[X2]/ (p, P7(X2))
provides 3 SIMD slots that are isomorphic to Fy2 (as ®7(X2) has degree 6 and
the order of p modulo 7 is 2), their tensor product provides 3 - 2173=6 SIMD
slots, each isomorphic to F 2.

3.2.2 Homomorphic operations on RLWE ciphertexts

Let 7 = [g0,91,---,90-1]T € Z' denote a gadget vector in a single-radix
system [34] or a mixed-radix system [94]. The gadget decomposition map
g Z, — Z° satisfies (¢ '(a), ) = amodq for any a € Z,, which
naturally extends coefficient-wise to g =1 : Ru.q — Rb.

Below we outline the homomorphic operations on RLWE ciphertexts as
instantiated in the BFV/GBFV schemes, including addition (Add), multipli-
cation (Mult), automorphism (Aut), key switching (KeySwitch) and modulus
switching (ModSwitch).

* Add(ct,ct’): given two RLWE ciphertexts ct = (co,c1) € R% , and

ct’ = (¢p, ¢}) € R, ,» return

(co+che1+¢h) R,

+ Add(ct,m): given ciphertext ct € RZ, , and a message m € Ry ¢, compute
a noiseless BFV/GBFV encryption
ct’ = (|A-m],0) € R?

m,q’

and return Add(ct, ct’).
+ KeySwitch(ct, ksks ¢ ): given an RLWE ciphertext ct = (co,¢1) € Ry, ,
under the secret key s and a key-switching key kskg_, s = (F&, i ) € Rﬁf;

that consists of £ RLWE encryptions of s - g; under s’, return

(0070) + (<?71(cl)7770>>5 <771(Cl)7771>>) .

o Mult(ct,ct’, kskgz_,5): given two RLWE ciphertexts ct = (cg,c;1) € R2

m,g>
ct’ = (¢p,c)) € R?nyq, and a key-switching key kskgz_, 4 € Rf;fg, compute

ct” = (I_(CO . Cb)/A], I_(CO ' cll +tcr- CE))/A“) € Rl%n,q
Ctimp = (0, [(e1 - €})/AT) € R 4,

and return Add (ct”, KeySwitch(ctym,p, evk)).
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 Mult(ct,m): given an RLWE ciphertext ct = (co,¢1) € Ry, and a
message m € Ry ¢, return

(- co, M- c1) € RY

where 7 = Flatten(m) is used to control the noise growth.
o Aut(ct, 7, kskr(s)s): given an RLWE ciphertext ct = (co,¢1) € an)q,
automorphism 7 € G where

G={m€GalKn/Q) | 7i(t) €tRn},

an

and a key-switching key ksk,(s)—4 € Rﬁ.ﬁ, compute

Ctimp = ((7(8)/1) - 7(e0), (1(1)/t) - 7(c1)) € Ry 4,

and return KeySwitch(ctyyyp, kskr(s)—s). In particular, in BFV, t =t is
an integer, hence 7;(t) =t for any 7; € Gal(Kyn/Q). In such cases, each 7;
induces a valid automorphism on Ry ¢, i.e. § = Gal(Ky, /Q).
Furthermore, for GBFV with a binomial modulus (as described in
Lemma 3.2.1), an explicit expression of

G={r € Gal(Kn/Q) | i =1 mod m/k}

is given and proven in [81].
o ModSwitch(ct, ¢'): given an RLWE ciphertext ct = (cg, 1) € R2

m,q» Teturn

q' q' 2
(chow, chﬂ) e,

3.2.3 Basic procedures on RLWE ciphertexts

Ring switching. Ring switching [85] is a technique that converts RLWE
ciphertexts from the ring Ry, to the ring Ry 4, where the corresponding
number field K,/ is a subfield of ICy,. This conversion relies on the fact that for
any Ku/-linear function L : Ky — K, there exists an element r € K, such
that L(a) = Trc, k., (7 - a),Va € Ky. We define ring switching as follows.

 RingSwitch,,_,...: given a ciphertext RLWE}?(m), return RLWE‘;;’q(m’)
where m’ contains a subset of the messages encoded in m.

Ring switching for slot-wise encoded RLWE ciphertexts was introduced in [85]
and further applied in [81] and in Chapter 10. On the other hand, [13, 36]
leveraged ring switching in the context of coefficient-wise encoding, particularly
for rings with power-of-two cyclotomic orders m. In practice, ring switching is an
effective method for reducing the server-to-client communication in FHE-based
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applications. While the server may perform homomorphic computations over a
large ring Rum,q, the client is often interested in only a subset of the encoded
messages in the resulting ciphertext. In such cases, ring switching allows the
server to map the ciphertext to a smaller ring Ry 4, effectively compressing it
before transmission.

GBFV-to-BFV conversion and packing. Consider GBFV and BFV ciphertexts
defined over the same lattice dimension n and ciphertext modulus ¢, but
with different plaintext moduli: ¢(X) for GBFV and p = Con (®, (X),t(X))
for BFV. Geelen and Vercauteren [81] introduced efficient techniques for
almost noise-free conversions between these two schemes, as well as packing
and unpacking methods based on automorphisms in the quotient group
Gal(Kw/Q)/G. Following the notation in Section 3.2.1, let £ and ¢ | £ denote
the number of SIMD slots in BFV and GBFV, respectively.

In GBFV-to-BFV conversion, a GBFV ciphertext is converted to a BFV
ciphertext, where the £ slots contain £’ messages from the GBFV slots and ¢ — ¢’
irrelevant messages. In GBFV-to-BFV packing, ¢/¢' GBFV ciphertexts are
packed in a single BF'V ciphertext, where the ¢ slots contain all the messages
from the GBFV slots. The reverse procedures are BFV-to-GBFV conversion,
where only ¢ out of ¢ slots are extracted to a GBFV ciphertext, and BFV-to-
GBFV unpacking, which maps 1 BFV ciphertext to £/¢/ GBFV ciphertexts,
each recovering ¢’ slots out of /.

These packing and unpacking techniques are particularly useful in reducing com-
munication overhead in GBFV-based applications including blind zkSNARKSs
in Chapter 10. For instance, when a client needs to upload a large amount of
input data, it can transmit BFV ciphertexts. The server then unpacks them
into GBFV ciphertexts for evaluation. Similarly, the server can pack multiple
GBFYV ciphertexts into a single BFV ciphertext before sending results back to
the client, minimizing the communication cost.

Bootstrapping. As discussed in Sections 2.3.3 and 3.2.1, RLWE ciphertexts
inherently contain a noise component, which is crucial for ensuring security.
This noise grows with homomorphic operations, and once it exceeds a certain
threshold, correct decryption is not guaranteed. Bootstrapping [83] is therefore
introduced to reduce the noise by homomorphically decrypting ciphertexts.

We focus below on the bootstrapping procedure for BFV, as BGV bootstrapping
is nearly identical [80]. For GBFV, bootstrapping consists of the same building
blocks as BFV bootstrapping [81], and additionally incorporates GBFV-to-BFV
conversion for single-ciphertext bootstrapping and GBFV-to-BFV packing for
batch bootstrapping. Given a BFV ciphertext ct = (¢g,c1) with plaintext
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modulus p” and ciphertext modulus p®, its decryption amounts to computing
w < [co + c1 - 8pe, (3.6)

m e [lw/p"] (3.7)

Therefore, general bootstrapping [93] consists of the following steps:

e inner product, which homomorphically evaluates Equation (3.6),

e linear transformation, which moves the noisy coeflicients of the encrypted
plaintext into SIMD slots,

o digit extraction, which performs the slot-wise rounding procedure that
corresponds to Equation (3.7),

e inverse linear transformation, which moves the noise-free slots of the
encrypted plaintexts back into the coefficients.

For ciphertexts with sparsely packed slots, thin bootstrapping [45] provides a
performance-optimized variant that uses similar steps arranged in a different
order. Our work in Chapter 6 presents an optimized digit extraction procedure
based on the theory of polynomial functions, yielding performance improvements
of up to 2.6x for general bootstrapping and up to 2.0x for thin bootstrapping.

3.3 LWE ciphertexts, encodings and operations

Given an LWE dimension n, integer modulus ¢ and an error distribution y over
Z, an LWE encryption of m € Z, under the secret key S € Z" is defined as

LWE%?(m) = (b,a) = (—a- § +m+emod ¢, a) € Z,

where a & Zq and e < x. Intuitively, the message m € Z, is masked additively
using (—a - Y 4 e mod q,a), which is indistinguishable from uniform under the
hardness assumption of the LWE,, 1 4., problem.

Message encoding. For a given plaintext modulus t < ¢, let A = |q/t]
denote a scaling factor. Encrypting a plaintext m € Z; amounts to computing
LWE?(m), where m = A -2 mod ¢ is the encoded message. In other words,
the resulting LWE ciphertext is

LWEZL?(m, A) = (b,a) = (—a- T +A-m+emodyq, a) e ZZH

where a & Zq and e < x. Conversely, an LWE ciphertext (b, a) is decrypted as
Lé [b+a-F],] to recover the encoded message.
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3.3.1 Homomorphic operations on LWE ciphertexts

While bootstrapping is an expensive procedure in RLWE-based FHE schemes,
it serves as a basic building block for LWE-based FHE schemes, TFHE [51] and
FHEW [63]. Such LWE bootstrapping procedures not only refresh noise but
also allow the evaluation of an arbitrary function, known as accumulator-based
bootstrapping [6,73,121]. Below we outline the homomorphic operations used
in this thesis, including modulus switching (ModSwitch), LWE-to-RLWE and
RLWE-to-LWE key switching (KeySwitch), blind rotation (BlindRotate), sample
extraction (SampleExtract), and bootstrapping (Bootstrap).

o ModSwitch(ct, ¢'): given an LWE ciphertext ct = [b, ag, ..., an—1] € ZZH,

return ,

q . 4 q nt1
<qu‘|, LECLO-‘,...7 ann_1-|> EZ(]’ .

o nLWEtoRLWE({ct;}, kskz 4 ): given n LWE ciphertexts {ct; = (b;,aj)}je[mn—1],
and a key-switching key ksk _, 5+ = {ksk; };c[n—1], where each ksk; consists
of £ RLWE encryptions {RLWE®?(5[i] - gr) }kee—1),, Vertically stack the

i-th entry as
b= Z bj'Xj a; = Z aj[i]~Xj,
j€[0,n] j€[0,n]

then compute
et = (G (@), kskil0]). (" (a:). kski(1])) . Vi € [n — 1]o.

and return

b+ > @0, > Pn) | ery,

i€[0,n—1] i€[0,n—1]

This method described above follows from [51], and an alternative
construction using automorphisms is given in [44].

+ LWEtolWE(ct, kskz_,/): given an LWE ciphertext ct = (b,a) € Z}*!
under the secret key 5 and a key-switching key ksk— =, = {kski}icin—1,
where each ksk; consists of £ LWE encryptions {LWE"_Q;;Q(?[i] . gk)}k _—

: ele—1]o

then compute

ct® = ((F 7 (i), kski[0]), ..., (7 (a:), kski[n'])), Vi € [n —1]o,

and return

b+ Z ct®[o], ..., Z ct®[n/] EZ;’/H.

i€[n—1]o i€[n—1]o
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o SampleExtract(ct, k): given an RLWE ciphertext RLWE}? = (b, @) where
n is a power of two and an index k € [n — 1]p, compute
bl ik —i
afi = ok~ ifk=i<0 . Vien—1o,
—alk—i+n] ifk—i>0

and return (b[k],a) € Zit

» BlindRotate(ct, bsk, acc): given an LWE ciphertext ct = LWER(m) =
(b, a) where ¢ is typically a power of two n or 2n, a bootstrapping key bsk
that encrypts the secret key s, and an accumulator acc = RLIWE™® (T'(X))
(either a noiseless RLWE encryption or an output of nLWEtoRLWE as in
our k-NN work (Chapter 7)), the blind rotation performed in the AP [6]
or the GINX [73] style returns

RLWEn,Q (T(X) . ti(ct) mod 2n) ,
where p(ct) :=b—a- 5.

» Bootstrap(ct, bsk, T(X)): given an LWE ciphertext ct = (b,a) € ZJ" of
modulus ¢, bootstrapping key bsk that encrypts the secret key ?, and a
test polynomial T'(X) € Ru,q where m is a power of two, compute

ct’ = ModSwitch(ct, 2n) € Z5H

2n

acc = (T(X),0) € R2

m,q’

ct” = BlindRotate(ct’, bsk, acc) € R?

m,q’

and return SampleExtract(ct”,0) € Z}*!. Note that the output LWE
ciphertext can be key-switched back to the original LWE dimension n
using LWEtoLWE, or used to build the accumulator via nLWEtoRLWE for
a subsequent functional bootstrapping.

3.3.2 Basic procedures on LWE ciphertexts

Augmented Comparators. In machine learning applications, messages are
often associated with class labels. In an augmented comparator, given
ciphertexts ¢ = LWE(mg) and ¢ = LWE(m;), along with their labels
co’ = LWE(my) and ¢;’ = LWE(m/), it returns LWE encryptions of:

o min(mg, my) and its corresponding label m} with i = arg min(mg, m1),

o max(mg, my) and its corresponding label m} with i = arg max(mg, m1).
The procedure begins by homomorphically computing the difference LWE— (m),
where m = mg — my. This ciphertext encrypts a positive number if m; < my.
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Next, we construct two accumulators via the nLWEtoRLWE procedure

n/2—1 n—1

acc!™ = RIWE( Y my - X' = > myg- X7,
i=0 i=n/2
n/2—1 n—1

acc) =RIWE( > mf - X' = 3 mf- X").
i=0 i=n/2

Assuming m € (—t/4,t/4), the maximum message ct,, and its label ct, can be
homomorphically obtained via

ct = ModSwitch(LWE (m), 2n) € Zo:,

ct®) = BlindRotate(ct, bsk, acc®) € R2 | k=m,?,

m,q’

cty, = SampleExtract(ct*), 0) e Zy kb =m, L.

The minimum element can be computed as min(mg,m1) = mo + my —
max(mg,mq) and similarly for its label.

3.4 Discussion

As noted in Section 1, this thesis does not cover CKKS and FINAL schemes. We
summarise the characteristics of ideal applications for TFHE/FHEW, BGV/BFV
and GBFV in terms of plaintext precision, desired SIMD capacity and desired
functions in Table 3.1.

Properties TFHE/FHEW | BGV/BFV GBFV
Plaintext Low Moderate High
precision
Desired SIMD ca- | No High Moderate
pacity
Desired Functions | Arbitrary Arithmetic computations with low
multiplicative depth
Applied in Part II | k&-NN (Ch.7) | Batched PDTE (Ch.8), | Blind
SQUID (Ch.9) Fractal (Ch.10)

Table 3.1: Characteristics of ideal applications for different FHE schemes.

TFHE/FHEW supports the evaluation of arbitrary functions via programmable
bootstrapping [50]. However, in practice, the plaintext precision is limited
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to a small precision of 4 or 5 bits. To handle messages of high precision,
programmable bootstrapping can be applied recursively [97,107], but this
introduces a substantial performance overhead.

In contrast, RLWE-based FHE schemes rely on building blocks such as Add and
Mult, which increase noise in ciphertexts. Since RLWE-based bootstrapping is
an expensive procedure, it is common to use BGV/BFV/GBFV in a levelled
manner, i.e. HE parameters are chosen to provide a large enough noise budget
so that the entire computation can be completed without bootstrapping. Larger
HE parameters incur higher costs in terms of computation, communication, and
storage. To improve overall efficiency, it is desirable to control the noise growth
and therefore to use smaller HE parameters.

More precisely, the noise consumption in a homomorphic computation is
mainly determined by two factors: the multiplicative depth (i.e. the number
of consecutive multiplications), and the noise consumption in a single Mult.
Because of the former, it is important to optimise the circuit depth for RLWE-
based FHE schemes. The latter is proportional to the plaintext modulus p
in BGV/BFV and [|¢(X)]|°®™ in GBFV, so the practical plaintext precision
log,(p) is approximately up to 16 bits in BGV/BFV. On the other hand,
GBFV can support large precisions (e.g. 64 bits) with a low multiplicative noise
consumption, at the cost of fewer SIMD slots.



Chapter 4

Verifiable computation over
encrypted data

When a client outsources the computation of a function f to an untrusted
cloud server, three key concerns arise. The first is efficiency: on the client side,
the client should perform fewer operations than executing f locally; and on
the server side, the computation should not incur an impractical computation
overhead. The second is privacy: the client wants to ensure that the server does
not learn its inputs, outputs, or any intermediate values during the computation.
FHE, as discussed in earlier sections, addresses these two concerns by providing
efficient computation over encrypted data. The third concern is integrity: the
client wants to ensure that the result returned by the server is correct. This
challenge is addressed through VC, as introduced in Section 2.5.

Verifiable computation over encrypted data (vCOED) addresses both privacy
and integrity. Below, we formally define vCOED. Later in Section 4.1 and
Section 4.2, we introduce two vCOED instantiations by combining FHE and
VC: vFHE and blind proofs. We then discuss their efficiency, along with other
relevant aspects, in Section 4.3.

Definition 4.0.1 (Verifiable computation over encrypted data). A scheme for
verifiable computation over encrypted data VE = (KeyGen, Enc, Compute, Verify)
consists of the following algorithms:

o VE.KeyGen(1?, f): given the security parameter A and the function f, it
returns two pairs of keys: (sk, evk) for secure computation and (EK, VKy)
for verification.

o VE.Ency(x): given a secret key sk and the input z, it returns a public
encryption ct|z].

43
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. VE.Compute(evhﬁf)(ct[x]): given public keys (evk, EK;) and a public
encryption ctfz], it returns a ciphertext ct[y] and a proof = that y = f(x).

. VS.\Eify(sk’Wf)(ct [x], ct]y], 7): given the secret key sk, the verification
key VK¢, ciphertexts ct[z], ct[y], and a proof 7, it returns acc and y = f(x)
or rej.

Correctness. A scheme for verifiable computation over encrypted data V€ is
correct for functions in F if for any f € F, and z € Domain(f), the following
probability

(sk, evk, EKf, VK ) < VE.KeyGen(1?, f)

Pr V&.Verify(skwa)(ct[a:}, ctly], m) = (ace, f(z)) ctz] < VE.Encg(z)

(ctly], m) = VE.Compute ctlz])

(evk,ﬁf)(

is no lower than 1 — negl(\).

Security. A scheme for verifiable computation over encrypted data V& is secure
for a function f, if for any adversary A that runs in probabilistic polynomial
time, the following probability

(sk, evk, EK ¢, VK ) + VE.KeyGen(1?, f)

py | Y&V, (etle) exlil, 7) = (ace,9) © Alevk, ER;, VK ;)
NG # fx) ctlz] (_VS'E'E((IL
ct[g], & + A(evk, EKf, VKy)
is negl(\).

Privacy. A scheme for verifiable computation over encrypted data VE preserves
privacy if it offers IND-CPA security, i.e. for any f and any probabilistic
polynomial-time adversary A, it holds that

Pr [AVEEeC) (13, evk ER f, VK ) = 1]
—Pr {AVE'E"CSK(O)(l’\,evkﬁf,wf) = 1” < negl(\),

where the probability is over (sk,evk, EK;,VK;) + VE.KeyGen(1*, f), the coins
of VE.Enc and the coins of the adversary A.

Outsourceability. A scheme for verifiable computation over encrypted data
V€ is outsourceable for a function f, if (1) VE€.KeyGen(1?, f) is a one-time
operation whose cost is amortised over many computations, and (2) for any
ct[z], ctly], m, the time required to compute VS.Verify(Sk’Wf)(ct[a:], ctly],m) is
o(T'), where T is the time required to compute f(z).
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It is possible to make vCOED schemes publicly verifiable. In this setting, the
verifier does not hold sk and needs assistance from a secret key holder, who
decrypts ciphertexts and generates proofs of decryptions.

Furthermore, vCOED schemes can be extended to achieve prover privacy [9,
30,71,75,150]. This extension considers functions of the form f(z,w), where
an additional input w is held by the server and remains secret to the verifier.
The verifier will accept (ct[z], ct[y], ) if and only if there exists a w such that
y = f(z,w). This is particularly useful when the server provides PPML as a
service and wants to keep the secret machine learning model hidden from the
client.

To construct vCOED schemes, vFHE applies proof systems to FHE schemes,
necessitating a VC scheme that verifies the homomorphic evaluation of a
function f. In contrast, blind proofs apply FHE schemes to proof systems,
necessitating an FHE scheme capable of evaluating the verifiable computation
homomorphically. When zkSNARKSs are used as a concrete instantiation of VC,
the resulting blind proofs are referred to as blind zkSNARKSs.

4.1 Verifiable fully homomorphic encryption

In vFHE, the correctness of homomorphic evaluations on ciphertexts is verified
using a VC scheme. The term vFHE was introduced in [98], while its construction
originates from earlier works [30,70,71,75]. Since then, the idea has been further
developed through a series of follow-up studies [10, 39, 105, 152]. Below, we
adapt the description in [70] and formally define vVFHE as a vCOED scheme.

Definition 4.1.1 (Verifiable Fully Homomorphic Encryption). A vFHE scheme
VE® is a vCOED scheme built upon an FHE scheme £ and a VC scheme VC.
It consists of the following algorithms:

o VE' KeyGen(1*, f): Run (sk, evk) < €.KeyGen(1*) and (EKpom f, VKhomt) <
VC.KeyGen (1’\,8. Evalew (f, )), where (EKpom s VKnom ) are keys output
by the VC scheme VC that verifies the homomomorphic evaluation of f.
Then return (sk, evk) and (EKpnomys, VKnomy)-
o VEY.Ence(z): Return ct[z] « £.Ence(x).
o VE'.Compute ey ek, ) (ct[z]): Return (ctly], meepy)) < VC.Computegy, . (ct[z]).
o VEVerify g vk,om ) (CE[Z]: €[yl merpy)): Run b« VC. Verifyyy, - (ct[z],
ct[y], Teefy)). If b = acc, then return acc and €.Decg(ct[y]); otherwise,
return rej.



46 VERIFIABLE COMPUTATION OVER ENCRYPTED DATA

4.2 Blind proofs

In blind proofs, verifiable computation is evaluated homomorphically, then
the proof can be verified in plaintext after decryption. This idea was first
proposed in [76], and the practicality of the blind FRI protocol is demonstrated
in [9]. Our work (Chapter 10) further demonstrated the practicality of the blind
zkSNARK, instantiated with the GBFV scheme and the Fractal zero-knowledge
proof protocol. Below, we give a formal definition of blind proofs as a vVCOED
scheme.

Definition 4.2.1 (Blind proofs). A blind proof VE® is a vCOED scheme built
upon an FHE scheme £ and a VC scheme VC. It consists of the following
algorithms:

o VE KeyGen(1*, f): Run (sk,evk) < £.KeyGen(1*) and (EK;,VK;) «
VC.KeyGen (1>‘, f), where (EKy, VKy) are keys output by the VC scheme
VC that verifies the function f. Return (sk,evk) and (EKf, VKy).

o VE® Ency(z): Return ctlz] + &£.Ency(x).

. VSb.Compute(evk’EKf)(ct[m]): Return (ct[y], ct[my]) - €. Evale(VC.Computegy, ,
ct[z]).

. Vé’b.Verify(skNKf)(ct[as], ctly], ct[my]): Run (z,y,m,) < &.Decy(ct|z],
ctly], ctmy]), and b < VC.Verifyyy (z,y,m,). If b = acc, then return
acc and y; otherwise, return rej.

Our instantiation of blind zkSNARKs in Chapter 10 includes a slight
modification to the definition above. Realizing VC.Computegy , with Fractal
involves multiple hash function computations, hence the homomorphic
evaluation €. Evalex(VC.Computegy, ctlz]) is extremely expensive (if not
impractical). Therefore, we evaluate VC.ComputeEKf only up to the BCS

compilation [22]. As such, the output of Vé'b.Compute(evk’EKf)(ct[:c]) should
also contain ciphertexts ct[g] that encrypt responses to the simulated queries,
which will be required later for the verification VC.Verifyyy .

4.3 Discussion

In previous sections, we introduced two instantiations of vCOED, vFHE and
blind proofs, both designed to ensure privacy and integrity. We summarise all
primitives that support outsourced computation in Table 4.1.

Regarding privacy, the verification of blind proofs includes an FHE decryption
step prior to VC verification, and is therefore vulnerable to reaction attacks [42,
151]. Specifically, when the verifier signals to the prover whether verification
passes, one bit of information about the plaintext/secret key may be leaked [9)].
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System Privacy | Integrity | Efficiency
FHE - +
vC — + +
vFHE + —
Blind proofs +

Table 4.1: Comparison of computation outsourcing primitives. Privacy: — -
no input/output privacys; - secure against honest-but-curious servers, but
vulnerable to limited leakage via reaction attacks; + - secure against such
reaction attacks. Integrity: — - no integrity; -+- with moderate integrity; + -
with integrity. Efficiency (relative scale): —- inefficient; - moderately efficient;
+- efficient.

In contrast, vFHE remains secure against such attacks, as its verification
process first checks the VC proof and only proceeds with FHE decryption if
that verification succeeds.

Regarding integrity, blind proofs validate relations at the plaintext level, whereas
vFHE schemes validate relations at the ciphertext level. Consequently, if the
correctness of the underlying FHE scheme £ is not guaranteed, e.g when the
noise in the output ciphertext exceeds the threshold for correct decryption,
then an honest execution of VE.Compute would still be accepted in the vEFHE
verification, even though its decryption does not equal f(z). In contrast, a
blind proof scheme would correctly reject such cases, thereby offering stronger
integrity guarantees.

Regarding efficiency, state-of-the-art vFHE constructions [10] can verifiably
outsource computations involving hundreds of plaintext constraints in a runtime
similar to blind zkSNARKSs with 22° constraints. This reveals an efficiency gap
of approximately four orders of magnitude in favor of blind proofs. The reasons
for this gap are twofold: first, building VC on ciphertexts leads to a significant
circuit size blowup; and second, proving non-arithmetic operations such as
modswitching and keyswitching further introduces additional performance
bottlenecks.

As a final remark, achieving public verifiability in both vFHE and blind
proofs requires the assistance of the secret key holder. The secret key holder
decrypts and gives proof of decryption (PoD) for (ct[y],y) in vFHE and for
({ct]z], ctly], ctmyl}, {z,y, my}) in blind proofs. Moreover, as explained in
Section 4.2, our instantiation of blind zkSNARKS also requires ({ct[q]}, {¢}) as
part of the verification inputs. In this case, the secret key holder also needs to
give proofs of decryption for these pairs. Fortunately, the PoD construction from
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lattice-based zero-knowledge proofs in Chapter 10 supports batching, allowing
multiple ciphertext-plaintext pairs to be verified with a single PoD.



Chapter 5

Conclusion and future work

5.1 Conclusion

Since we started this research in 2021, FHE has gained increasing recognition
as a viable tool for privacy-preserving applications. This growing interest is
reflected in substantial progress across both theoretical and practical aspects.

On the theoretical side, there have been notable advances in improving core FHE
components such as bootstrapping [14,77,78,90,100,116,117,127,144,145] and
homomorphic matrix multiplication [12,129]. Researchers have also explored
fundamental trade-offs, such as those between input precision and packing
capacity in the GBFV scheme [81].

On the practical side, efficient FHE-based solutions have been proposed for
various applications including private information retrieval (PIR) [36,59, 95,97,
102,109,120] and PPML [11,53,54,55,118]. Most notably, FHE has recently
been deployed in real-world systems, e.g. Apple has incorporated FHE into its
ecosystem to support privacy-preserving applications [7].

While FHE research has primarily focused on offering privacy, there is growing
interest in addressing integrity, i.e. ensuring the verifiability of outsourced
computations. Several recent works aim to augment FHE with integrity
guarantees [9,10,39,72,75,76,98,105, 150, 152], though typically at a significant
cost to efficiency.

In line with these achievements, our contribution consists of accelerating
bootstrapping, applying FHE to various applications such as private genome
queries and PPML, and demonstrating the feasibility of achieving integrity
through blind zkSNARKs. Together, these efforts aim to bring FHE closer to a

49
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modular solution that simultaneously ensures efficiency, privacy, and integrity.
We discuss the broader impact of our works and draw the following conclusions.

Exploring underlying mathematical structures enables optimisations in FHE.
Our work in Chapter 6 systematises the theory of polynomial functions modulo
p¢, with a particular focus on the existence of null polynomials, i.e. non-zero
polynomials that evaluate to zero in every point. This mathematical theory
has led to substantial improvements in the digit removal procedure, a main
bottleneck in BGV, BFV and GBFV bootstrapping.

e In Chapter 6, we proposed four techniques for leveraging null polynomials
to improve BGV/BFV bootstrapping with a small plaintext modulus p,
including a function composition method that introduces null polynomials
over a subset.

o Later, Ma et al. [116] applied null polynomials over a subset (referred
to as local null polynomials in their work) to accelerate BGV/BFV
bootstrapping with a large plaintext modulus p. Their construction fully
exploits the sparsity of inputs without relying on function composition.

o The large-p bootstrapping trick developed in [116] was later adopted by
Geelen and Vercauteren in [81] to realise bootstrapping for GBFV.

Beyond the relevance to FHE, the study of polynomial functions has also proven
useful in other areas. For instance, the theory has been applied to optimise
algebraic attacks on symmetric primitives defined over composite modulus, as
demonstrated in [89].

For suitable use cases, FHE provides a viable approach to constructing
efficient privacy-preserving systems. Our work in Chapter 7 constructs a
secure non-interactive k-NN classifier from FHE.

e Built on TFHE, we considered inputs with 4-bit precision and significantly
improved upon the best previous approach [153], achieving up to a 47x
speedup. This improvement is primarily due to our optimized oblivious
Top-k algorithm, which reduces the complexity from O(d?) to O(dlog® k).

o Later, Azogagh et al. [11] used blind array access to achieve a Top-k
algorithm with improved complexity O(d + k). Realising blind array
access with TFHE blind rotations, their approach reports a 4x speedup
over ours.

o Interestingly, Apple has also deployed a private nearest neighbour search
using FHE in a real-world setting [7]. Their system corresponds to a special
case of k-NN with & = 1 with 8-bit input precision. Comparing such real-
world deployments with the above research prototypes of parameterized k
and 4-bit precision in terms of costs and accuracy would be valuable.
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Our work in Chapter 8 develops private decision tree evaluation protocols
optimised for batched inputs. Based on BGV/BFV, our construction takes
full advantage of the SIMD capacity to efficiently pack multiple input feature
vectors for evaluation on the same decision tree. This is particularly useful in
use cases such as privacy-preserving credit scoring, where a bank outsources a
decision tree model and evaluates it for multiple applicants without revealing
their profiles. Our work outperforms the best prior work [118] from batch sizes
of around 1,000. With performance gains increasing at larger scales, it reaches
up to a 17x speedup at a batch size of 16,384.

In Chapter 9, the BGV/BFV SIMD capacity is exploited in a different way. We
propose SQUiID, a secure queryable database for storing and analyzing genotype-
phenotype data. Traditional data access models, such as those recommended
by initiatives such as dbGaP and UK Biobank [1], typically involve researchers
downloading encrypted data, decrypting the data locally, and then analysing the
data in plaintext. In contrast, SQUiD enables the server to store the encrypted
database in BGV/BFV SIMD slots, supporting secure data processing such
as cohort creation and data aggregation. The privacy guarantee and practical
usability of SQUID have led to its consideration as a solution for managing
psychiatric patient data at the New York Genome Center.

Blind proofs offer a promising direction to achieve integrity in FHE-based
applications. Before we started the work in Chapter 10, vFHE was the only
known approach to achieve data integrity in FHE-based applications. While
there have been ongoing improvements to vEHE, its performance remains limited
due to inherent challenges such as proving non-arithmetic operations.

In 2024, an alternative approach to ensuring integrity has emerged [9, 72, 76],
which is generalised to blind proofs in this thesis. Our work in Chapter 10
demonstrated the feasibility of blind zkSNARKSs by showing that a computation
represented by 220 R1CS constraints can be proven within 20 minutes, assuming
a 32x speedup through parallelization. This represents an improvement of four
orders of magnitude over the performance of existing vFHE techniques.

Later, faster instantiations of blind zkSNARKSs were proposed in subsequent
work [150], where the use of the Spartan Polynomial IOP and the Brake-
down/Ligero polynomial commitment scheme brings an additional 8x speedup.
While these results highlight the significant promise of blind zkSNARKSs, both
our work and [150] are based on synthetic benchmarks that evaluate proof
generation for a generic function f represented with 229 R1CS constraints.

Looking ahead, to realise the full potential of blind proofs, it is essential to move
beyond generic benchmarks and explore concrete applications with well-defined
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functions f. Several such candidate applications are discussed in the next
section on future work.

5.2 Future work

Secure applications with large payloads using GBFV. FHE is a widely used
technique for securely retrieving (encrypted) payloads stored in a public server.
The desired payload is retrieved according to an encrypted index given by a
client in the context of PIR, or according to the result of oblivious message
detection in oblivious message retrieval (OMR). In practical constructions
for PIR [106] and OMR [108], payloads are stored in SIMD slots and are
homomorphically retrieved using the BFV scheme. However, slot sizes in BFV
are typically small to support homomorphic evaluation of sufficiently deep
circuits without bootstrapping. When the payload size is larger than the slot
size, the payload is split into small blocks stored in multiple ciphertexts. This
leads to a computation overhead proportional to the number of blocks. To
address this overhead, GBFV presents an attractive alternative that supports
larger payloads in SIMD slots while maintaining a reasonable noise growth
during computation.

FairProof for privacy-preserving machine learning. As MLaaS becomes
increasingly common in high-stakes domains such as hiring, lending, or
healthcare, it has sparked serious concerns about model fairness [142], leading
to growing distrust among individuals affected by ML-based decisions [64]. In
particular, individuals want assurance that the same model is used consistently
across all evaluations and that no one is subjected to discrimination through
the use of different models. To rebuild trust, the model owner can prove the
evaluation of a committed ML model using zero-knowledge proofs. For example,
a recent work on Fairproof [147] enables model owners to issue publicly verifiable
certificates while ensuring model confidentiality.

In parallel, client privacy is another critical requirement in MLaaS, especially
when input features contain sensitive personal or financial data. As is shown in
Chapter 7 and Chapter 8, FHE provides a compelling solution: clients send their
encrypted feature vectors to the server, which homomorphically evaluates the
model and returns the encrypted prediction to the client. While this preserves
input privacy, it does not guarantee that the server is applying the same model
to all users. In fact, there is still a risk that the server may selectively apply
different models based on client metadata.

Achieving both fairness and privacy remains a challenging and interesting open
problem, and its solution may use a combination of FHE and zero-knowledge
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proofs. Blind proofs (Section 4.2) represent a promising direction: the server
not only evaluates an ML model homomorphically on encrypted inputs, but also
generates a blind proof that the decrypted output corresponds to the evaluation
of a previously committed model.

Verifiable private information retrieval. In verifiable databases (VDB) [23,40],
a client outsources storage of a database DB of size A/ to an untrusted server,
and later retrieves a record DB[i] of the desired index i € [N]. To prevent
the server from tampering with the data, the server should not only send the
response DB[i] but also a proof that the response was computed correctly.

A simple way to ensure data integrity is that a client signs each pair (4, DB[j]),j €
[NV] before outsourcing DB to the server, and then the server is requested to
output the record together with its valid signature. While this approach suffices
for static databases, it is not sufficient for updatable databases, since the client
cannot revoke signatures given to the server for the previous values. This
leads to various solutions on accumulators [37,38,125], authenticated data
structures [126,128], verifiable computation [23], and vector commitments [40].

Another important aspect of database outsourcing is preserving client privacy,
as the queried index i may reveal sensitive information. To address this, PIR
protocols ensure that the server does not learn the index ¢ in plaintext, with
FHE being a widely used primitive in such constructions.

Combining data integrity with client privacy is therefore essential. This has
been explored in [52] for authenticated private information retrieval and in [60]
by adding verifiability to the SimplePIR protocol [95]. However, both works rely

on digests of a large size O (\/ N ), which can be impractical for large databases.

Furthermore, both works only consider a static database setting. Reducing the
digest size and supporting efficient updates in verifiable PIR remain important
open directions for future work. Blind proofs (Section 4.2), which combine
verifiable computation (supporting data updates) and FHE (supporting PIR),
represent a promising primitive for addressing these challenges.

Public verifiability for encrypted database queries. In SQUiD (Chapter 9),
doctors or researchers that are authenticated by the data owner (e.g. NIH)
can query an encrypted genotype-phenotype database stored on a public cloud.
The cloud server can securely generate a cohort of genetically similar patients
and compute key metrics such as polygenic risk scores (PRS) for this cohort
of patients. The resulting encrypted outputs can then be decrypted by the
authorised querier and used to support diagnosis and personalised treatment
decisions.
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To increase trust and transparency, it is desirable if the broader public, such
as the patient whose condition the query concerns, can verify the results.
This entails two key aspects. Firstly, data integrity, as discussed above for
unencrypted databases, ensures that the database has not been tampered with.
Secondly, patients are typically not authorised by the data owner, hence cannot
reproduce queries themselves for validation. Therefore, the patient should be
able to verify the correctness of the query result without possessing the doctor’s
secret key. This necessitates public verifiability, which can be achieved by having
the doctor append a proof of decryption (Chapter 10) alongside the result.

Private proof delegation without proof of decryption. In zkDel instantiated
with blind zkSNARKs (Chapter 10), FHE ciphertexts are committed in the
BCS compilation [22] and used to derive randomness for the simulated verifier.
Encrypted responses {ct[g;]} to the simulated verifier are included in the proof.
A designated verifier holding the secret key can decrypt these ciphertexts,
perform the plaintext verification and ensure that the randomness is correctly
derived from the committed ciphertexts. To enable public verifiability, a secret
key holder needs to decrypt {ct[g;]}, append {g;} together with PoDs for these
ciphertext-plaintext pairs {ct[g;], ¢;} to the proof. As such, a public verifier
also needs to verify the PoD in addition.

This raises a natural question: is it possible to perform zkDel using FHE without
generating and verifying PoDs? One possible direction is to homomorphically
evaluate the Merkle tree in the BCS compilation, allowing the randomness to be
derived from plaintexts. Developing FHE-friendly hash functions and evaluating
Merkle trees efficiently using FHE remain open challenges for future work.

Security of vCOED. A formal analysis of the security guarantees provided
by vCOED also remains an important open problem. Walter [143] introduced
the semi-active (SA) security model for vFHE, which can be extended to
security against verified chosen-ciphertext attacks (vCCA) [119] by incorporating
additional ciphertext checks. However, both models do not consider the chosen
plaintext attacks with a decryption oracle (CPA-D) attack [43,47,101], hence
the impact of CPA-D attacks on the SA and vCCA security models requires
further investigation. Furthermore, the only known security result for blind
proofs suggests a potential leakage of 1 bit of information about the client’s
message or secret key. Developing a comprehensive security model for blind
proofs is therefore a promising and necessary direction for further research.
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Abstract. In this paper, we perform a systematic study of
functions f : Zpe — Zpe and categorize those functions that can
be represented by a polynomial with integer coefficients. More
specifically, we cover the following properties: necessary and
sufficient conditions for the existence of an integer polynomial
representation; computation of such a representation; and the
complete set of equivalent polynomials that represent a given
function.

As an application, we use the newly developed theory to speed
up bootstrapping for the BGV and BFV homomorphic encryption
schemes. The crucial ingredient underlying our improvements is
the existence of null polynomials, i.e. non-zero polynomials that
evaluate to zero in every point. We exploit the rich algebraic
structure of these null polynomials to find better representations
of the digit extraction function, which is the main bottleneck
in bootstrapping. As such, we obtain sparse polynomials that
have 50% fewer coefficients than the original ones. In addition,
we propose a new method to decompose digit extraction as a
series of polynomial evaluations. This lowers the time complexity
from O(,/pe) to O(y/pv/e) for digit extraction modulo p°, at the
cost of a slight increase in multiplicative depth. Overall, our
implementation in HE1lib shows a significant speedup of a factor
up to 2.6 over the state-of-the-art.

1 Introduction

Homomorphic encryption (HE) allows computations on encrypted data without
knowledge of the secret key. In the past 15 years, there have been tremendous
improvements in HE protocols, both in speed and applicability. In spite of
these efforts, homomorphic encryption remains extremely slow compared to
unencrypted computations and further speedups are required.

7
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Homomorphic computations are typically realized as arithmetic circuits, i.e.
sequences of additions and multiplications that implement a desired functionality.
In the lattice-based schemes BGV [6] and BFV [5,10], these operations are
performed over (extensions of) Z,., where p is a prime number and e is a
positive integer.! Functions on Zpe have rather interesting properties. First,
only a limited class of functions can be described by polynomials with integer
coefficients, the so-called polyfunctions (short for polynomial functions). Second,
the polynomials that represent a given polyfunction are always non-unique and
we can therefore try to find the polynomial representation that is most efficient
to evaluate homomorphically.

An example application that can benefit from the study of polyfunctions is
bootstrapping — the ciphertext refreshing procedure that enables unbounded fully
homomorphic encryption. This procedure is necessary because lattice-based
schemes include a noise term that grows when we evaluate an arithmetic circuit.
Bootstrapping reduces the noise back to a lower level, which enables further
evaluation of homomorphic additions and multiplications. Since its introduction
by Gentry in 2009 [11], the latency and throughput of bootstrapping were
improved several orders of magnitude in many subsequent works [8,13,15], but
it remains the main bottleneck to achieve fully homomorphic encryption.

1.1 Related Work

Polyfunctions. Research into polyfunctions has a long history. Already in
1921, Kemper [17] studied elementary structures of polyfunctions over Z,,
for a composite integer m. This early research represents polynomials in
the monomial basis {Xi}i:()’lw. However, since the mid-1960s, much of the
literature [7,9,16,23] started to use the falling factorial basis {X - (X —1)-...-
(X —1)}i=0,1,.... The reason for this shift is that the falling factorial polynomials
almost directly give rise to non-trivial null polynomials (i.e. polynomials that by
definition evaluate to zero in every point when interpreted modulo some prime
power p°).

Null polynomials result in equivalent representations of the same polyfunction
f1 Zye — Zpe. Specifically, two polynomials F(X), H(X) € Z[X] represent
the same function f if and only if their difference F(X) — H(X) is a null
polynomial. Equivalently, the set of all possible representations of f is obtained
as F(X) + Ope, where O, is the set of all null polynomials modulo p¢. In
other words, there exists a one-to-one correspondence between polyfunctions

1Some protocols for secure multi-party computation [3] also work over Zpe, which makes
our study of polyfunctions even more widely applicable. However, improvements in multi-party
computation are not the direct focus of this paper.
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and collections of equivalent polynomials:

polyfunction f: Zpe — Zpe <= F(X) + Ope.

Bootstrapping. The first bootstrapping procedure for BGV was proposed by
Gentry et al. [13] for encryption of bits, and this method was later improved
by subsequent research. The most relevant works for this paper are from
Alperin-Sheriff and Peikert [1], which is generalized by Halevi and Shoup [15];
and from Chen and Han [8]. Alperin-Sheriff/Peikert/Halevi/Shoup proposed
a bootstrapping method that works for the more general plaintext space Zye.
Their technique relies on a “digit removal” procedure, which involves repeated
homomorphic evaluation of the lifting polynomial and has degree p¢~! in total.
Chen/Han introduced an additional digit extraction polynomial (sometimes
called the lowest digit retain polynomial) that has a much lower degree equal
to (p—1)-(e—1)+ 1. Lower degrees are typically favored in homomorphic
encryption.

In practice, polynomial evaluations account for most of the computational cost
of bootstrapping: in the implementation of HE1ib, they are altogether 3x to
50x more expensive than all other operations combined [15]. This situation is
exactly the same for BGV and BFV, because both schemes have an identical
bootstrapping procedure.

1.2 OQOur Contributions

The aim of this paper is to further develop the theory of polyfunctions with a
focus on cryptographic applications. New insights in these polyfunctions allow
us to significantly accelerate HE bootstrapping.

Polyfunctions. In the first part of the paper (Section 3), we study polyfunctions
modulo p¢. This includes the following;:

e In Section 3.1, we study the complete set of null polynomials modulo
p°¢ (denoted by O,c) as to obtain the set of all equivalent polyfunction
representations. A novel element of our approach is also restricting O,e
to contain only polynomials of bounded degree. When doing so, the
resulting set forms a lattice structure, and we can find small-coefficient
representations by solving the closest vector problem in this lattice. This
is interesting in homomorphic encryption, because small coefficients lead
to less noise growth.

e In Section 3.3, we extend Newton interpolation from the real numbers
to Zpe. Our method always returns a polynomial representation of the
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lowest degree when given a polyfunction as input. When given a function
that is not a polyfunction, our method can detect this and returns an
error.

In Section 3.5, we discuss several properties of polyfunctions that are
especially relevant for HE bootstrapping. In particular, we consider the
class of even and odd polyfunctions that satisfy respectively f(—a) =
f(a) (mod p¢) and f(—a) = —f(a) (mod p®) for a € Z. We show that
each such function can be represented by a sparse polynomial with only
even- or odd-exponent terms. Evaluating such a sparse representation is
asymptotically cheaper by a factor of v/2.

Bootstrapping. In the second part of the paper (Sections 4 and 5), we apply
the newly developed theory to speed up BGV and BFV bootstrapping. The
most expensive component of bootstrapping, both in degree and execution time,
is evaluation of the digit extraction polynomial. In order to accelerate it, we
apply the following improvements:

e We propose multiple methods to obtain better representations of the digit

extraction function. First, we show that this function is either even or
odd, and can therefore be represented as a polynomial with only 50%
of the coeflicients. Second, we propose a new technique to decompose
digit extraction in multiple stages. Let g be the digit extraction function
modulo p°, then we write it as g = ge,er © ger. In our algorithm, both g
and ge s are evaluated using polynomials of much smaller degree than the
direct approach. As a consequence, we lower the time complexity for digit
extraction from O(,/pe) to O(,/pv/e), at the cost of [log, p] increase in
multiplicative depth.

In order to fully benefit from the optimized digit extraction polynomials,
we revise the digit removal procedure of Chen/Han [8]. Our improved
algorithm utilizes the digit extraction polynomial exclusively, without
relying on the lifting polynomial. We implemented our new bootstrapping
algorithm in HElib, and observe that it is up to 2.6 times faster than the
state-of-the-art. Our code is made publicly available.?

2See https://github.com/KULeuven-COSIC/Bootstrapping_Polyfunctions.
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Table 1: Examples of v5(n!)

n [1]2]3[4]5|6|7[8]9]10
o) O] 1T]1][3|3[4[4]7]7]38
Table 2: Examples of 1(2¢)

e [1]2]3]4]5|6]7]8]9]10
p9) 2446 |8[8]8]10]12]12

2 Preliminaries

2.1 Notations

For prime p and integer exponent e > 1, the set of functions from Z,. to itself
is denoted by F,.. Moreover, we write the evaluation of a polynomial F(X) at
X =a as F(a) or sometimes F(X)|x—q.

Let vp(-) denote the p-adic valuation function defined as

max{k € N:pF |m} ifm#0
vp(m) = . .
00 if m=0.
It generalizes to the rational numbers as v,(m/n) = vp(m) — vp(n), and we call
a rational number p-integral if its p-adic valuation is non-negative. Let u(-)
denote the Smarandache function defined as

w(k) =min{i e N: k| i!}.

Observe that v,(-) and p(-) are complementary in some sense. Specifically, it
follows directly from the above definitions that u(p®) is the smallest integer for
which v, (u(p©)!) > e. A few example instances of v,(n!) and pu(p®) for p = 2
are listed in Tables 1 and 2.

2.2 Newton Interpolation over R

The Falling Factorial Basis. The Newton interpolation method relies on the
so-called falling factorial polynomials. Those polynomials are indexed by an
integer ¢ > 0 and defined as
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where by definition we set (X), = 1. When reduced modulo p°, these
polynomials exhibit very specific properties that will be studied later in this
paper.

Let P, C Z[X] be the set of polynomials of degree at most n. Obviously, the
set {X*| 0 < i< n} forms a basis for P, when seen as a module over Z. We
refer to it as the monomial basis. Similarly, also the set {(X), | 0 < i < n}
forms a basis for P,,, known as the falling factorial basis.

Newton Interpolation. Consider a collection of n + 1 data points (i,y;) € R?
for i = 0,...,n.% Using Newton interpolation, we can find a polynomial F(X)
of degree at most n that interpolates these data points. Concretely, write the
polynomial F/(X) € R[X] in the format

F(X)=co+c1(X)1+c2(X)a+ ...+ cn(X)n. (1)
Then we can uniquely determine the falling factorial coefficients ¢; such that
F(i)=vy;, Y0<i<n.

The coefficients can be computed from forward differences, as introduced in the
following definition.

Definition 2.1. The i-th forward difference of a function f: R — R, evaluated
at j € Z, is recursively defined as

AS(G) = {2(3)1 et o

FG+1) —ATf() ifi>0.
We will now apply these forward differences to a polynomial F'(X). Note that we
slightly abuse notation and consider a polynomial as a function in X. As shown
in Figure 1, the value of A’F(X)|x—; for 4,5 =0,1,...,n can be derived from
Definition 2.1. Each element in this triangle is defined as a; ; = A'F(X)|x=;,
and computed as the difference between the element above and the element
above left. We only show rows for i = 0,...,n, because all following rows are
zero for a polynomial of degree n. This is easily seen by computing

AX), = (X 41X (X mit2) = X(X —1)-- (X =it 1) o
2
=i(X)i-1,

and using the result in Equation (1). Note that Equation (2) is the analogue of
taking the derivative of the monomial X*.

3In a more general version, we could consider the data points (x;, ;). For our purpose,
however, it is sufficient to choose x; = i.
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The coeflicients of the interpolating polynomial F(X) can now be computed as
ci = a; 0 = A'F(X)|x=0/i!. This result is achieved by taking the i-th forward
difference of both sides of Equation (1), and again filling in Equation (2). This
leads to the interpolating polynomial

Qg0

S0 (X)a et An0 (x),.. (3)

F(X)=ap0+ a1,0(X)1 +

Note the analogy with the Taylor series of a function.

Finally, the following relations are useful:

7 .
@o,j = Z (i) Q05 (4a)

v=0

a0 = i(—l)”” (:}) Q0,0 (4b)

v=0

These equations establish a relationship between the elements in the first row
and the diagonal of Figure 1.

Qp0 Qo1 Qo2 0 Qonp
@10 Q11 A1 n—1
Qg0 - Q2 n—2

Qnp 0

Figure 1: Evaluation of forward differences with a; ; = A"F(X)|x—;.

The above theory generalizes directly to polynomial rings over any field. However,
the subject of this paper is polynomials over Zy., which is not a field in general.

2.3 Polyfunctions Modulo p°

Definition 2.2. Let f € F,e be a function from Z,. to itself. If there exists
a polynomial F'(X) € Z[X] that satisfies F(a) = f(a) (mod p°) for all a € Z,
then f is a polyfunction modulo p® and F(X) is a representation of f.*

As a corollary of the theory in Section 2.2, all functions from the field F, to itself
are polyfunctions. A unique representation of degree less than p is obtained

4We define the evaluation of a function f € Fpe at an integer a in the natural way, by
implicitly converting a to its residue class modulo p€.



8 ___ ON POLYNOMIAL FUNCTIONS MODULO P¥ AND FASTER BOOTSTRAPPING FOR HE

by starting from all data points and applying Newton interpolation. However,
the situation is different for functions modulo p¢: first, not all functions are
described by integer polynomials modulo p¢, regardless of the degree; second,
polyfunctions always have a non-unique representation of the lowest degree due
to the existence of null polynomials [16,19,21,23].

Null Polynomials Modulo p¢. We define a null polynomial as follows.

Definition 2.3. An element O(X) € Z[X] is called a null polynomial modulo
p° if the function f € F,. that it represents maps every element to zero. In
other words, we have that O(a) =0 (mod p°) for all a € Z.

Observe that the evaluation of the falling factorial polynomial (X), at any
integer is divisible by i!. Hence it is a null polynomial modulo p® if v,(i!) > e.
Also the other direction holds: if (X), is a null polynomial modulo p°, then
evaluating it at X =i gives (X), |x=; = 4!, and therefore v,(i!) > e. Following
the notation defined earlier, we find that the smallest possible value of ¢ for
which (X)), is a null polynomial modulo p®, is equal to i = u(p®).

2.4 Lattices

Definition 2.4. The set £ C R™ is a lattice if there exist R-linearly independent
vectors by,..., by € R™ such that

k
L= {szbz | T; EZ}.
=1

The set of vectors B = {by, ..., by} constitute a basis, and k is called the rank.
A lattice is called g-ary for an integer ¢ if ¢Z™ C L C Z".

For a lattice vector v € L, the length ||v|| denotes its Euclidean norm (2-norm).
We will rely on the closest vector problem (CVP):

Definition 2.5 (Closest vector problem (exact form)). Consider a lattice
L CR™ and a vector t € R", CVP asks to recover a lattice vector v € L such
that [[t — v|| = mingec [t — y]|.

Lattices have been studied extensively in cryptography due to the conjectured
intractability of certain lattice problems, such as the shortest vector problem
(SVP) and the closest vector problem (CVP). The hardness of these problems
is used as the security foundation of many cryptosystems, including the BGV
and BFV schemes. However, we will use lattices for a different reason, namely
the study of polynomial representations with small coefficients.
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2.5 Homomorphic Encryption

We are interested in homomorphic encryption schemes that support arithmetic
circuits over Zye. In the literature, those schemes are known as BGV [6] and
BFV [5,10]. Both schemes have the same interface, and only differ from each
other in terms of the underlying implementation.

Homomorphic Operations. Next to the usual key generation, encryption and
decryption, homomorphic encryption schemes have two extra procedures to
evaluate additions and multiplications over the ciphertexts that they encrypt.
Both procedures can either take two ciphertexts, or one ciphertext and one
plaintext. Moreover, there is one special division operation, which takes a
ciphertext that encrypts a message m known to be divisible by p. It outputs a
new ciphertext that encrypts m/p, but under plaintext modulus p¢~! instead
of p¢. This operation fails if the input message is not divisible by p.

Plaintext Batching. BGYV and BFV can batch multiple elements of Zye per
plaintext [22]. Specifically, the plaintext ring is isomorphic to Zf,g, where
addition and multiplication are defined component-wise. Each copy of Zj. is
called a plaintext slot, and can be operated on homomorphically and in parallel.
This is sometimes referred to as SIMD operations due to the resemblance in

parallel computing architectures.

The above explanation is actually a special case of a more general technique.
Given a polynomial F(X) € Z[X] that is irreducible modulo p, we can define
the Galois ring F = Z,[X]/(F(X)) 2 Z,-. The plaintext rings of BGV and
BFV are then isomorphic to E¢, again with component-wise addition and
multiplication. We refer to this more general version as fully packed slots. If
the slots are restricted to encode elements from the subring Z,. (like explained
above), then they are called sparsely packed.

Bootstrapping. Every HE ciphertext contains a special component called
the noise. When evaluating homomorphic additions and multiplications, the
noise gets larger depending on the complexity of the involved operations. The
decryption function removes the noise, but only works correctly if the noise is
small enough (depending on the chosen scheme parameters).

To enable circuits that consist of an unlimited number of additions and
multiplications, we need a method to reduce the ciphertext noise without
decrypting directly. This is achieved via bootstrapping. The idea is to decrypt a
ciphertext homomorphically by evaluating the scheme’s own decryption circuit.
This reduces noise and allows further evaluation of additions and multiplications.
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Bootstrapping comes in two variants: the slots of the encrypted message can
either be fully packed or sparsely packed. We refer to the first situation as
general bootstrapping, and the second one as thin bootstrapping. Finally, we
emphasize that BGV and BFV have an identical bootstrapping procedure. All
optimizations for one scheme therefore carry over to the other one immediately.

3 Systematic Study of Polyfunctions

3.1 Null Polynomials

The set of null polynomials modulo p® can be described in the falling factorial
basis. This was already noticed by Singmaster [21] who proved the general
structure of this set. We formulate an adapted version in the following theorem,
where we additionally take into account null polynomials of bounded degree.
Our theorem is proven based on the same outline as Singmaster’s proof.

Theorem 3.1. A polynomial O(X) € Z[X] is a null polynomial modulo p® of
degree at most n if and only if there exist ag, . ..a, € Z such that

O(X) = a;-0(X), with O;(X)=p >0 (x) . (5)
=0

In this equation, the exponent of p equals 0 if i > pu(p®).

Proof. (<) As already pointed out in Section 2.3, the evaluation of (X), at any
integer is divisible by p*»(*). Therefore, each term in Equation (5) evaluated
at any integer is divisible by p™ax(»»(1)) > pe  Since each term is a null
polynomial modulo p®, so is their linear combination.

(=) We prove the following assertion for 0 < m < n + 1 by applying induction
on m:

OX) =S b (X),+ 3 a- 0u(X), (6)
i=m =0

for some a;,b; € 7Z.

The base case m = 0 is trivial since the second sum is empty, and the first sum
amounts to writing a polynomial in the falling factorial basis. It is therefore
possible to find appropriate constants b; that satisfy Equation (6).

Now suppose that Equation (6) was established for some m < n + 1, that is

m—1

O(X) =bp - (X),, + En: bi- (X); + ) a;- 0y(X).

i=m+1 =0
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Evaluating both sides at X = m gives
0=0(m) = by, - m! (mod p°).
Taking the p-adic valuation of the right-hand side gives
Up(bp, - ml) = vp(by) +1p(m!) 2 e = 1,(by) = e —1p(ml).

The constants b; are integers, so it follows that v, (b,,) > max(e—wv,(m!),0). We
can therefore write by, = ap, - p™@*(¢=v2(m).0) for some a,, € Z, which results in

Z b - zm:ai - 04i(X).
i=m+1 i=0

This expression replaces m by m + 1 in Equation (6) and thereby completes the
induction. The final result follows by setting m = n + 1 in Equation (6). O

Corollary 3.1. Each null polynomial modulo p¢ of degree n < u(p®) is divisible
by p¢= (") where divisibility is defined in the polynomial ring Z[X]. Therefore,
all monic null polynomials have degree at least pu(p®).

Corollary 3.2. The set of all null polynomials modulo p° is obtained directly
from Theorem 3.1 by allowing an arbitrarily large (but finite) degree n.

The Null Lattice. Adopting the notation from Equation (5), the set of null
polynomials of degree at most n is given by

oL = {Za X)|a;€ Z} CP,.

When considering polynomials as coefficient vectors, it can easily be seen that
the above set forms a p®-ary lattice with basis vectors O;(X). For convenience of
notation, we will not make a difference between polynomials and lattice vectors:
the set OZ(DZL) inherits all properties from Section 2.4, including the norm.

3.2 Cosets of Equivalent Polynomials

A representation F'(X) of a polyfunction f is never unique. That is, given a null
polynomial O(X), we can construct an equivalent polynomial H(X) = F(X) +
O(X) that represents the same polyfunction. The set of all representations of a
polyfunction forms the coset F'(X)+O,p.. Moreover, the set of all representations

of degree at most n forms the coset F(X) + (91(,7,}) (assuming that deg(F') < n).
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As explained in Section 2.3, (X), .
which implies that we can always divide by it (using Euclidean division) to
obtain a representation of degree less than p(p€). This proves the following
lemma.

) Is a monic null polynomial modulo p¢,

Lemma 3.1 (Small degree representation [16]). Each polyfunction f € Fpe has
a representation of degree strictly less than u(p®).

Although Euclidean division always returns a representation of degree less than
1(p®), it is not necessarily minimized. In order to guarantee the lowest possible
degree, one has to consecutively divide by O;(X) for i = u(p®),...,0. This
leads to the canonical representation of Keller and Olson [16].

Theorem 3.2 (Canonical representation [16]). Let f € Fpe be a polyfunction,
then there exists a unique canonical representation
n(p)—1
F(X)= Y a(X)
i=0
with 0 < ¢; < pe”’l’(i!).
From Theorem 3.2, we can compute the number of canonical representations,

which is equal to the number of polyfunctions modulo p¢. This is done by
adding the total number of possibilities for the coefficients c;, which gives

p(p©)—1 e
vol (Oé’é(p )_1)> = exp, Z e —vp(kl) | =exp, (Z M(Pk)> , (7
k=0 k=1

where vol(-) denotes the volume of a lattice and exp,,(-) the exponential function
with base p. The first equality highlights the one-to-one correspondence between
polyfunctions and equivalent representations of degree less than p(p®), obtained
as cosets modulo the null lattice. The second equality was proven by Specker et
al. [23] and not repeated here for brevity.

Note that, although a canonical representative can be chosen in a unique manner,
it is not necessarily the most convenient polynomial to evaluate homomorphically.
Later we study the digit extraction polynomial in FHE bootstrapping, where
we take a different representative than the canonical choice.

Finally, we compare the number of functions in F,. to the number of
polyfunctions from Equation (7). Since a function is uniquely determined
by its input-output pairs, the total number of functions equals (pe)pe = peP”,
This expression is typically much larger than Equation (7) for e > 2, so only
very few functions are representable by polynomials.

Example 3.1. There are 28:2° ~ 10617 functions in Fas, while only 2°°0 ~ 10'°
of them are polyfunctions as computed from Equation (7).
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3.3 Existence of Polynomial Representation

In this section, we examine whether a given function f € F, is a polyfunction
or not. We extend the Newton interpolation method to functions modulo p€,
and return a representation of the lowest degree if f is a polyfunction.
Consider a function f € F,. that is defined by p® data points (¢, f(i)) € Zf,e
fori=0,...,p° — 1. We will now use reduced forward differences, which are
similar to the regular forward difference defined earlier, but include an extra
reduction modulo p® in the set {0,...,p% — 1}.

Definition 3.1. The reduced i-th forward difference of a function f € Fpe,
evaluated at j € Z, is defined as

Aif(j) = A'f(j) (mod p©).

The values Aif(5) for i = 0,1,...,u(p¢) and j =0,...,p° — 1 can be derived
from Definition 3.1. This is shown in Figure 2, where «; ; = A"F(X)|x=;.
The relations in Section 2.2 such as Equations (2), (4a), and (4b) still hold
modulo p¢. Moreover, we will show later that the interpolating polynomial from
Equation (3) is also valid for polyfunctions over Z,e.

Qo0 Q01 Qo2 ot Qg u(pe) cee Qppe—1
Qo Qi1 ot O u(pe)—1 Q1,pe—2
05270 e a2,u(p“)—2 o 042,;05—3

Qu(p©),0 T Qo) pe—p(pe)—1

Figure 2: Evaluation of reduced forward differences with «; ; = ATF(X)|x—;.

Polynomial Representation. In order to examine if a function f € Fp. is a
polyfunction, we introduce a new lemma.

Lemma 3.2. Let F(X) € Q[X] be a polynomial of degree less than pu(p®) with
evaluation function f. Then f with all evaluations interpreted modulo p° is a
polyfunction if and only if the coefficients of F(X) are p-integral.

Proof. (<) If the coefficients of F(X) are p-integral, then it can be coerced into
Z[X] by replacing all denominators by their multiplicative inverse modulo p°.
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(=) Since f is a polyfunction, there exists a representation H(X) € Z[X] of
degree less than p(p®). The polynomial O(X) = H(X) — F(X) also has degree
less than p(p€), and its evaluation function modulo p® is zero. Writing

where a;/b; is a fraction in simplest form, it suffices to prove v,(b;) = 0 for all .

Assume on the contrary that v,(b;) = max;{r,(b;)} = ¢ > 0, then p°- O(X)
can be coerced into a null polynomial modulo p*¢. Since the degree of this
null polynomial is strictly less than u(p®) < p(pt®), it follows from Corollary

3.1 that
@

b;
From v, (b;) = ¢, it follows directly that a; = 0 (mod p). Hence both a; and

b; are divisible by p, which contradicts the fact that a;/b; is in its simplest
form. O

C

=0 (mod p).

Remark 3.1. A polynomial F(X) € Q[X] with non-p-integral coefficients can
still represent a (poly)function f € Fpe, for example if its degree is at least pu(p®).
However, it is not directly possible to evaluate such a function homomorphically.

Now we introduce a simple way to decide whether a given function f € F. is a
polyfunction, relying on the reduced forward differences from Figure 2.

Theorem 3.3. A function f € Fpe is a polyfunction if and only if the following
two criteria are satisfied:

1. For all i < u(p®), we have vp(aip) = vp(i!). Note that o, o are the
diagonal elements of Figure 2.
2. All elements in the last row of Figure 2 are zero.

Proof. (<) Counsider the polynomial

=
s
I
™
Q

0 (X); € QLX]. (8)

Following Equation (3), this polynomial interpolates f in all data points. Now
we are given that all elements in the last row of Figure 2 are zero, thus so are all
values in the next row (which is not displayed). Hence a; o = 0 for all ¢ > p(p©).
Therefore, we can terminate the summation of Equation (8) earlier and get

p(P9-1
F(X)= 3 5 (X)icqlx] (9)
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Now it remains to prove that the coefficients of F/(X) are p-integral, and then
the result follows immediately from Lemma 3.2. Considering Equation (9), this
is trivial since we are given that v,(ay 0) = vp(!) for all i < u(p®).

(=) If f is a polyfunction, it has a representation F'(X) of degree less than pu(p®).

Hence it follows from Equation (2) that A#(P?) F(X) is zero in every point, which
proves the second criterion of the theorem.

Consider again the polynomial of Equation (9). Following the same line of
reasoning as in the first part of this proof, it is a representation of f modulo p®.
According to Lemma 3.2, we know that F'(X) must have p-integral coefficients,
which implies vp(,0) = vp(2!) for all @ < u(p®). O

Interestingly, Equation (9) gives a polynomial representation F'(X) obtained by
Newton interpolation restricted to {0, 1,...,u(p%) — 1}, i.e. only information
about f(i) for ¢ < u(p®) has been used. Condition 1 of Theorem 3.3 can
be interpreted as restricting the coefficients of F(X) to p-integral values.
Condition 2 is a consistency requirement: F'(a) = f(a) (mod p°) for each
a € {u(p®),...,p¢ — 1}. Finally, we note that also different interpolation
methods could be used.

Corollary 3.3. If f is a polyfunction, then Equation (9) gives a representation
of the lowest degree.

Proof. Tt was already proven that the polynomial F(X) from Equation (9) can
be coerced into a representation in Z[X], so it remains to show that its degree is
minimal. Suppose that n is the largest integer such that a,, o # 0, and assume
on the contrary that there exists a representation H(X) whose degree is less
than n. Then O(X) = F(X) — H(X) is a null polynomial modulo p®, with
leading monomial (au,,0/n!) - X™. It follows from Corollary 3.1 that

Oln’o e—vp(n!
n' = 0 (mOd P p( '))7
and thus o, 0 =0 (mod p°), leading to a contradiction. O

3.4 Bit and Digit Extraction Function

As an example, we apply the previously developed theory to the bit extraction
function — a polyfunction that is useful in the part about FHE bootstrapping.

Example 3.2. Let g. € Foe be the bit extraction function defined as

Je : Loe = ZLoe: a— a (mod 2),
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0 1 0 1 0 1
1 -1 ... 1 —1 1
-2 2 -2 2
(72)1'71 . 721'71 . 22'71
(_lg)u(Qe)—l e 2#&26)—1

Figure 3: Forward differences of the bit extraction function.

where reduction modulo 2 is done in the set {0,1}. Its forward differences are
shown in Figure 3, which should be closely compared to Figure 2. The reduced
forward differences are computed via reduction modulo 2¢. It can easily be verified
in Table 1 that the diagonal elements a; o = (—2)""1 satisfy va(ai o) = va(il),
and that all elements on the last row are congruent to zero modulo 2¢. Therefore,
the bit extraction function is a polyfunction.

Following Corollary 3.3, the polynomial

Go(x) =3 2 (x), (10)

i=1

s a representation of g. of the lowest degree. It follows that there does not exist
a bit extraction polynomial of degree less than e. Finally, the complete set of
representations is easily obtained as Go(X) + Oqe.

More generally, we define the digit extraction function modulo p® for any prime p
from its balanced digit decomposition. Denote the balanced digits of w € Zy.
by w; € {—(p—1)/2,...,(p—1)/2} such that

e—1
0= wt
i=0
then we define the map g. € Fpe as
Ge: Lpe = Lipe 1 W > Wy.

Analogously to the previous example, we can show that g. is a polyfunction
and obtain a representation of the lowest degree. In the general case, there does
not exist a digit extraction polynomial of degree less than (p — 1)(e — 1) + 1.
The complete set of representations is obtained by adding Op..
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3.5 Further Properties of Polyfunctions

Not every function is a polyfunction modulo p¢. For example, the function

f(a){l ifa=0

0 otherwise

is not a polyfunction for e > 1, because it is not congruence preserving. More
specifically, all polyfunctions satisfy the following lemma.

Lemma 3.3 (Congruence preservation [7,9,16,17]). Let f be a polyfunction
modulo p¢, then for any a € Z, we have

fla+p") = f(a) (mod p*), Vk <e. (11)

Proof. Let F(X) be a representation of f. Since a polynomial is built from
additions and multiplications only, we know that

F(a+p*) = F(a) (mod p*).
Since p* | p¢, we can directly replace F' by f. This completes the proof. O

Congruence preservation is not a sufficient condition to be a polyfunction [4].
In Section 3.3 - Theorem 3.3, we derived a necessary and sufficient condition for
a function to be a polyfunction based on reduced forward differences [17], which
is consistent with the analytical characterization by Carlitz [7] and further leads
to a representation of the lowest degree.

We can also give a sufficient but unnecessary condition for a function to be a
polyfunction. A function that satisfies

fla+p) = f(a) (mod p°), VaeZ, (12)

is said to have period p and is always a polyfunction. A representation can be
derived as follows.

Lemma 3.4 (Adapted from [14]). The polynomial U(X) = 1 — X¥¢®°) satisfies
the following property modulo p°:

1 ifpla
0 otherwise,

Van:U(a):{

where @(+) is Euler’s totient function.
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A representation for a function f with period p is

p—1

F(X) =Y f(k)-UX —k), (13)

k=0

from which we can construct the set of complete representations F(X) + Ope.
A well-known example is the digit extraction function.

As shown by the next example, having period p is a sufficient, but not a necessary
condition for a function to be a polyfunction.

Example 3.3. As computed in Example 3.1, there are 28:2° ~ 10617 functions in

Fos, while only 250 ~ 10 of them are polyfunctions. From these polyfunctions,
only 282 ~ 10° have period 2.

Even and Odd Polyfunctions. We construct a new lemma to find sparse
representations of even and odd polyfunctions.

Lemma 3.5. Let f € Fpe be an even (resp. odd) polyfunction, that is, f(—a) =
f(a) (mod p°) (resp. f(—a) = —f(a) (mod p°)) for a € Z. Moreover, assume
that f has a degree-n representation. Then the following holds:

e Ifp is an odd prime, then f has a representation F(X) of degree at most
n, which contains only even (resp. odd) exponents.

o If p = 2, and we consider f modulo p°~' instead of p°, then it has a
representation F(X) of degree at most n, which contains only even (resp.
odd) exponents.

Proof. Consider a representation H(X) € Z[X] of f that has degree equal to n.
Due to the evenness (resp. oddness) of f, the polynomial H'(X) = H(—X)
(resp. H'(X) = —H(—X)) is an equivalent representation of f.

Now we consider the integer polynomial

H(X)+ H'(X)

Pex) = S

(14)
which contains only even (resp. odd) exponents and has degree at most n. By
evaluating Equation (14) in any a € Z, we see that F'(a) = f(a) (mod p°) for
an odd prime p, and F(a) = f(a) (mod p*~?!) for p = 2. Hence F(X) is also
a representation of f, and it can easily be checked that it contains only even
(resp. odd) exponents. O
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4 Faster Bootstrapping for BGV and BFV

This section explains our improved bootstrapping techniques for BGV and
BFV, leveraging the observations from the first part of the paper. Both
general and thin bootstrapping involve two important components: the linear
transformations and digit removal. We do not propose adaptations to the
linear transformations, and leave them unchanged in the implementation. Our
improvements are inside the digit removal step, and follow from the polyfunctions
theory. Since digit removal is 3x to 50x more expensive than the linear
transformations [15], any speedup leads to an almost equal effect in the entire
bootstrapping procedure.

4.1 Cost Model

Amdahl’s law [2] states that the speedup gained by optimizing a single part
of an algorithm is limited to the fraction of time that the improved part is
used. In order to accelerate digit removal, we must therefore concentrate on the
slowest and most commonly used FHE operations. The true bottleneck of digit
removal is non-scalar multiplication, i.e. multiplication of two ciphertexts. For an
example parameter set with ring dimension N = 2'6, non-scalar multiplication
in HE1ib is 7x more expensive than its scalar counterpart.

An approach that follows our cost model is the baby-step/giant-step algorithm
for evaluating a set of polynomials with scalar coefficients in a common non-
scalar point [12,20]. It can asymptotically evaluate m degree-n polynomials
with 24/mn non-scalar multiplications. Therefore, our implementation uses this
algorithm for polynomial evaluation.

Although not the focus of this paper, digit removal is also costly in terms
of multiplicative depth (which is by definition the maximal number of
multiplications encountered in each possible input-output path). Our approach
accelerates bootstrapping without significantly affecting the multiplicative depth
of digit removal. This is achieved by exclusive use of low-degree polynomials.

4.2 Digit Removal Algorithm

The digit removal procedure removes the v least significant digits of its input
w € Zpe for a given prime number p and v < e. Formally, for odd p, denote the
balanced digits of w € Zpe by w; € {—(p—1)/2,...,(p —1)/2} such that

e—1
w = w;p .
=0
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Digit removal is then defined as the map

e—1
w .
w — \‘pv-‘ = E wipl_v.
i=v

In other words, it consecutively scales and rounds the input. This is necessary in
bootstrapping to remove the noise. To evaluate the procedure homomorphically,
it is written as a series of polynomial evaluations and divisions.

Note that the balanced digit representation only exists for odd prime numbers.
If p = 2, we need to consider the digits in {0,1}, which causes the output
of digit removal to be |w/p"|. However, bootstrapping requires a rounding
operation instead of flooring. This can be fixed by applying the simple equality
|2] = |« + 1/2] just before digit removal.

Existing Digit Removal Algorithms. Digit removal uses the following notation:
we write w; ; for any integer of which the least significant digit is w;, and
the next j least significant digits are all zeros. Formally, this means that
w; ; = w; (mod pT1). Moreover, we require two well-known polynomials:

o The lifting polynomial F.(X) € Z[X] satisfies Fe(w; ;) = w; j+1 for j <e.
In other words, it allows us to compute a valid w; j41 from any given w; ;
by zeroing one extra digit.

o The digit extraction polynomial G.(X) € Z[X] satisfies G (w; ) = w; e—1,
which allows us to compute a valid w; .1 from any given w; ¢ by zeroing
e — 1 extra digits. In other words, it is a representation of the digit
extraction function g, introduced in Section 3.3.

It can be proven that the above polynomials always exist [8]. Their degrees are
respectively p and (e — 1)(p — 1) + 1.

The high-level idea of digit removal is to use the lifting polynomial and/or digit
extraction polynomial to extract the least significant digit of the input w. The
result is then subtracted from w and divided by p, and this is repeated until
enough digits are removed. A suitable choice of lifting and digit extraction
polynomials ensures a low multiplicative depth of the resulting procedure. Digit
removal is visualized in the trapezoid of Figure 4 for an example parameter set
of e =5 and v = 3. The procedure works as follows:

o We start from wg ¢ = w in the first row, and then compute the numbers on
its right via a series of polynomial evaluations. The choice of polynomials
depends on the chosen algorithm, and is explained later.

o In the second row, we first compute w9 = (w — wp1)/p and then repeat
the same procedure from the first row.

o In the last row, we similarly compute ws g = ((w — wo,2)/p — w1,1)/p and
again repeat the same procedure from the first and second row.
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o The result is obtained as (((w — wo4)/p — w1,3)/p — we,2)/p. This is
omitted from the figure.

In summary, the first digit of each row is computed by subtracting the digits on
the same diagonal and dividing by p. All other digits are obtained via a series
of polynomial evaluations, starting from the first digit in its row. Finally, the
result is obtained by subtracting the last digit of each row from the input and
dividing by p.

Wp,0 - Wo,1 - Wo,2 = Wo,3 - Wo .4

v / /
wi1,0 - W1,1 - W1,2 - W1,3
v /

W2, 0 - W21 - W22

Figure 4: Visualization of digit removal for e = 5 and v = 3.

Until now, we have only specified operations between rows, which are identical
for all methods that we will discuss (including our own). Existing digit removal
procedures differ in how they compute digits within the same row. Two different
methods have been proposed for this: one from Alperin-Sheriff/Peikert [1] which
was generalized by Halevi/Shoup [15], and a second one from Chen/Han [8].

Alperin-Sheriff/Peikert/Halevi/Shoup Digit Removal. This procedure computes
each number in the trapezoid (except for the first one in each row) by applying
the lifting polynomial to the number on its left. In other words, we use the
identity w; j41 = Fe(w; ;). The cost is dominated by ev —v(v+1)/2 evaluations
of the lifting polynomial. The degree of this procedure is roughly p®~1.

Chen/Han Digit Removal. This procedure computes the last number of each
row by applying the digit extraction polynomial to the first number of the same
row. In other words, we use the identity w; ; = G,11(w; ). All other digits
are computed identical to the Alperin-Sheriff/Peikert /Halevi/Shoup procedure;
but note that some digits are not used and can therefore be omitted. In the
example of Figure 4, we do not need to compute wp 3, wy 2 and wa 1.

The cost of Chen/Han digit removal is dominated by v(v—1)/2 evaluations of the
lifting polynomial and v evaluations of the digit extraction polynomial. However,
its main advantage is in degree, which is roughly rp® with r = e — v. During
bootstrapping, the parameter r represents the precision of the plaintext space,
i.e. plaintexts are computed modulo p”. As such, the Chen/Han procedures
has asymptotically lower degree than Alperin-Sheriff/Peikert/Halevi/Shoup for
high-precision plaintext spaces.
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4.3 Faster Digit Removal

In the following sections, we apply five changes to the original Chen/Han digit
removal procedure. The first adaptation relates to digit removal itself, and is a
better method to evaluate the polynomials of each row. The other improvements
follow from polyfunctions theory.

Adapted Row Computation. As already mentioned earlier, digit removal can
be analyzed row per row, where Alperin-Sheriff/Peikert and Halevi/Shoup take
a different approach than Chen/Han. In contrast to both these versions, we
propose a method that uses the digit extraction polynomial exclusively, without
relying on the lifting polynomial. Specifically, we compute each element of the
trapezoid by applying a suitable digit extraction polynomial to the first element
in the same row. This has two advantages: firstly, all polynomials can be
evaluated simultaneously using the baby-step/giant-step technique. Due to the
2y/mn complexity, this is beneficial over evaluating all polynomials separately.
Secondly, this method also works well in conjunction with our next optimization
(finding a more efficient representation of the digit extraction polynomial).

In instantiating our method, we need to avoid depth increase of the resulting
procedure as much as possible. In particular, we have to be careful with the
path along the evaluated circuit of largest depth, referred to as the critical path.
Any depth increase in the critical path causes a corresponding depth increase in
the entire procedure. The critical path of Chen/Han digit removal is depicted
in Figure 5. It runs via the vertical dimension first, because the depth grows
linearly there and logarithmically in the horizontal dimension.

Wo,0 -+ Wo,1  Wo,2 Wo3 Wod

w10 - W11 W12 W13
w20 W21 w2 2
~_ 7

Figure 5: Critical path of digit removal for e = 5 and v = 3.

In a first attempt, we can compute each digit as w; ; < Gj+1(wi). In some
cases, however, we can do better by reusing computed elements. In particular,
we can set w; p + w; ; for k < j without affecting correctness; however, also
this is not always desirable because it can lead to a depth increase of the digit
removal procedure. For example, it is never beneficial to take w; 1 < w; ; in
terms of noise growth, because wj ; lies on the critical path. Our implementation
takes the heuristic approach of computing w; ; ¢~ Gj11(w; ) for each value of
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J + 1 that is a power of 2, and setting w; ; < w; j4+1 otherwise. This heuristic
does not increase the multiplicative depth compared to Chen/Han digit removal.

Even and Odd Functions. The digit extraction function for p = 2 is an
even function. Following Lemma 3.5, we can find a representation of degree
e + 1 or less that contains only even exponents. Specifically, we write the digit
extraction polynomial as G.(X) = F(X?) for some polynomial F(X) of degree
[(e+1)/2]. Such polynomials can be evaluated more efficiently than regular
ones by first computing X? before applying a standard baby-step/giant-step
method. This requires asymptotically v/2mn non-scalar multiplications for
evaluating m polynomials of degree n.

Similarly to the case above, the digit extraction function for an odd prime p is
an odd function. Following Lemma 3.5, we can find a representation of degree
(e —1)(p — 1) + 1 that contains only odd exponents. Specifically, we write
the digit extraction polynomial as G.(X) = X - F(X?) for some polynomial
F(X) of degree (e — 1)(p — 1)/2. Such polynomials can be evaluated more
efficiently than regular ones, using one the methods of Lee et al. [18]. Their
first method omits unused powers of X in the baby-step, and can be evaluated
with optimal multiplicative depth. Their second method first evaluates F(X?)
using the strategy from above, and then multiplies by X. This increases the
depth by at most one. Both methods require asymptotically v/2mn non-scalar
multiplications for evaluating m polynomials of degree n. All experiments in
Section 5 are conducted with the first variant.

Function Composition. We propose a new method to obtain the digit
extraction function modulo p® by decomposing it as g = ge,e’ © ger for some
€’ < e. In our method, the relevant domain of g, (s is therefore no longer Z, but
rather the range of g.,. Our analysis starts from the following definitions.

Definition 4.1. Let f € Fp,e be a function from Z, to itself. If there exists a
polynomial F(X) € Z[X] that satisfies F'(a) = f(a) (mod p¢) for alla € S C Z,
then f is a polyfunction modulo p¢ over S and F(X) is a representation of f.

Definition 4.2. An element O(X) € Z[X] is called a null polynomial modulo
p® over S C Z if the function f € F,e that it represents maps every element
from S to zero. In other words, we have that O(a) =0 (mod p°) for all a € S.

The inner function g., can directly be represented as a polynomial in the even

or odd representation. For the outer function g. ., we can use the adapted
definitions from above, where we define the set

S={k+ip’: —(p-1)2<k<(p-1/2andiez}.  (15)
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This coincides with the range of g... For p = 2, we slightly need to change the
definition of S and allow 0 < k < 1.

Since digit extraction is an idempotent operation, one possible representation
of gee is Ge(X). But the domain of g . is restricted to S, so we can find
other representations by adding null polynomials that satisfy Definition 4.2.
Therefore, our problem reduces to studying null polynomials over S, which we
can construct as follows. Consider

ifp=2

H;(X)= I 16
i(X) {(X+pgl)j if p is an odd prime. (16)

To ease notation, we also write H(X) = H,(X). Moreover, let

(X);, = <H H(Xk~pe')> H;j(X —i-p) (17)
k=0

for 0 < j < p. Then we can adapt Theorem 3.1 as follows.

Theorem 4.1. A polynomial O(X) € Z[X] is a null polynomial modulo p®
over the set S from Equation (15) of degree at most n if and only if there exist
a;j € Z such that

O(X) = Z (2%} 'Oi,j (X), with Oi7j (X) = pmax(eii.eliu?(i!)’o) . (X)
0<d(i,j)<n

0"

In this equation, the function d(i,j) = p-i+ j denotes the degree of O; ;(X). It
is also implicitly assumed that 0 < j < p.

Proof. (<) Evaluating Equation (17) at any a € S gives

(X)i,j

i—1
X=a = (HH(a—kme’)) Hj(a—i-p®). (18)
k=0

From the definition of H(X) in Equation (16) and the restriction to S, it
follows that H (a) is divisible by p¢. In fact, exactly one factor of H(X) will be
divisible by pe' when evaluated at X = a. Let X — ¢ be this linear factor where
0<g<1l(ifp=2)or—(p—1)/2<qg<(p—1)/2 (if p is odd), then we can
set a —q=a-p® for some a. Equation (18) is then divisible by

ﬁ(a—q—]@-pe/) :ﬁ (a-pe/—k-pe/) :pi.e/'(X)ﬂX:w
k=0 k=0

As already pointed out in Section 2.3, the evaluation of (X), at any integer is
divisible by p*»(*"). Hence our result is divisible by pi‘e/*"’P(i!), and it follows that
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0;.j(X)|x=q is divisible by pmax(©i¢'+ () > pe - Any Z-linear combination of
these O; ;(X) is thus a null polynomial modulo p® over S.

(=) We prove the following assertion for 0 < m < n + 1 by applying induction

on m:
OX)= > bij-(X),+ D aij-0i(X), (19)

m<d(i,j)<n 0<d(i,j)<m
for some a; ;,b; ; € Z.
The base case m = 0 is trivial since the second sum is empty, and the first sum

amounts to writing a polynomial in the basis given by (X), ;e It is therefore
possible to find appropriate constants b; ; that satisfy Equation (19).

Now suppose that Equation (19) was established for some m < n + 1, that is

OX)=bij (X)y+ O bij-(X),+ > aij 05;(X),
m<d(i,7)<n 0<d(i,5)<m

with d(i’,j') = m. Evaluating both sides at X = a with a = ¢ - p¢ + j' (if
p=2)ora=1i-p° +j —(p—1)/2 (if p is odd) gives

i'—1

0= 0(a) = birge - TT (X, lx—omiyr s (3 (mod 1)
k=0

Taking the p-adic valuation of the right-hand side and following a similar line
of reasoning as in the first part of this proof, we get

i'—1

vp | bir jr - H () Ix=(ir—kyper g0 - G = vp(bir o)+ € + 1 (1)) > e
k=0

The constants by j are integers, so vp(by j) > max(e — i - e — vp((¢')!),0).

We can therefore write by j» = ay j - pmax(e—ite’=vp((ID1).0) for some ay j € Z,

which results in

OX)= Y. b~ (X);+ > aiy-0i(X).

m<d(i,j)<n 0<d(i,j)<m

This expression replaces m by m+1 in Equation (19) and thereby completes the
induction. The final result follows by setting m = n + 1 in Equation (19). O

To study the degree of null polynomials restricted to the set S, we consider an
adapted variant of the Smarandache function that takes two inputs:

pp(e,€) =min{i € N: e -i+v,(il) > e}.
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Then it is clear that

O;J,p(e,e'),O(X) = H H(X —k- pEI) (20)
k=0

is a monic null polynomial of degree p - pp(e,€e’) ~p- [e/e’].

Now we have all ingredients available to find a better representation of g .
Starting from G.(X), we can apply Euclidean division and reduce it modulo
the null polynomial of Equation (20). This results in a representation Ge ¢/ (X)
that has degree strictly less than p - [e/e’]. This can be much smaller than the
degree of G.(X), which is equal to (e —1)(p — 1) + 1.

For odd primes p, the function g. . is odd and we can directly choose Ge e/ (X)
with only odd-exponent terms. However, if p = 2 then —S # S, hence g. ¢
is not defined for all inputs from —S. The function is therefore not even,
and we cannot directly choose G ./ (X) with only even-exponent terms. One
possible solution is to allow —1 < k£ < 1 in Equation (15) instead of 0 < k < 1.
However, this increases the degree of the polynomial from Equation (20) by
50%, hence also the degree of the resulting polynomial representation. We did
not incorporate this solution in our implementation.

Finally, we note that the set of null polynomials modulo p¢ over S of degree
bound n still forms a p®-ary lattice. This lattice is given by

> ai;0i(X) | ai; €7y CPy,
0<d(i,j)<n

where the basis vectors are O; ;(X).

Asymptotic Complexities. We now analyze the asymptotic depth and time
complexities of our composite approach. Specifically, its depth is bounded by

[logy (p—1)-(¢' = 1) +1)] + [Ing (p- ED] ~ [logy e] + 2 - [log, pl,

counting only non-scalar multiplications. The first term comes from g., and the
second one from g, . When compared to the regular G.(X), there is a depth
increase of [log, p]. Note that we can also apply function composition multiple
times in a row, and then the depth will increase with [log, p] per stage. In
terms of scalar multiplications, there is a depth increase of 1 for each stage of
function composition. For the sake of noise control, our approach favors a small
number of stages and a low value of p.

Performance-wise, we make a difference between scalar and non-scalar
multiplications. The baby-step/giant-step technique can asymptotically evaluate
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a polynomial of degree n with 2y/n non-scalar and n scalar multiplications. If
the polynomial is even or odd, these numbers reduce to respectively v/2n and
n/2. As such, we have the following time complexities for the digit extraction
function:

o For p = 2, the original method can evaluate the digit extraction polynomial
asymptotically with v/2e non-scalar and e/2 scalar multiplications. Our
composite approach reduces this to respectively v2e’ + 21/ 2e/e’ and
€'/2 + 2e/e’. The number of non-scalar multiplications is minimal if
¢/ = 2y/e, which gives 4 /e non-scalar and 2y/e scalar multiplications.
Since p = 2, this analysis assumes that G. . (X) has both even- and
odd-exponent terms.

e For larger values of p, the original method can evaluate the digit
extraction polynomial asymptotically with /2pe non-scalar and pe/2
scalar multiplications. Our composite approach reduces this to respectively
V2p(Ve' + +/e/e!) and (p/2) - (¢/ + e/e’). The number of non-scalar
multiplications is minimal if ¢/ = /e, which gives 2,/2p+/e non-scalar
and py/e scalar multiplications. Since p # 2, this analysis assumes that
Ge,er(X) has only odd-exponent terms. Moreover, the degree of G¢(X) is
approximated as pe.

In conclusion, our method reduces the number of non-scalar multiplications
from O(,/pe) to O(,/p+/€) asymptotically. The number of scalar multiplications
are reduced from O(pe) to O(p/e).

Table 3 shows the number of operations to evaluate digit extraction, comparing
the Alperin-Sheriff/Peikert/Halevi/Shoup and Chen/Han method to our
approach. The even and odd entries represent the standard version (without
function composition). The tuples represent the indices (e, e’,e”) of the digit
extraction function, where e’ is the index of the innermost function and e is the
index of the outermost function. All tuples are chosen to minimize the number
of non-scalar multiplications. It is clear from the table that our composite
method works especially well for low p and high e, where the performance
benefits can be fully exploited without a significant depth increase. On the
other hand, it turns out that even for large values of e (up to 256), splitting in
more than 2 stages does not (much) increase performance anymore.

Lattices. Another method to find better polynomial representations is via
lattice problems. Given a polynomial F(X) and the null lattice, we can solve
the closest vector problem to find a null polynomial O(X) that lies closest
to F(X). The representation F(X) — O(X) is then equivalent to the original
one, but it has smaller coefficients. This leads to less noise growth in FHE
ciphertexts.
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Table 3: Non-scalar depth and operation count for the digit extraction function.

D \ e \ method H depth \ #(non-scalar mults) \ #(scalar mults)

AS/P/H/S | 63 63 0

ol C/H 6 16 64
Our even 6 12 32

(64, 16) 7 9 15

2 AS/P/H/S | 255 955 0

C/H 8 33 256

256 Our even 8 25 128
(256, 32) 9 15 31

(256, 67, 16) || 10 13 99
AS/P/H/S || 126 126 0

C/H 7 24 127

64 Our odd 7 20 64

(64, 16) 9 16 22

; (64, 25, 8) 10 15 24
AS/P/H/S || 510 510 0

C/H 9 49 511

256 Our odd 9 38 256
(256, 24) 11 23 40

(256, 92, 8) 12 21 58

This lattice trick can also be combined with all earlier described techniques.
For even or odd functions, we can start from a lattice that only contains even
or odd null polynomials. These can be found via simple linear algebra on the
original null lattice. For the function composition approach, we can start from
the null lattice restricted to the set S as defined earlier.

Example 4.1. The advantage of using lattices is demonstrated on the bit
extraction polynomial. Our method was able to find the following representations
forp=2:

e Bit extraction modulo 2% can be done with Gg(X) = 13X8 — 12X6.

o Starting from the result modulo 28, bit extraction modulo 225 can be done
with Gas g(X) = 6X5 — 15X 4+ 10X3.

Both polynomials have remarkably small coefficients, since they are defined
modulo 28 and 2%° respectively.

Multivariate Approach. We considered one more strategy to compute better
polynomial representations based on multivariate equations. The idea is to write
out consecutive digit extraction polynomials in a pattern that minimizes the
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non-scalar multiplications. This gives a system of non-linear equations, which
can be solved for the coefficients of the digit extraction polynomial. Although
this strategy does not generalize to higher parameters, we were able to find bit
extraction polynomials for e < 16 that can be evaluated with [log, ]| non-scalar
multiplications, which is provably minimal. These instances are listed in Table 4.

Table 4: Recursive evaluation of the bit extraction polynomial.

Lel G(X) |
2 X2
4 Ga(X)?
8 112 Go(X) + (94 - Go(X) + 121 - G4(X))?
16 || 11136 - G4(X) + (28504 - G2(X) 4+ 8968 - G4(X) — Gs(X)) -
(15364 - G4(X) + 14115 - Gg(X))

5 Implementation and Performance

We implemented our new digit removal procedure for the BGV scheme in HE1ib.
For two reasons, we did not implement it for the BFV scheme: firstly, there is
no software library that supports BFV bootstrapping; secondly, BGV and BFV
are known to be equivalent in terms of bootstrapping, and only differ in some
minor implementation details. Therefore, any performance discrepancy would
reflect the underlying arithmetic operations and not our improvements.

We give experimental results for general bootstrapping in Table 5 and for thin
bootstrapping in Table 6. The tables show capacity (number of bits in the
noise) and execution time. The factorization of the parameter m determines the
complexity of the linear maps (explained in [15]), but is not relevant for digit
removal. The regular plaintext modulus is p”, which is augmented to p® during
bootstrapping. The function composition method was not used for these tables,
since its effect is thoroughly analyzed in Section 5.1. All experiments were run
on a single-threaded Intel® Core™ i7-6700HQ CPU with 8 GB memory and
Ubuntu 22.04.1 LTS installed.

The “improvement” in the last row of Tables 5 and 6 was computed in the
amortized sense, i.e. as the ratio

old execution time new remaining capacity

improvement = - - . — —
new execution time old remaining capacity

We achieve a significant improvement for all tested parameter sets, ranging from
1.3%x to 2.6x. The speedups are higher for general bootstrapping than for thin
bootstrapping. The reason is that the general version requires multiple digit
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removals, whereas the thin version requires only one. In terms of noise capacity,
the advantage also tends to be in our direction. This is likely a consequence of
two facts: we replaced the lifting polynomial by the digit extraction polynomial
of lower degree; and the coefficients of our polynomials are smaller due to the
lattice trick.

5.1 Function Composition

Our implementation also includes the function composition approach, which
is asymptotically cheaper for high-precision plaintext spaces (i.e. large values
of r and e). We demonstrate its benefit in Table 7 for plaintext moduli up
to 2%9. For technical reasons (not inherent to the BGV scheme), HE1ib does not
support more than 59 bits of precision, so we could not test with higher values
than this. Furthermore, bootstrapping is only supported for p¢ < 230 [15], so
it is impossible to run bootstrapping with the parameter sets from Table 7.
We therefore show the results for digit extraction only. Finally, note that the
parameters e and ¢’ have the same meaning as in Section 4.3.

Table 7 has four values per column: the original built-in implementation;
our standard method without function composition; our method with partial
function composition; and our method with full function composition. The third
value of each column (partial function composition) is generated by applying
function composition to each row of Figure 5, except for the last one. The
motivation for this is as follows. Since the bottom right element of Figure 5
lies on the critical path, it determines the multiplicative depth of digit removal.
Turning this argument around, we can reduce the depth by not applying function
composition in the last row. In other words, there is a depth-efficiency trade-off,
where function composition favors efficiency and the standard method favors
depth.

The “speedup” in the last row of Table 7 was computed as the ratio between
the original approach and our three methods:

old execution time

speedup = - —.
new execution time

This cost measure ignores the remaining noise capacity, because we cannot
run the full bootstrapping procedure and therefore don’t have this number
available. Again, we achieve major speedups compared to HE1ib’s built-in digit
removal, ranging from 1.6x to 2.8x. Since digit removal is the main bottleneck,
bootstrapping would exhibit almost identical speedups.
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Table 5: General bootstrapping in HE1ib (original/ours).

Cyclotomic index m 127 - 337 101 - 451 43 - 757
Number of slots 2016 1000 2268
Params (p,r, e) (2,8,15) (17,4,6) (127,2,4)
Security level (bits) 81 78 66
Number of digit removals 21 40 14
Initial 1151 1136 1134

Capacity | Linear maps 100 147 140
(bits) Digit extract 307/298 541/514 671/712
Remaining 744/753 448/475 323/282

Execution Linear maps 134 150 290
fime (sec) Digit extract 2014/743 2665/1879 1407/863
Total 2248 /877 2815/2029 1697/1153

’ Improvement H 2.6x \ 1.5x \ 1.3x

Table 6: Thin bootstrapping in HE1ib (original/ours).

Cyclotomic index m 127 - 337 101 - 451 43 - 757
Number of slots 2016 1000 2268
Params (p,r, e) (2,8,15) (17,4,6) (127,2,4)
Security level (bits) 81 78 66
Initial 1151 1136 1134

Capacity | Linear maps 137 174 164
(bits) Digit extract 267,260 445/435 604,/640
Remaining TAT /754 517/527 366/330

Execution Linear maps 35 32 31
o (soe) | Diit extract 105/35 65/46 101/64
Total 140/70 97/78 132/95

| Improvement I 2.0x | 1.3x | 1.3x

Table 7: High-precision digit removal in HElib (original/our standard
method/partial function composition/full function composition).

Cyclotomic index m 42799 63973
Number of slots 2016 2592
Params (p,r, e, e’) (2,51,59,16) (3,32,37,6)
Security level (bits) 80 77
Capacity | Initial 1137 1335
(bits) Digit extract || 1049/991/970/1006 | 1142/1047/1103/1170
Execution time (sec) 180/100/67/64 191/151/124/119
Speedup 1.8%/2.7x /2.8 % 1.3%x/1.5x/1.6%
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6 Conclusion

Although polynomial functions over rings are commonly used in cryptography,
their properties are currently not well understood. This paper contributed
to the analysis of such polyfunctions, including existence, computation and
equivalence of polynomial representations, among other things.

Our theory is directly applicable to FHE bootstrapping: we found sparse
representations (either even or odd) for the digit extraction function, which is
the bottleneck in bootstrapping; we also proposed a new method to decompose
digit extraction into multiple stages, each of which can be evaluated with a
polynomial of low degree. Altogether, we observed speedups of up to 2.6x
for bootstrapping and up to 2.8x for digit removal, including our function
composition approach. Finding the optimal way to evaluate the polynomials
during bootstrapping, taking into account both noise growth and execution
time, remains an interesting open problem.
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Abstract. An oblivious Top-k algorithm selects the k& smallest
elements from d elements while ensuring the sequence of operations
and memory accesses do not depend on the input. In 1969, Alekseev
proposed an oblivious Top-k algorithm with complexity O(d log? k),
which was later improved by Yao in 1980 for small k < v/d.

In this paper, we revisit the literature on oblivious Top-k
and propose another improvement of Alekseev’s method that
outperforms both for large & = Q(v/d). Our construction is
equivalent to applying a new truncation technique to Batcher’s
odd-even sorting algorithm. In addition, we propose a combined
network to take advantage of both Yao’s and our technique that
achieves the best concrete performance, in terms of the number
of comparators, for any k. To demonstrate the efficiency of our
combined Top-k network, we implement a secure non-interactive
k-nearest neighbors classifier using homomorphic encryption as
an application. Compared with the work of Zuber and Sirdey
(PoPETS 2021) where oblivious Top-k was realized with complexity
O(d?), our experimental results show a speedup of up to 47 times
(not accounting for difference in CPU) for d = 1000.

1 Introduction

Outsourcing computation has been a popular solution to resolve modern
conflicts between large data collection versus limited local storage and
computational power. Stimulated by regulations such as the General Data
Protection Regulation (GDPR), data confidentiality received growing attention
in outsourced computation. Fully Homomorphic Encryption (FHE) is a powerful
cryptographic technique that allows arbitrary computations over encrypted

*Work done while the author was at COSIC, ESAT, KU Leuven.
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data without decrypting intermediate values. This interesting property enables
secure computations that are non-interactive and propels FHE into a key
privacy preserving technology [11,14,15,16,27,33]. With promising speedup
from hardware accelerators [4,5,18,29], which can be up to three orders of
magnitude faster than CPUs, FHE can soon provide feasible solutions for a
wider range of real-world, privacy preserving applications.

Despite its promising potential, developing efficient FHE programs remains
difficult. An important part of the inefficiency is the amplification in
computation complexity when a plaintext program is converted into a program
operating on the corresponding FHE ciphertexts. For example, in the
homomorphic evaluation of the if-else paradigm, each conditional statement
needs to be executed. By extension, when traversing a binary tree, the full tree
is touched instead of a single path. In other words, the data secrecy guaranteed
by FHE comes at the cost of increased computational complexity, even if the
overhead of FHE is low.

Data-oblivious algorithms in FHE. Fortunately, the increase in computational
complexity does not apply to data-oblivious programs where the sequence of
operations and memory accesses do not depend on the input. Therefore, data-
oblivious programs can be directly translated to their low-level FHE analogue.
In this sense, describing a high-level algorithm in a data-oblivious manner is an
FHE-friendly paradigm.

As an example, suppose we want to sort d encrypted elements homomorphically.
Then which sorting algorithm should we use? Quicksort and heapsort turn out
to be not data-oblivious, and realizing those homomorphically is impractical
despite their optimal time complexity of O(dlogd). In contrast, Batcher’s
odd-even merge sort [22] is a data-oblivious algorithm with time complexity
o(d log? d), and it can be realized homomorphically with the same complexity.

Additionally, the most appropriate cost measure depends on the FHE scheme.
In BGV [7], BEV [6,17] and CKKS [12], controlling the multiplicative depth
(i-e., the number of consecutive multiplications) of the sorting algorithm is
crucial. On the other hand, optimizing the algorithmic complexity is more
important in the TFHE [13] scheme.

Oblivious Top-k selection. Given d elements, a Top-k algorithm selects its
k smallest (or largest) elements, while the output elements are not necessarily
sorted. Top-k selection is an important building block for various applications,
in which the & most important records in a huge information space (consisting
of d records) are extracted by defining proper scoring functions and returning
those with the best ranks. Widely used examples include the k-nearest
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neighbors classification technique [23], recommender systems [20] and genetic
algorithms [26].

This work focuses on Top-k algorithms that are data-oblivious. Since oblivious
programs can be visualized as networks of low-level modules, the terms Top-k
network and oblivious Top-k are used interchangeably. Section 2 introduces the
basics of the network visualization.

Research into oblivious Top-k has a long history. In this work, we revisit the
complexity upper bounds for the oblivious Top-k algorithm derived by Alekseev
in 1969 [2], which was then improved by Yao in 1980 [36]. Alekseev proposed a
procedure to select the Top-k out of 2k elements, which can be generalized into
Top-k out of d elements with complexity O(dlog? k) [22]. This method provides
better asymptotic complexity than recent FHE realizations and also outperforms
those in practice. Yao, on the other hand, introduced an unbalanced recursive
procedure in [36, Lemma 3.2] to improve Alekseev’s for small k < v/d.

These results, however, have not received much attention so far. Recent
realizations of oblivious Top-k in secure computation either use an oblivious
sorting algorithm [21,34,37] or call oblivious Min (or Max) k times repeatedly
[8,9,19]. The complexity in the former method is not parameterized by k since
it always contains redundant comparisons, and the latter method results in
complexity O(kd), which grows linearly in k.

1.1 Our contributions

Firstly, we revisit Yao’s recursive approach for oblivious Top-k selection. We
observe that not all parameters d and k£ can be reduced to the recursive base
case (k=1 or k =2) in [36, Theorem 3.1]. Therefore, we fix this by handling
one more case using symmetry. This construction results in a Top-k network
with complexity O(dlogk) for small k < /d.

Secondly, we also propose another improvement of Alekseev’s method
independent of Yao’s. Specifically, we improve Alekseev’s order-preserving
merging procedure from O(klog? k) to O(klog k) by truncating Batcher’s merge.
As such, our network is essentially a truncated version of Batcher’s odd-even
sorting network with complexity O(dlog2 k), where redundant comparisons are
removed.

Since our truncated method is better for large k = Q(v/d) and Yao’s method
is better for small k, our third contribution is to introduce a combined
method which takes advantage of both. For concrete values of k£ and d, the
combined network recursively calls our truncated merge method or Yao’s method,
depending on which one uses fewer comparators. As such, the complexity of
our combined network is upper bounded by the better method of Yao’s and our
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truncated Top-k, and slightly improves on those methods for some parameters.
If £ and d are known in advance, the combined network can be preprocessed by
the server.

Lastly, to demonstrate the efficiency of our combined Top-k network, we present
non-interactive and secure k-Nearest Neighbors (k-NN) classification as an
application. We use the TFHE homomorphic encryption scheme to handle
large multiplicative depth efficiently, and our protocol is implemented in the
TFHE-1s! library. Compared with prior work [37], where oblivious Top-k was
realized with complexity O(d?), our experimental results show a speedup of up
to 47 times (not accounting for difference in CPU) for d = 1000 and k = 3.

1.2 Related work

Oblivious Top-k. To simplify the explanation, we denote an oblivious Top-
k out of d procedure as a (k,d)-selector. In 1969, Alekseev [2] proposed a
(k, 2k)-selector using sorting as a subprocedure. This method was generalized
to arbitrary d [22], which achieves a complexity of ([d/k] — 1)(2S(k) + k)
comparators for oblivious Top-k selection. We use S(k) to denote the number
of comparators in k-sorting (i.e., sorting k elements).

The above complexity was improved by Yao in 1980. Specifically, in the proof
of [36, Theorem 3.1], an unbalanced recursive procedure was introduced, which
yields better networks for small k. This recursive procedure will be discussed in
detail in Section 3.3.

Surprisingly, the constructions above have been ignored in research over the
past few decades. To our knowledge, recent data-oblivious Top-k solutions can
be categorised into three types:

o The first type applies a sorting algorithm directly, and then discards the
d — k irrelevant elements. For example, in a recent homomorphic k-NN
realization, Zuber and Sirdey [37] use sorting of complexity O(d?) to
achieve Top-k.

e The second type repeatedly finds the Min (or Max) using the so-called
tournament method [19], where inputs are compared pairwise and the
“winner” proceeds to the next stage. This requires O(kd) comparisons in
total.

o The third type is from hardware-related research [31]. This work builds
a bitonic Top-k algorithm by removing the unnecessary comparisons in
bitonic sorting, thereby achieving O(dlog? k). The number of comparators
in bitonic sorting is always higher than Batcher’s odd-even merge sort,

Thttps://github.com/zama-ai/tfhe-rs
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but it is useful in hardware designs due to a more cache-friendly memory
access pattern.

Secure k-NN classification. Chen et al. [9] proposed two secure k-NN
classifiers based on a mixture of homomorphic encryption and secure multi-
party computation. However, both versions use an approximate circuit for
Top-k selection and therefore do not necessarily return the nearest neighbors.
Additionally, their protocols are interactive, which makes them less suitable for
outsourced computation in the context of cloud computing.

The most closely related work is that of Zuber and Sirdey [37], who also propose
a non-interactive k-NN algorithm based on the TFHE scheme. The authors
use a specialized, FHE-friendly approach to perform the Top-k selection step,
known as the delta-matrix method. This technique is asymptotically worse
than standard sorting algorithms. Our approach differs in this key step where
we identify Top-k selection networks that involve fewer comparison operators.
The delta-matrix method can be extended with a counting operation (called
majority vote in [3]) to sum the results of the individual classes. However, this
step is not necessary in sorting-based approaches, because they allow us to
select the Top-k smallest elements directly.

Other related works are either very slow or rely on totally different security
models. For example, Shaul et al. [32] implement a secure k-NN algorithm
based on BGV homomorphic encryption [7] but they report an execution
time of several hours for a moderately sized dataset. A completely different
approach is taken by the SCONEDB model via a scalar-product-preserving
encryption scheme [35]. However, this protocol computes the query result in
the clear, which leaks useful information to the server. Another very recent
paper proposes a lightweight k-NN solution, but it needs to distribute trust
between two non-colluding servers [30].

2 Preliminaries on data-oblivious algorithms

This section introduces the network visualization of oblivious algorithms. We
also give an example of Batcher’s (dy, d2)-merging algorithm [22, Chapter 5].

A network comprises of interconnected basic modules. In the case of sorting
and selection networks, this basic module is a comparator. Figure 1 shows the
network of odd-even merge sort for d = 4, where inputs enter from the left
and a vertical line compares two elements. The comparator swaps the inputs
if the first one is greater than the second. By counting the number of vertical
lines and the number of vertical lines in series, we know that the algorithm
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|
D R

Figure 1: The basic module and the network of odd-even merge sort for d = 4.

mo min(mg, my
my max(mg, m;

has 5 comparators and a depth of 3. Here the depth refers to the number of
consecutive comparisons on the longest path from input to output.

2.1 Batcher’s merging network

A crucial component of many sorting networks (and our Top-k selection network)
is a merge procedure. Given two sorted arrays of size d; and ds, then a (dy, ds)-
merging algorithm produces a sorted array that contains the same elements.

Batcher’s merging network is specified in Algorithm 1 (vector indexing is done in
subscript). This algorithm is based on a recursive decomposition of the problem:
first, the input arrays are split into their even- and odd-index components.
Then the even- and odd-index arrays are merged separately via two recursive
calls. One can prove that, after these recursive calls, the smallest element is in
array v, the second and third smallest elements are either in array v or w (yet
not in the same one), and so on. As such, the result can be reconstructed by
pairwise comparison of the elements of the recursive calls.

Theorem 2.1. The (2¢,2%)-merge contains 2 -i + 1 comparators and has a
comparison depth of i + 1.

3 Top-k selection networks

3.1 Reuvisiting Alekseev’s Top-k network

Alekseev [2] proposed a merge procedure to construct a (k, 2k)-selector: partition
and sort two length-k arrays to obtain x and y, then compare and interchange

X with yx_1, X1 with yr_o, ..., Xx_1 with yq. (1)

This can be generalized into Top-k out of d elements by partitioning the inputs
into [d/k] length-k arrays and applying Alekseev’s procedure (two k-sortings
and k comparisons) [d/k]| — 1 times as in the tournament procedure [22]. It
solves the Top-k problem using ([d/k] — 1)(2S(k) + k) comparators, where
S(k) is the number of comparators for k-sorting. Realizing S(k) with practical
sorting networks (e.g., Batcher’s odd-even merge sort) leads to an asymptotic
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Algorithm 1 Batcher’s (dy, ds)-merge

Input: Two sorted arrays x (of size d1) and y (of size da)
Output: Sorted array that contains the entries of x and y
1: function MERGE(X,y)

2: if di - dy = 0 then

3: return (x,y)

4: else if d; - do = 1 then

5: return COMPARE(Xg,¥o)

6: else > Merge even- and odd-index components
7 v < MERGE((X0,X2; - - -, X2[d, /2]1-2)s (Y0, Y2, - - - » Y2[ds/2]—2))

8: W < MERGE((X1,X3, - -, X2(d, /2]-1)s (Y1, Y3, - +» Y2[do/2]~1))

9: z + (Vo, Wo, V1, W1,...)

10: for i < 1 to |(size(z) — 1)/2] do

11: (Zgi_l, Zgi) — COMPARE(ZQi_l, Zgi)

12: end for

13: return z

14: end if

15: end function

16: function COMPARE(z, y) > Comparator module
17: return (min(z,y), max(z,y))

18: end function

complexity of S(k) = O(klog® k), so this Top-k network consists of O(dlog? k)
comparators.

Reinterpretation as order-preserving merging. Let (d;, ds, k)-merge denote
an order-preserving merge where the inputs are two sorted arrays of length
dy and do, and the output is the sorted Top-k out of d; + ds elements. Then
Alekseev’s Top-k procedure can be reinterpreted into three steps:

1. sort [d/k] length-k arrays;

2. apply [d/k] — 2 times (k, k, k)-merge in the tournament manner, where
each merge consists of the procedure from (1) and a k-sorting of the
output;

3. apply the procedure from (1).

In step 2, each (k, k, k)-merge has complexity S(k) + k. Using practical sorting
networks, such as Batcher’s odd-even sorting network, leads to complexity
O(klog® k) for (k, k, k)-merge.
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3.2  QOur truncated sorting network

Our order-preserving merging. We achieve (k, k, k)-merges differently: we
observe that Batcher’s (dy, d2)-merge in Algorithm 1 is order-preserving with
an output array of length dy + ds. Since only the Top-k smallest elements are of
interest, directly running Batcher’s (d1, ds)-merge would be excessively costly.
Instead, we generalize the merging step from Algorithm 1 into Algorithm 2,
which removes redundant comparisons and outputs at most k£ elements.

Algorithm 2 Our truncated (di, da, k)-merge

Input: Two sorted arrays x (of size d; < k) and y (of size dy < k) and k > 0
Output: Sorted array that contains the entries of x and y, or their k smallest
entries if k < dy + do

1: function MERGE(x,y, k)

2 if d; - dy = 0 then

3: z + (x,y)

4: else if d; - dy = 1 then

5 z < COMPARE(Xg, ¥0)

6 else > Merge even- and odd-index components

7 ) V<—MERGE((X07X27...,Xgl'dl/g“_g),(ymyg,...,y2"d2/2"_2)7 |_k/2J+
1

8: W <— MERGE((Xl,Xg, . 7X2[d1/2jfl)a (yl,yg7 . ’Y2Ld2/2jfl)’ I_k/QJ)

9: z < (vo, Wo, Vi, Wq,...)

10: for i < 1 to |(size(z) — 1)/2] do

11: (Z2i71, Zgi) — COMPARE(ZQZ',h Zgi)

12: end for

13: end if

14: return TRUNCATE(z, k)

15: end function

16: function TRUNCATE(X, k) > Truncate to k elements

17: i + min(size(x), k)

18: return (xo,...,X;—1)

19: end function

Theorem 3.1. The truncated (k,k, k)-merge contains O(klogk) comparators
and has a comparison depth of O(logk).

Note that our order-preserving merge procedure is not only asymptotically
better than Alekseev’s O(klog2 k), but is also better in practice: as Figure 2
shows, it contains fewer comparisons for a small value of k = 3.
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(a) Alekseev’s (b) Ours

Figure 2: Two constructions of a (3, 3, 3)-merge network.

Our truncated sorting network. Realizing step 2 in Alekseev’s Top-k with our
truncated (k, k, k)-merge is essentially a truncated version of Batcher’s odd-even
sorting algorithm, where the Top-k elements are selected in a recursive approach.
As can be seen in Algorithm 3, we split the initial array into two parts, find
the Top-k elements of these two parts recursively, and then call Algorithm 2 to
compute the final result.

Moreover, our Algorithm 3 also improves the input partitioning in Alekseev’s
step 1. Specifically, we observe that the truncated network is more efficient
if the chunk size is chosen as a multiple of y = 2/1°8*1 We therefore use the
following heuristic: if d > p, the first chunk’s size is computed as a multiple of
w that is close to d/2. Otherwise, the first chunk’s size is equal to [d/2]. The
second chunk simply consists of the remaining elements (i.e., the ones that are
not in the first chunk). As an example, the resulting network for d = 16 and
k = 3 is shown in Figure 3, where each box represents a merging procedure.

T
EEEI | 1 1
1
1
1
1
1
1 1
1
1
1
1

Figure 3: Our network for finding the 3 smallest values out of 16, which has
35 comparators and depth 9. Boxes visualize our truncated (d, d, 3)-merge for
d=1,2,3,3 from the leftmost to the rightmost box.
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Algorithm 3 Our truncated odd-even merge sort

Input: Array x (of size d > 0) and k > 0
Output: Sorted array that contains the entries of x, or its k smallest entries if
k<d

1: function SORT(x, k)

2 if d =1 then

3 return x

4 else > Sort two chunks separately and merge
5: i < CHUNKSIZE(d, k)

6 V SORT((Xo,...,Xifl),kJ)

7 W — SORT((Xi,...,Xd_l ,]{i)

8 return MERGE(v,w, k)

9 end if
10: end function
11: function CHUNKSIZE(d, k) > Compute size of first chunk
12: < 2Mlogkl
13: if d < p then
14: return [d/2]
15: else
16: return 4 - [d/(2p)]
17: end if

18: end function

Theorem 3.2. Our network for finding the k smallest elements out of d has
time complexity O(dlog? k) and depth O(logd - log k).

Proof. For the ease of asymptotic analysis, we restrict the parameters d and k
to powers of two. In this case, the full algorithm reduces to Batcher’s odd-even
sorting network until obtaining d/k sorted arrays of size k, and then performing
the (k, k, k)-merge recursively as in the tournament method.

Using Theorem 3.1, the comparison depth is
d
14+2+...+1logk+ O(logk) -logE = O(logd - log k),

and the total number of comparisons is

log k

log k
d -1 d d
252 1)+1)+(9(klogk;)-k—(’)<22 z+dlogk>

i=1

= O(dlog? k).
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Figure 4: The number of comparisons U(k,d) in selecting the Top-k elements
out of d = 40 using the method in SPM18 [31], Alekseev’s method and our
truncated network. The number of comparisons is shown only for 1 < k < d/2
as U(k,d) = U(d — k,d) by symmetry.

Note that our Algorithm 3 always outputs sorted results, but the output of the
Top-k problem does not need to be sorted. Therefore, two more optimizations
are incorporated in the implementation: (1) if k > d/2, we can exchange the
roles of k and d — k (this will be explained in more detail in Section 3.3); (2)
the last merge box can be replaced by Alekseev’s merge procedure [2], where
only di 4+ d2 — k comparators are used.

Comparison with related work. To the best of our knowledge, there exist three
Top-k methods of complexity O(dlog?® k): Alekseev’s procedure (Section 3.1), a
method based on bitonic sorting [31], and our method from Algorithm 3. Despite
the same asymptotic complexity, our algorithm has the fewest comparators,
following the explanation in Algorithm 3 and Section 1.2. An example of d = 40
is presented in Figure 4. Note that the monotonicity in our Top-k is a result of
our input partitioning optimization.

3.3 Yao’s Top-£ selection network revisited

Yao [36] designed a Top-k selection network via direct recursion. Using |d/2]
comparators, the input is first partitioned into two halves x = (x1,...,Xfq/2])
and y = (y1,...,¥|as2)) such that x; <y; fori=1,...,|d/2]. At most [k/2]
elements of the desired output will be in array y, so we can use a (| k/2], |d/2])-
selector to find those elements. Then the output of this selector and array x
are given to a (k, [d/2] + |k/2])-selector, which produces the final result. An
example construction of a (4, 9)-selector is given in Figure 5.
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(4, 7)-selector

(2,4)-selector [

Figure 5: Recursive construction of a (4, 9)-selector using Yao’s method.

Theorem 3.3 (Yao [36]). The comparator count Uy (k,d) for Top-k using Yao’s
recursion satisfies

Uy (k,d) < dflog (k + 1)] + ¢ (log d)"# (EFD/DT,
where ¢, = O(kK*™*) and A\, = O(loglogk).

For small k < v/d, the complexity Uy (k,d) is dominated by the first term
d[log (k 4 1)]. This is asymptotically lower than our complexity of O(dlog? k)
(see Section 3.2). However, this is not true for k = Q(v/d), because the second
term in Uy (k, d) is asymptotically larger than O(dlog? k).

The pseudocode for Yao’s method is given in Algorithm 4. Next to the recursion
described above, multiple special cases are handled:

o If k=1 or k =2, we directly use the tournament method (pseudocode
for the tournament method is omitted for brevity).

o We observe that if £ > d/2, one can reduce the number of comparators by
exchanging the roles of k and d — k: instead of computing the k& smallest
elements, we find the d — k largest elements and return the remaining ones
(made explicit by the set difference on line 8). The reverted functionality
is called YAOSWAP and returns the largest entries instead of the smallest
ones.

3.4 Combined network

Since our truncated method is better for large k = Q(v/d) and Yao’s method
is better for small k, we combine them into one oblivious Top-k network for
improved performance. More specifically, the combined network recursively
calls our truncated merge method or Yao’s method, depending on which one
uses fewer comparators. As Figure 6 shows, the complexity of our combined
network is upper bounded by the better method of Yao’s and our truncated
Top-k, and it slightly improves on those methods for some parameters. This
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Algorithm 4 Yao’s Top-k selection network

Input: Array x (of size d > 0) and 0 < k < d
Output: Array that contains the k smallest entries of x
1: function YAO(x, k)

2 if k=1 then

3 x <+ TOUR(x)

4 else if k£ =2 then

5 (XQ,XQ,...7Xd,1) (—TOUR(Xo,Xg,...,del)

6: (x1,X2,...,X4—1) < TOUR(X1,X2,...,Xd—1)

7 else if £ > d/2 then > Exchange k with d — k
8 return x \ YAOSWAP(x,d — k)

9: else > Denote x;.j = (xi,...,X;)
10: base <— (d mod 2) — 1
11: for i < 1 to |d/2| do
12: (Xbase+ia dei) — COMPARE(Xbase+i, dei)
13: end for
14: X[d/2]...d—1 < YAO(X[asa1. .a—1, [k/2])
15: X0...[d/2]+k/2] -1 < YAO(Xo. [d/2]+|k/2)—1:F)
16: end if
17: return TRUNCATE(X, k)

18: end function

improvement is only possible because the values of d and k change dynamically
throughout the recursive calls of Yao’s method.

=+ Yao's
—+ Ours
—o= Combined

25000

20000

15000

10000

Number of comparisons

5000

1 51 101 151 201 251 301 351 401 451
k

Figure 6: U(k,d) in selecting the Top-k elements out of d = 1000 using the
network with our truncated merge, the network with Yao’s recursion and the

combined method. The number of comparisons is shown only for 1 < k < d/2
as U(k,d) = U(d — k,d) by symmetry.
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4 QOur k-NN protocol instantiated with TFHE

We introduce our application of Top-k to secure k-NN, which consists of two
phases: computation of the squared distances and finding the & closest vectors,
together with the corresponding class labels. This is done based on the TFHE
encryption scheme. Commonly used TFHE notations and symbols for the k-NN
classification are summarized in Table 1. In particular, we use (v, w) for the
dot product between two vectors v and w. We also define R = Z[X]/(XN + 1)
and Ry, = Z4[X]/(XYN + 1), where ¢ is a positive integer and N is a power of
two.

4.1 Threat model and security for k-NN

Similarly to previous works [9,37] on secure k-NN classification, our threat model
considers a semi-honest (honest-but-curious) server that follows the protocol
correctly, but tries to obtain information about the client from publicly known
data. To reach our security goals, the client encrypts its query before sending
it to the server. The database itself is owned by the server and therefore does
not need to be encrypted. After the homomorphic operation (via our protocol)
with the server’s data, the final output is also encrypted under the client’s key.
Since the data seen by the server is always encrypted, the client’s input privacy
is guaranteed by the IND-CPA property of TFHE. Our work does not consider
model privacy, so the client might infer information about the server’s database.

4.2 TFHE building blocks

TFHE ciphertexts and basic operations. The TFHE scheme [13] uses several
ciphertext types based on the (ring) learning with errors problem [25,28]. Each

Table 1: List of symbols for the TFHE scheme and the k-NN classification.

Meaning ‘ Symbol
The LWE/RLWE dimension n/N
The standard deviation of the noise o
The gadget base/size g/t
The plaintext/ciphertext modulus t/q
The size of the database d
The vector dimension of the database ¥
The desired number of nearest neighbors k
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ciphertext contains a noise or error term e that is added during encryption and
removed during decryption. The ciphertext types are the following:

LWEs(m) = (a1,. .., an,b) € Zi*!, where

n
b:Z—ai~si—|—A-m—|—e.
i=1

The message m € Z; (with ¢ < ¢) is encoded in the ciphertext under
a scaling factor A = ¢/t. We call ¢t the plaintext modulus and ¢ the
ciphertext modulus. For LWE ciphertexts, the secret key is a vector
s = (81,82,...,58n).

RLWE,(m) = (a,b) € RZ, where b= —a - s+ A -m+e. Both the message
m € R, and the secret key s are polynomials.

To distinguish between these types, LWE ciphertexts will be written as ¢ and
RLWE ciphertexts as c. Homomorphic computations are built from the following
operations over the ciphertext space:

SampleExtract(c,7) — c: this procedure extracts one coefficient of a
plaintext element encrypted as an RLWE ciphertext into an LWE
ciphertext. It takes ¢ = RLWE4 (M (X)) and an index 0 < i < N, and
outputs ¢ = LWEg(M;), where M; is the i-th coefficient of M (X). The
entries of the LWE key s will be equal to the coefficients of the RLWE
key s.

M(X)-c — ¢ this procedure multiplies a plaintext element by an RLWE
ciphertext. Specifically, it takes M(X) € R; and ¢ = RLWE;(m), and
outputs ¢ = RIWE,(M(X) - m).

c1 + ¢a — ': this procedure adds two RLWE ciphertexts. Specifically,
it takes ¢y = RLWE4(mq) and ¢y = RLWE,(m3), and outputs ¢ =
RLWE,(m1 + m2). Note that this procedure can also take a ciphertext
and a plaintext element instead of two ciphertexts.

KeySwitch(c;, ksk) — ¢: this procedure converts a set of LWE ciphertexts
(indexed by ¢) to an RLWE ciphertext. The output RLWE ciphertext
encrypts the same set of numbers (coefficient-wise) as the input LWE
ciphertexts.

Bootstrap(c, bk, f) — ¢’: this procedure reduces the noise of the input
LWE ciphertext, while at the same time evaluating a negacyclic function f
(i.e., it needs to satisfy f(m +t/2) = —f(m)). If the function is unknown,
we need to initialize the procedure with an encrypted accumulator. This
is a ciphertext RLWE(T'(X)) that encodes the desired function, obtained
via KeySwitch. The test polynomial T(X) depends directly on the function

1.
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Homomorphic computation of the squared distance. One essential building
block of k-NN classification is computation of the squared distance between an
encrypted target vector and a cleartext data point. We adapt the method of
Zuber and Sirdey [37] to compute the squared distance between a target vector
and a model vector efficiently. Their method actually computes the difference
between two squared distances, but we need the squared distance itself to be
compared in the sorting network.

We are given one target vector ¢ € Rg (the client’s encrypted input), which is
an RLWE ciphertext that encodes v € Z;. And we have a model vector w € Z]
stored in the database. We assume that the model vector is given in cleartext
since the server owns the database in our scenario. The goal here is to compute
|[v—w|%=|v|3—2-(v,w)+ |[w|3 homomorphically. To do this, the model
vector is encoded in two ways:

y—1 ~—1
M(X) = ZW’Y—i—l - X" and M'(X) = <ZW3> . x71
i=0 =0

Similarly, the target vector v is encrypted as

v—1
¢ = RLWE, (Z Vi X) (2)
1=0

y—1
¢ = RLWE, ((Z v§> -X“) .
=0

Then the squared distance between the encrypted target vector ¢ and the model
vector w can be computed as

and

d'=c -2M(X) - c+ M'(X). (3)

The result computed in (3) is an RLWE ciphertext that encrypts a polynomial,
the (v — 1)-th coefficient of which gives us the squared distance. Therefore, we
run SampleExtract(c”,y — 1) to get LWEs(||v — w||3), which works if v < N.

An optimization. It is sufficient for the k-NN application to compute the
squared distances between target and model vectors up to a certain constant.
In particular, since the ciphertext ¢’ is identical for each squared distance, it
can simply be removed from (3) and we obtain

"= -2M(X) -c+ M (X). (4)

This reduces the communication between client and server by 50% as now only
one RLWE ciphertext is sent.
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Comparison operations. Comparing two encrypted numbers can be done
with programmable bootstrapping. For example, Zuber and Chakraborty [8]
proposed two homomorphic comparison operators to build min and argmin
functions. Apart from the minimum and its argument, our protocol also requires
the maximum and its argument, so we implement a different algorithm.

We are given four ciphertexts cg = LWEg(mg) and ¢; = LWEg(m;), and their
corresponding labels ¢f = LWEg(my) and ¢ = LWEg(m}). We need to compute
the following four results:

e An LWE encryption of min(mg, mq).

e An LWE encryption of max(mg,m1).

o An LWE encryption of m} with ¢ = arg min(mg, my).
/

o An LWE encryption of m} with ¢ = arg max(mg, my).

First, we homomorphically compute the difference of the squared distances as
¢’ = ¢g — ¢; = LWEg(m), where m = mg — m;. This ciphertext encrypts a
positive number if m; < mg. The input ciphertext of bootstrapping is set to
c’, which serves as a selector. The minimum can now be computed with the
function
f(m):{mo ?f t/4<m<0 (5)
mq if 0 <m< t/4

Here we only consider the domain (—¢/4,t/4) to guarantee that f is negacyclic.
The test polynomial can now be constructed as

N/2—1

N-—-1
T(X)= > m-X'— > mg- X',
=0

i=N/2

where we used f(m) = —f(m —t/2) = —my for t/4 < m < t/2. Similarly, the
test polynomial for arg min can be constructed by replacing mg and my with mg
and m] in (5). Note that these four values are actually encrypted, so both test
polynomials are obtained via KeySwitch on ¢y, c1, ¢f and c¢f. Finally, observe
that the maximum can be computed as max(mg, m1) = mg+my —min(mg, my)
and similarly for arg max.

4.3 The protocol

Squared distance computation. First, the client encrypts the target vector
using (2) and sends it to the server. Then, for each model vector, the server
evaluates the formula in (4) and extracts the (7 —1)-th coefficient to compute its
squared distance. The result of the distance computation satisfies ||v—w/||3 < t/4,
such that the comparators can be built using (5). Although our protocol uses
the Euclidean distance between target and model vectors, one could also replace
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(m()7 mé)) (min(mo, ml)’ m;rg min(mo,ml))
(m17 mll) (max(m07 ml)’ m;rg max(mo,ml))
Figure T7: An augmented comparator, where argmin(mg, m;) and

arg max(mg,mq) refer to the indices (either 0 or 1) of the minimum and
maximum element.

this by essentially any distance metric that can be computed efficiently with
FHE.

Precision reduction (optional). The squared distances may be computed using
a large plaintext modulus (#4st), but the input of programmable bootstrapping
(PBS) expects a small plaintext modulus (we need tsonr < 2N). If the two
plaintext moduli are different, we need to perform a precision reduction, which
can be done with one subtraction and one bootstrapping operation for every
squared distance. The subtraction is necessary because we need to “recenter”
the plaintext space. For example, consider plaintext moduli tgiss = 2 - tsort,
and their scaling factors 2 - Agiss = Asort. Encoded plaintexts of the form
(my; - Agist, (m; +1) - Agist) are mapped to (m;/2) - Agore since we want to reduce
the precision by one bit in this example. Before bootstrapping, the center
of (m; + Agist, (m; + 1) - Agist) needs to be at (m;/2) - Agort = My - Agist- As
such, we need to subtract Agist/2 from the initial plaintext and then perform
bootstrapping with the identity function. This method easily generalizes to the
case where tgo is any multiple of g;st.

Precision reduction is only necessary if 7y is high or if the precision of every
element in the feature vector is large in comparison to ts. Section 5 shows
that precision reduction is necessary for MNIST but not for the breast cancer
dataset.

The Top-k selection network. To instantiate our Top-k network for privacy
preserving k-NN, we need a comparator that also outputs arg min and arg max
(to represent the label) next to the minimum and maximum. This comparator
is visualized in Figure 7 and its instantiation is described in Section 4.2.

Using the squared distance values as the scoring function, we then apply our
combined Top-k network composed of augmented comparators. The output of
this phase is a set of kK LWE ciphertexts that encrypt the predicted class labels,
which are sent back to the client for decryption. Finally, the client computes
the most common class label in the clear via majority voting. This is acceptable
for most use cases as typically k is much smaller than d.
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Noise growth of our protocol. Programmable bootstrapping is used to lower
the noise level of its input, and computing a non-linear function at the same
time. However, even though homomorphic comparisons are implemented with
bootstrapping, the squared distances are never refreshed during the sorting
phase. This is because the accumulator is generated by KeySwitch and is
therefore a noisy ciphertext. Yet, both datasets tested in the next section
have an output noise that remains at least 10 bits below the 64-bit ciphertext
modulus. This is sufficient to support a plaintext precision of 10 bits without
requiring extra bootstrapping operations.

5 Evaluation

5.1 Implementation and experimental setup

Our prototype implementation is written in the Rust programming language
using the TFHE-1s2 library. The source code can be found on GitHub.? All
experiments in this section are executed on machines with Intel(R) Core(TM)
i9-9900 CPU @ 3.10 GHz using the Ubuntu 20.04 operating system. Our
implementation supports multi-threading in the sorting network, i.e., if two
comparators are on the same level in the network, then they may be executed
in parallel.

Our experiment uses (a reduced version of) two datasets: the MNIST* and
breast cancer® datasets. We preprocess the MNIST dataset in two ways: (1)
the images are downsized to 8 x 8 pixels which are feature vectors of length
~v = 64; (2) elements in every feature vector are converted to ternary values.
The breast cancer dataset has v = 32 and we preprocess the feature vectors
to use binary values. This kind of preprocessing is similar to [37] where the
authors also convert the MNIST images to 8 x 8 pixels and divide values by
300.

We run our privacy preserving k-NN protocol using different values of d and &
for both datasets and report the timing, accuracy and bandwidth results below.
All experiments are done with the best feature vectors as the model. This is
done by creating 10,000 plaintext models at random and selecting the one that
gives the highest accuracy when evaluated on all the possible test vectors. Then
we average prediction/inference over 200 randomly selected test vectors.

?https://github.com/zama-ai/tfhe-rs

Shttps://github. com/KULeuven—-COSIC/ppknn

4https://archive.ics.uci.edu/ml/datasets/optical+recognition+of+handwritten+
digits

Shttps://archive.ics.uci.edu/ml/datasets/Breast+Cancer+Wisconsin+(Diagnostic)
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Table 2: The TFHE parameters used in our experiments. Note that when
the homomorphic computation is done, the most significant bit is reserved for
padding. Hence if ¢ = 2°, then the actual message uses i — 1 bits.

Parameter ‘ Value
LWE dimension (n) 856
RLWE polynomial degree (V) 4096
LWE standard deviation (opwe) 244
RLWE standard deviation (ogriwe) 22

Decomp params bootstrapping (g, ¢) (2221)
Decomp params LWE-to-LWE (g, £) (2%,6)
Decomp params LWE-to-RLWE (g,¢) | (2%3,1)

Ciphertext modulus (q) 264
Plaintext modulus (¢sort) 26
Plaintext modulus MNIST (#gist) 29
Plaintext modulus breast cancer (tgist) 26
Dataset message space MNIST 73
Dataset message space breast cancer Zo

The TFHE parameters are given in Table 2. These parameters are adapted from
TFHE-15.5 We make a distinction between the plaintext modulus for distance
computation (tgist) and sorting (fsort). That is, if t4ist # tsort, then the precision
reduction step from Section 4 needs to be used. Our definition of the plaintext
modulus includes the padding bit. This extra padding bit is necessary to satisfy
negacyclicity when the data is encoded. For example, if the plaintext modulus
is t = 29, then the message space is 5 bits since one bit is reserved for padding.
The parameters from Table 2 guarantee 128 bits of security [1].

The sections below primarily report the computation time and bandwidth.
Memory usage is not detailed since it is not a significant overhead in our
construction. Namely, our biggest experiment (d = 1000, k = L\/EJ) used

only 700 MB of memory. Bootstrapping and key switching keys dominate the
memory usage.

5.2 Computation time

The computation time and accuracy probabilities for the MNIST dataset are
shown in Table 3, together with the results taken (and extrapolated) from [37].

Shttps://github.com/zama-ai/tfhe-rs/blob/release/0.1.x/tfhe/src/shortint/
parameters/mod.rs
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Modulo the difference in CPU (we estimate that our CPU is at most two times
faster than theirs), the wall-clock time ranges from 1.7x to over 47x faster
than prior work [37] while maintaining a good level of accuracy.

The main reason for our acceleration is the performance gain in the costly Top-k
selection step. In the delta-matrix method of Zuber and Sirdey [37], a d x d
matrix is constructed. Each element at position (4,7) in the matrix is 0 if the
target vector is closer to the i-th model vector than to the j-th vector, and 1
otherwise. As such, building the matrix itself requires (d?> — d)/2 comparison
operations, then additional scoring operations are needed. In comparison, our
Top-k network scales linearly with d and quadratically with log k.

Additionally, this experiment demonstrates the effect of precision reduction.
Starting with 9 bits of precision for the distance computation, we reduce to 6
bits before the start of the sorting network. From the results, we see that this
has very little effect on accuracy (note that precision reduction is not applied
in the “Clear accuracy” column).

Table 3: Computation time and accuracy for the MNIST dataset. The distance
computation is performed using 9 bits of precision, then it is converted to 6 bits
before running the selection network. The computation times prefixed with ~
are estimated using extrapolation. The number of parallel threads is 7.

Duration (s) Comparators Accuracy
k | d B7] | r=4]7=1 [37] | Ours | Clear | FHE
3 40 30 8.7 17.5 780 93| 081 ] 0.79
175 696 31.9 78.1 15225 431 0.94 | 0.94
269 1524 474 | 119.5 | 36046 666 | 0.95 | 0.94
457 4248 78.9 | 202.3 | 104196 | 1136 | 0.98 | 0.97
1000 || ~ 20837 | 168.0 | 441.1 | 499500 | 2493 0.98 | 0.96
5 40 ~ 33 11.6 25.5 780 125 | 0.74 | 0.73
175 ~ 636 43.1 | 112.7 | 15225 598 | 0.92 | 0.90

269 ~ 1505 62.7 | 173.0 | 36046 928 0.94 | 0.93
457 ~ 4351 | 105.0 | 291.1 | 104196 | 1586 0.97 | 0.97
1000 || ~ 20859 | 227.5 | 642.3 | 499500 | 3485 0.98 | 0.96

[\/&J 40 ~33] 131 281 780 | 143 | 0.75 | 0.74

175 ~ 639 68.4 | 171.8 15225 | 1015 0.89 | 0.89
269 ~ 1516 | 117.7 | 3104 | 36046 | 1789 0.95 | 0.94
457 ~ 4402 | 209.0 | 530.2 | 104196 | 3412 0.95 | 0.94
1000 || ~ 21410 | 455.8 | 1252 | 499500 | 9121 0.98 | 0.97
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Similarly, the computation time and accuracy probabilities for the breast cancer
dataset are presented in Table 4. For this dataset, there is no precision reduction
step (i.e., taist = tsort), because vy is low, the feature vectors are somewhat sparse
and we preprocess the data to have binary feature vectors. Since our plaintext
modulus is only 6 bits (one bit is reserved as the padding bit and another one
for the sign), the squared distance cannot exceed 4 bits. As such, we have some
errors when compared to the plaintext algorithm since the result may overflow
into the padding bit occasionally. Fortunately, the overflow does not happen
often and our FHE accuracy closely trails the plaintext accuracy.

Table 4: Computation time and accuracy for the breast cancer dataset. No
precision reduction is performed. The computation times prefixed with ~ are
estimated using extrapolation. The number of parallel threads is 7.

Duration (s) Comparators Accuracy
k | d B7] | 7=4| 7=1| [37] | Ours | Clear | FHE
3 10 4 1.8 3.2 45 18 0.94 | 0.92

30 ~ 18 5.0 11.5 435 68 | 094 | 0.94
50 ~ 51 7.4 19.0 | 1225 118 | 0.94 | 0.94
200 || ~ 830 25.5 76.0 | 19900 493 | 0.95 | 0.94

5 10 ~ 2 2.2 4.2 45 21 0.91 | 0.88
30 ~ 18 7.5 16.7 435 91 0.95 | 0.93
50 ~ 52 11.6 28.8 | 1225 161 0.96 | 0.95
200 || ~ 831 40.2 | 114.6 | 19900 685 0.96 | 0.96

[\/EJ 200 || ~836 | 69.9 | 185.7 | 19900 | 1234 | 0.95 | 0.95

5.3 Bandwidth

Both our solution and [37] require bootstrapping for the computation, so
evaluation keys should be sent at the setup phase. This costs 160 MB in our
case, smaller than 200 MB of [37]. We use three different evaluation keys: two
key switching keys (53.5 MB) and one bootstrapping key (107 MB) which takes
the dominant part of the whole key size. On the other hand, the previous work
uses two different bootstrapping keys, leading to higher memory consumption.
We note that the evaluation key size is not considered as online bandwidth in
both works, since it is only sent once and reused for the repeated computation.

After executing our protocol, the server returns the k selected labels, which are
in the form of LWE ciphertexts. Therefore, the answer size would be k times 6.7
KB. As an optimization, we can easily pack k LWE ciphertexts into an RLWE
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ciphertext almost for free as long as k < N [10]. We can also reduce the size of
the answer by switching the modulus from 64 bits to 32 bits [7] and reduce the
degree of the polynomials from 4096 to 1024 by key switching. The resulting
answer has a size of 8 KB, which is smaller than k& LWE ciphertexts for k > 2.

6 Conclusion and future directions

Top-k selection algorithms are broadly used in various applications, and secure
computation highly benefits from the obliviousness of Top-k selection. We
revisited the constructions by Alekseev (1969) and Yao (1980), and then
proposed additional improvements for k = Q(\/Zi) Our resulting combined
Top-k network has complexity O(dlog? k) in general and O(dlogk) for small
k< V.

The efficiency of our combined Top-k network is demonstrated with an
application: homomorphic k-NN classification. Compared with the state of
the art [37], where oblivious Top-k was realized with complexity O(d?), our
experimental results show a speedup of up to 47 times.

Future directions. Our TFHE instantiation of k-NN quantizes values (of 8 bits
or more) down to binary or ternary values, in order to work with the restricted
plaintext space. This step affects the accuracy of our secure k-NN protocol.
In the future, we hope to investigate techniques that would support plaintexts
with large precision, for example as proposed by Liu et al. [24].

Although our combined Top-k network has the best performance compared to
existing methods, it does not give the optimal asymptotic complexity O(d log k)
for all parameters. Further improvements would therefore be interesting.
Moreover, many secure computation applications include oblivious Top-k as
a building block. It would also be interesting to incorporate our solution to
improve the performance of those applications.
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Abstract. Privacy-preserving decision tree evaluation (PDTE)
allows a client that holds feature vectors to perform inferences
against a decision tree model on the server side without revealing
feature vectors to the server. Our work focuses on the non-
interactive batched setting where the client sends a batch
of encrypted feature vectors and then obtains classifications,
without any additional interaction. This is useful in privacy-
preserving credit scoring, biometric authentication, and many
more applications.

In this paper, we propose two novel non-interactive batched PDTE
protocols, BPDTE_RCC and BPDTE_CW, based on two batched
ciphertext-plaintext comparison algorithms, our batched range
cover comparison (RCC) comparator and the constant-weight
(CW) piece-wise comparator, respectively. When comparing 16-
bit batched encrypted values to a single plaintext value, our
comparison algorithms show a speedup of up to 72x compared to
the state-of-the-art Level Up (CCS’23). Moreover, we introduced
a new tree traversal method called adapted SumPath, to achieve
O(1) complexity of the server’s response, whereas Level Up has
O(2%) complexity for a depth-d tree and the client needs to look
up classification values in a table. Overall, our PDTE protocols
attain the optimal server-to-client communication complexity and
are up to 17x faster than Level Up in batch size 16384.

1 Introduction

In the era of big data, machine learning (ML) has emerged as a powerful tool
to connect data and extract valuable information. Many well-known companies

*Work partially done while the author was at COSIC, ESAT, KU Leuven.
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such as Amazon, Microsoft and IBM are present in this market by providing
machine learning as a service (MLaaS). Namely, the cloud server holds a pre-
trained machine learning model and provides useful service by performing
inference with clients’ data.

However, clients’ data may be confidential and sharing it in the clear with
the server can threaten their privacy. This leads to rising interests in privacy-
preserving machine learning protocols [11,12,23,34]. This work focuses on
Private Decision Tree Evaluation (PDTE) [1,11,18,23,28,29], where the server
holds a decision tree classification model and the client obtains the inference
result without revealing the input data.

In particular, the focus of this work is on non-interactive batched PDTE. Non-
interactive implies the client sends a query and receives the output without
additional interactions with the server. This allows the client to stay offline
during the evaluation process and achieve full outsourcing. Two recent works,
SortingHat [11] and Level Up [23] use homomorphic encryption (HE) for non-
interactive PDTE. In particular, SortingHat uses schemes such as TFHE [10] and
FINAL [3], outperforming for single-query scenarios, whereas Level Up employs
the levelled BFV [5,14] scheme, which supports homomorphic evaluations in a
SIMD (Single-Instruction Multiple-Data) manner.

Batched PDTE allows evaluations of the same decision tree for multiple samples
in parallel. Precisely, for a fixed decision tree held by the server and a client
with multiple feature vectors as inputs, batched PDTE allows the client to send
and receive once, instead of sending these feature vectors over and over to get
the inference result of each. This could be useful in PDTE applications, e.g.,
when a bank outsources a credit-scoring decision tree and needs evaluations for
various applicants without revealing their profiles [9,19,32].

Our work focuses on the batched PDTE using BFV, and our newly-proposed
protocols, BPDTE_RCC and BPDTE_CW, outperform Level Up for large batch
sizes (e.g. > 2100). Since PDTE consists of ciphertext-plaintext comparisons in
decision nodes and a tree traversal procedure for aggregation, these building
blocks are improved in Section 3 and Section 4, respectively.

In Section 3, we propose two batched ciphertext-plaintext comparisons, our
batched RCC comparator and the constant-weight piece-wise comparator, which
are based on the prior RCC comparator [23] and folklore bit-wise comparator [15,
22,23]. By fully exploiting the fact that batched encrypted values are compared
to a single plaintext value, we achieve up to over 72x speedup for 16-bit numbers
while maintaining a low multiplicative depth.

Moreover, Level Up uses SumPath for tree traversal, where the amortized
response of the server is O(2¢) for a decision tree of depth d and the client needs
to look up classification values in a table. This further restricts the extension of



PRELIMINARIES 145

decision tree evaluations to tree ensembles. Therefore, we introduce an adapted
SumPath in Section 4, where the amortized response of the server is O(1) at
the cost of O(log, d) multiplicative depth.

By combining the adapted SumPath with batched ciphertext-plaintext com-
parisons, our two batched non-interactive PDTE protocols, BPDTE_RCC and
BPDTE_CW, avoid the client looking up classification values and are also up
to 17x faster than Level Up in batch size 16384.

1.1 Related Work

In interactive PDTE, the client and server communicate multiple rounds and
perform a secure two-party computation. Previous protocols in [2,4,8,30] fall
into this category, and an enlightening survey of PDTE was presented in [18].
With sufficient bandwidth, decision tree training is also feasible, as in [20, 33].
Interactive protocols, however, do not support computation outsourcing since
the client needs to be online during the evaluation.

For non-interactive PDTE, SortingHat and Level Up are the respective state-
of-art using non-batched FHE such as TFHE and batched data via BGV/BFV.
Other prior works include [31] and [28] using additive homomorphic encryption,
[21] that improves non-interactive comparisons, [1] that uses private information
retrieval (PIR) in tree traversal, and Tueno et al. [29] that firstly made non-
interactive PDTE practical. A concurrent work [26] evaluates binary decision
trees in a ciphertext-ciphertext operation setting based on CKKS and proposes
a decision tree training method. Their protocol uses the SIMD packing method
to run a protocol per an input efficiently by mapping one tree model into one
ciphertext, therefore, the purpose of using SIMD packing is different to ours.

2 Preliminaries

2.1 Notation

Bold symbols such as a denote arrays of elements. The notation afi] denotes
the i-th element in a, and a[i, j] denotes the sub-array from the i-th element to
the j-th element (both inclusive) in a. The first element in the array has index
1. The notation 1; denotes the binary output of evaluating the condition f,
which equals 1 if f holds and 0 otherwise.
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2.2 Decision Trees

A decision tree represents a function 7 : X — {0,...,k — 1} which maps an
n-dimensional feature vector into a classification value. The function 7 contains
m decision nodes organized hierarchically in depth d, together with m+1 leaves,
each associated with a value in {0,...,k — 1}. Table 1 presents a complete list
of symbols used in a decision tree.

The decision tree evaluation amounts to traversing a path from the root node to
a resulting leaf, whose associated classification value is returned as the output.
Precisely, each decision node compares an input feature x; to a pre-trained
threshold value y;, yielding b <= 1,,>,,. If b = 1, the evaluation proceeds to
the right child node; otherwise, it moves to the left child node. As such, the
evaluation path contains at most d decision nodes and ends up in an output
leaf, whose corresponding classification value is returned.

2.3 Levelled Homomorphic Encryption

Levelled homomorphic encryption (LHE) such as BGV [6] and BFV [5, 14]
allows evaluations of bounded-depth circuits without knowing the secret key.
In practice, applications with higher multiplicative depth necessitate larger
LHE parameters, consequently resulting in higher communication, storage and
computation costs. Hence, algorithms with reduced multiplicative depth are
preferred for LHE.

For BGV/BFV, the ring R = Z[X]/ (X + 1) where N is a power of 2 is widely
used. With a plaintext modulus ¢ and a ciphertext modulus ¢ > ¢, the plaintext

Table 1: List of symbols for a decision tree

Symbol ‘ Meaning
T Decision tree
d Depth of decision tree
m Number of decision nodes
v=Av1,-- s Um} Thresholds for decision nodes
X Collection of feature vectors
n Dimension of a feature vector
S Bitlength of a feature
x={x1,...,2,} Input feature vector
k Number of classification values
v ={v1,...,0ms1} | Classification values associated with leaf nodes
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space is Ry = R/tR and the ciphertext space is R, x R, where R, = R/qR.
For a prime t that satisfies ¢t mod 2N = 1, the polynomial (XN + 1) splits
into N linear factors modulo t. Therefore, according to the Chinese Reminder
Theorem, there exists an isomorphism R; = FY between the plaintext space
R; and N copies of Fy, with each termed a slot [27]. This enables encoding
and encrypting messages in IV slots into a single ciphertext and performing
homomorphic operations over encoded values in a SIMD manner.

2.4 PDTE and Tree Traversal

Suppose the server holds a pre-trained decision tree model 7, and a client wants
to evaluate 7 on his feature vectors without disclosing them to the server or
interactions during the evaluation. This necessitates a non-interactive PDTE,
which could be achieved using homomorphic encryption.

In the homomorphic evaluation 7, a homomorphic comparison in a decision node
gives an encrypted bit Enc(b) <— Enc(1,>,,). Since the server cannot infer the
value of b from Enc(b), determining which child node (left or right) to evaluate
is infeasible unless a costly PIR procedure is incorporated [1]. Otherwise, both
child nodes of every decision node must be evaluated, resulting in evaluations
of all the m decision nodes in T.

Tree traversal is a data-oblivious procedure to aggregate evaluation results of
these m decision nodes. In previous works, SortingHat employs Path Conjugation
for tree traversal, which is also used in [30]. On the other hand, Level Up [23]
employs another SumPath method, which is also used in [18,28,29].

In Path Conjugation, every decision node is associated with two values: a node
value v and a control bit b comparing some feature value to a threshold value.
The node value is determined by the node value and the control bit of the
previous decision node, as illustrated in Figure la. As such, the leaf node is
also associated with a node value, which equals one for the desired output leaf
and zero otherwise.

In SumPath, every edge is assigned an edge cost determined by the control bit
of the previous decision node, as illustrated in Figure 1b. Since each leaf node
is connected to the root in a unique path, summing up the edge costs along
this path yields the path cost of a leaf node. As such, only the path cost of
a desired output leaf equals to zero, and for all other leaves path costs are
non-zero values.
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(a) Path Conjugation, where v denotes (b) SumPath, where r is a random
the value stored in a node number or 1

Figure 1: Two oblivious tree traversal methods

2.5 Oblivious Binary Codes Comparison

Binary encoding for an integer « € [0, L — 1] is generally classified into two
categories: binary representation BR(x) of length log, L, or a constant-weight
encoding CWp, ¢(x) of weight h and bit length ¢. In the latter category, the

bit length ¢ is determined by the relation (f;) > L, which approximates to

¢ € O(V/RIL + h) [22]. Notably, CW; 1(z) yields the one-hot encoding of z.

Constant-Weight Equality Operator Typically, the bitlength ¢ in constant-
weight codes is higher than log, L in the binary representation. However,
constant-weight codes support oblivious equality checks of a low multiplicative
depth [22]. Precisely, the equality check for a = CW), ¢(a) and b = CWj, ¢(b)
can be achieved by evaluating

where the multiplicative depth is 1+ [logy k] and the number of multiplications
is¢+h—1.

Range Cover Comparison (RCC) Operator This constant-weight equality
operator can furthermore be combined with a range cover representation [17,25]
to obtain a low-depth comparator, as proposed by Mahdavi et al. in Level Up [23].
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Figure 2: A binary interval tree containing [0,7]. For example, the point
encoding of the number 5 is PE(5) = {1,10,101} and the range cover of [1, 7]
is RC(1,7) = {1,01,001}.

Precisely, given a,b € [0,2° — 1], computing

1, ifa>b

0, otherwise

GT(a,b) = {

is equivalent to checking whether the point a lies in the range [b+ 1,2° — 1], i.e.

GT(CE7 b) = ]lae[bJrl,Qs,l].

This leads to the following definition of an interval tree where points and ranges
can be efficiently represented, as visualized in Figure 2.

Definition 2.1 (Adapted from [23,25]). Let T be a binary interval tree whose
leaf nodes contain elements in [0,2° — 1]. A range cover RC(b+ 1,2° — 1)
contains the set of nodes in T such that (1) it contains at most one node in
each level (2) its set of children at the leaf level is exactly [b+1,2° —1]. A point
encoding PE(a) contains the set of nodes from leaf a to the root (except the
root itself).

As observed in [25], if a ¢ [b+ 1,2° — 1], then RC'(b+1,2° — 1) N PE(a) = 0;
otherwise, they will intersect at one and only one node. As RC'(b+ 1,25 — 1)
contains at most s elements (one node at each level), this comparison contains

at most s equality checks of i bits for i =1,2,...,s, i.e.
GT(a,b) = Y EQ(RC(b+1,2° - 1)[i], PE(a)[i]), (2)
i=1

assuming RC(b+ 1,2 — 1)[¢] has ¢ digits. In Level Up [23], the s numbers in
range cover are encoded using CW}, ¢(-) where the weight & is small (such as 2
or 4), and the ¢ is the lowest number satisfying (f;) > 25, Then their equality
checks are performed using Equation (1). As such, this comparator contains
s+ (£ + h — 1) multiplications in multiplicative depth 1 + [log, h].
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Folklore Bit-Wise Comparator The folklore comparator compares the binary
representations of two numbers bit-by-bit [15, 22, 23]. Precisely, bit-wise
comparisons can be achieved with degree-2 polynomials, i.e. for a,b € {0,1},

0po(a,b) =1— (a—b)?
GGT(a,b) = (1 — a) - b.

Then using recursion, Algorithm 5 compares two numbers of bit length s
using 2s — 1 multiplications, and the lowest multiplicative depth to realize this
algorithm is (1 + log s).

Algorithm 5 Folklore bit-wise comparator
Input: a = BR(a),b = BR(b) € {0,1}*
Output: GT(a,b)

1: function BrrwiseCoMP(a, b)

2 if s =1 then

3: return fgr(all], b[1])

4 else

5 return Ocr(all], b[1]) + 0ro(all], b[1])
BrrwiseCoMp(a[2, s], b[2, s])

6: end if

7: end function

3 Batched Ciphertext-Plaintext Comparisons

In the batched PDTE, a client encrypts N feature vectors {x(1), x() ... x(N)1
and queries about the inference results for each of them using the decision
tree 7 with thresholds y. In the SIMD evaluation of a decision node, the
server homomorphically compares features {ml(-l) e x(M, 951('2) ex® ... ,:cl(-N) €
x(M)} to a threshold value y; € y. Since threshold values are stored in the
server in plaintexts, this amounts to performing a batched ciphertext-plaintext
comparison.

This section proposes two methods for batched ciphertext-plaintext comparisons
with improved performance.

3.1 Batched ciphertext-plaintext RCC comparator

The RCC comparator for two numbers of s bits, as described in (2), contains
at most s equality checks whose operands are of 7 bits for ¢ = 1,2...,s. In



BATCHED CIPHERTEXT-PLAINTEXT COMPARISONS 151

Level Up, these equality checks are performed using the constant-weight operator
in Equation (1). This allows comparing batched encrypted values to various
plaintext values.

In our batched ciphertext-plaintext comparison using RCC, batched encrypted
values are compared to the same plaintext value. For this scenario, we follow the
procedure above and optimize a subcomponent, the constant-weight equality
operator in Equation (1). This further leads to a distinct ciphertext packing
method from Level Up, which improves the amortized communication and
storage.

Ciphertext-Plaintext Constant-Weight Equality Operator Given a =
CWhye(a) and b = CWj, ¢(b), the equality operator in Equation (1) is data-
oblivious to both a and b, demonstrating its suitability for ciphertext-ciphertext
comparisons.

In the ciphertext-plaintext scenario, the equality check only needs to be data-
oblivious to a. Therefore, Equation (1) can be further simplified into

EQ(a,b) = ] ali, (3)

bli]=1

and its homomorphic evaluation requires (h — 1) ciphertext-ciphertext
multiplications in depth [log, k] and zero ciphertext-plaintext multiplications.

Our Ciphertext Packing Although the ciphertext packing method in Level Up
naturally supports our batched ciphertext-plaintext RCC comparator, its storage
and communication cost could be further improved, as pointed out in the Future
Work section of [23]. In line with this, we introduce another ciphertext packing
method, as depicted in Figure 3.

Precisely, let N denote the number of SIMD slots for given BFV parameters,
our method allows to pack N values for one feature {x(l), @, x(N)} into
BFV ciphertexts. Subsequently, these s-bit values are compared to a plaintext
threshold value y.

As explained in Section 2.5, comparing two values is equivalent to checking the
intersection between the point encoding of one element and the range cover of
the other. In our method, point encodings of features are encrypted and packed,

and the range cover of the threshold y is in plaintext.
For each feature (¥, its point encoding PE (x(i)) is a length-s vector and the
component xE;)) = PE (ac(i)) [4] contains j bits where j = 1,...,s. Each a:gj))

is further encoded using constant weight h; into CWj, 4, (:L‘E;))) of length ¢;.
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Figure 3: Our method of packing N values for one feature {x(l), S ,x(N)}

of s bits into BFV ciphertexts, which will be compared to one plaintext threshold
value y using our batched RCC comparator.

Since the bit-length of xE;)) is independent of ¢ and decreases as j decreases, the

Hamming weight for encoding is also independent of ¢ and hy = max(h;). The

bit length ¢; is determined by the relation (fbﬂﬂ) > 27, which approximates to
J

l; € O(™/h;27 + h;), as explained in Section 2.5. For simplicity, the ¢; bits in

CWh, e, (xg))) are denoted as xE;)k) = CWh, 4, (ac%) [k] where k =1,...,¢;.

In practice, Hamming weight hy are small numbers. For example, two common
choices of hg in the Level Up implementation are 2 and 4. Therefore, we
choose hy = hs_1 = --- = hj for some small j/, and the Hamming weight
h; steadily decreases with decreasing j until h; = 1. Therefore, the length
l; € O("{/h;'27 + h;) decreases exponentially with j. As such, the amortized
storage for our ciphertext packing is

€S+fs_1+...+€1 S'ég

N <N
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and the right-hand side (RHS) corresponds to the amortized storage for Level Up
ciphertext packing.

Homomorphic Evaluation of our Batched RCC Comparator On the other
hand, the range cover RC(y_range) determined by y contains maximum s
numbers, each with bit precision ranging from 1 to s. Section 2.5 details
y_range for the GT comparator, and for GE, LT and LE comparators, the
y_range can be constructed similarly. Denote RC(y_range)[j] of j bits as y;,
which are encoded using constant weight h; into CWi, 4, (y(j)) with binary
components y; xy = CWh, ¢, (y(j)) [k] where k =1,..., 4.

As such, our ciphertext-plaintext constant-weight equality operation gives

(%)
EQ( y(]) H Z(J k)’ (4)

Y. k) =1

which contains h; — 1 ciphertext-ciphertext multiplications in depth log, h;.
Similar to Equation (2), the comparison result can be obtained from

COMP(z ZEQ 2 u6) ()

Jj=1
where COMP is predetermined choice of GT,GE, LT or LE.

Overall, our batched ciphertext-plaintext RCC comparator requires

Yoo (i =1) s (hy—1)
N STN

ciphertext-ciphertext multiplications at depth log, hs and zero ciphertext-
plaintext multiplications. The RHS corresponds to the number of ciphertext-
ciphertext multiplications of the RCC comparator in Level Up, which also

requires 3 sLs ciphertext-plaintext multiplications.

3.2 Batched Ciphertext-Plaintext Constant-Weight Piece-
Wise Comparator

Inspired by this bit-by-bit comparison in Algorithm 5, we propose a piece-
by-piece comparator for constant-weight codes, which is only oblivious to one
operand and is therefore suitable for ciphertext-plaintext comparisons.

Let a = CWj,¢(a) and b = CWj, ¢(b), and suppose encryptions {Enc(a[i]),1 <

i < £} and the plaintext b are given. The first piece in a is from its most
significant bit (inclusive) to the position of the first one in b (exclusive).
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If there is any number one in this first piece, then GT(a,b) = 1. This condition
is checked by summing all elements in this piece to obtain a number x €
{0,1,...,h}. Then evaluating the function Ogrzero(2,h) =1 — H?:l(z' — )
returns one if z € {1,...,h} and zero if x = 0.

Otherwise, if the first one in a has the same position as b, we compare the

code in lower digits piece-by-piece recursively. The complete algorithm is
presented in Algorithm 6, and the minimum multiplicative depth to realize it is

Mogy (h+1)+(h—14+1)+...+(2+1)+1)] = [105;2(%“)]

Algorithm 6 Constant-weight piece-wise comparator

Input: a = CWj,¢(a),b = CW,, () € {0,1}*
Output: GT(a,b)
1: function PIECEWISECOMP(a, b, h)
c+ [i| bli]=1] > ¢ is an ordered array of size h
if h =1 then
return > a[i]
else
Q 0GTZ6T0(Z(;[:1%71 ali], h)
return a + (1 — ) -ac[l]] - PiIEcEwisEComP(a[c[1] + 1, 4], b[c[1] +
1,0],h—1)
8: end if
9: end function

The ciphertext packing strategy for the constant-weight piece-wise comparator
is presented in Figure 4. Compared to the ciphertext packing for the RCC
comparator in Figure 3, no point encoding is needed, hence the amortized
storage % is also lower for comparable choices of Hamming weight hs and h.

3.3 Benchmarking Batched Ciphertext-Plaintext Comparisons

For the experiment, we assume a client sends ciphertexts corresponding to N
values of s bits each, which will be compared to a plaintext value in the server.
After the homomorphic evaluation, the client receives a ciphertext whose SIMD
slots encode the N comparison results.

We consider four methods for such batched ciphertext-plaintext comparisons:
1) the RCC operator in [23] with the same plaintext values in all slots, 2) our
batched RCC in Section 3.1, 3) the folklore bit-wise comparator with the same
plaintext values in all slots and 4) our constant-weight piece-wise comparator
in Section 3.2.
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Figure 4: Our method of packing N values for one feature {x(l), AN ,x(N)}

of s bits into BFV ciphertexts, which will be compared to one plaintext threshold
value y using the constant-weight piece-wise comparator. Each feature (¥ is
encoded using constant weight h into CWp, » (1'(1)) of length ¢, and its binary

components CWj, , (x(i)) [k] are denoted as »TEZ,) k) with the first subscript
indicating no point encoding is applied.

Table 2 presents their performance for input bitlength 8 and 16. Specifically,
the performance of 1) and 3) are obtained from running the Level Up
implementation®, and 2) and 4) are implemented using Microsoft SEAL [24].

In summary, our methods 2) and 4) provide computation time ranges from 4.8x
to over 72x faster than prior methods 1) and 3) while maintaining comparable
communication costs and multiplicative depth.

4 Tree Traversal Methods

From homomorphic evaluations of decision nodes and tree traversal, the server
obtains an encrypted value Enc(r;) for each leaf j, where 1 < j < m + 1. This
value 7; indicates whether the leaf j is the output leaf, and we denote the array
of rj asr.

In Path Conjugation, the result vector r. is a unit vector whose inner product
with v yields the predicted classification. The encrypted classification value is
sent to the client. However, this unit vector in Path Conjugation comes with
a price: it requires an expensive RLWEtoRGSW conversion [11] procedure
in TFHE. Let w denote the multiplicative depth of a ciphertext-plaintext
comparison algorithm in BFV, instantiating Path Conjugation in BFV leads to a
high multiplicative depth O(d - w).

On the other hand, SumPath returns the encryption of rg to the client, whose
value is zero for the output leaf and non-zero otherwise. The client decrypts,

lhttps://github.com/RasoulAM/private-decision-tree-evaluation
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Table 2: Performance of different batched ciphertext-plaintext comparators in
BFV with N = 2% and t = 65537. The multiplication depth refers to the depth
of ciphertext-ciphertext multiplications. Non-applicable parameters are denoted
as L.

Amortized Amortized Client-to-server | Multiplicative
Computational Time Communication Cost Depth
s=28 s =16 s=28 s=16 s=8 | s=16
h=2 245 ps 8340 pus 45 kb 1342 kb 1 1
RCC [23]
h=4 188 ps 1526 ps 20 kb 136 kb 2 2
h=28 1 1308 us 1 70 kb 3 3
hs =2 19 us 41 ps 11 kb 180 kb 1 1
Our batched
RCC
hs =4 | 39 us 82 us 8 kb 38 kb 2 2
Folklore -
bit-wise [23] €L 457 s 1982 ps 1 kb 3 kb 3 4
h=2 10 ps 18 us 3 kb 52 kb 2 2
Constant-weight
piece-wise
h=4 37 us 39 us 1 kb 5 kb 4 4

obtains the index of the output leaf, and looks up its corresponding classification
value. Its instantiation in both TFHE and BFV is fast and straightforward,
and its low multiplicative depth O(w) enables PDTE using practical BFV
parameters.

However, compared to Path Conjugation, the server-to-client communication
in SumPath is O(m) larger. Besides, integrating decision trees into a tree
ensemble [7,16] is a widely used technique to improve prediction accuracy. Since
SumPath requires the client to look up the classification value for every decision
tree, its applicability for private evaluations of tree ensembles is strongly limited.
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Then a natural question is whether there is a tree traversal method that not
only achieves low multiplicative depth but also yields a unit result vector with
reasonable computation costs. This leads to our adapted SumPath method.

4.1 Our Adapted SumPath Method

The edge cost computation in SumPath is visualized in Figure 1b. Our adaption
of SumPath follows from this observation: when the parameter r in Figure 1b is
set to be 1 for all decision nodes, the path cost of every leaf counts the number
of unsatisfied conditions in the path from the root to that leaf. As such, the
path cost of the desired leaf equals zero, and the path costs of all the other
leaves are in {1,...,d — 1}.

Since the function
QEQZeTo(xvd) = m (Z - CU)

maps zero to one and any elements in {1,...,d — 1} to zero?, evaluating
0EQzero(, d) on the path cost of each leaf maps the result vector ry in SumPath
into the desired unit vector denoted as rs.

As such, using our adapted SumPath for tree traversal leads to multiplicative
depth O(w + log, d) for PDTE, where w is the multiplicative depth for one
homomorphic comparison in BFV.

Optimization: Tree Truncation Since the server knows the classification
values in leaves v in plaintext, the procedure above can be optimized. Precisely,
in the inner product r,s - v, the components in r,, that correspond to zero
labels do not contribute. Therefore, these leaves can be truncated from the
decision tree, obviating the need to compute their path costs and evaluations of
0EQzero(-,d). The visualization of the tree truncation technique is included in
Appendix A.

By renaming the most abundant label to zero, at least % leaves have zero

classification values and can be truncated. Moreover, badly trained models may
contain decision nodes whose children leaves both have zero classification values.
These nodes can also be truncated without impacting the final output.

2This function is also used in the concurrent work [26] to integrate decision trees into
random forests.
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5 Batched Private Decision Tree Evaluation

5.1 Security Model

Our work considers the client/server scenario, where a cloud server holds a
pre-trained decision tree model 7 and a client holds multiple input feature
vectors {x(l), x3@ . ,X(N)} and wants to know the inference result with 7 for
each of them. The goal is to protect input privacy such that the server would
not be able to learn the clients’ input values. Guaranteeing model privacy is out
of the scope of this paper: a client with enough resources may be able to reverse-
engineer the server-side cloud model after a given number of queries. Moreover,
the protocol should be non-interactive to allow full outsourcing computations
to the server.

Our threat model is similar to prior works, where the server is an honest-but-
curious adversary. This implies that the server always follows the protocol
strictly but may attempt to deduce information from the client’s inputs.

5.2 Protocol

For setup, the server performs a tree truncation to 7 to get Trun(7) and
receives the necessary keys (e.g. relinearization keys) from the client. Under
the standard circular security assumption, these keys do not leak information
about the client’s secret key. Our batched PDTE protocol is as follows.

1. The client sends encryptions of NV input feature vectors to the server.

2. For j-th decision node where 1 < j < m, the server homomorphically
compares encryptions of N feature values and the plaintext threshold y; in
an SIMD manner. Section 3 provides two methods for such comparisons.
The output Enc(b;) is a ciphertext encoding N binary numbers in its
SIMD slots.

3. The server performs adapted SumPath to {Enc(b;)};=1,.._m in 7, whose
homomorphic inner product with v gives a ciphertext. The SIMD slots of
this ciphertext are N classification values

4. The client decrypts this ciphertext to obtain these N classification values,
one for each feature vector.

Security of Batched PDTE Clients’ feature vectors, comparison results of
decision nodes, and classification labels are all encrypted using BFV schemes
with 128-bit security parameters. Its semantic security (IND-CPA) ensures the
server (honest but curious) cannot infer corresponding plaintexts, preserving
the client’s privacy.
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Table 3: Characteristics of UCI datasets used in our evaluation, where
# Decision Nodes/Leaves (before|after) gives the number of decision
nodes/leaves in each model before and after tree truncation if that number
changes.

# Features n | Depth d #N]zz(:;izn # Leaves
Breast 30 7 15 16|8
Heart 13 3 4 5|3
Spam 57 11 108|107 109|52
Steel 33 5 5 6|1

5.3 Implementation and Performance

We implement two versions of our batched PDTE protocol using different
comparators: BPDTE_RCC using our batched RCC comparators in Section 3.1,
and BPDTE_CW using constant-weight piece-wise comparators in Section 3.2.
These protocols are evaluated on UCI datasets [13] and compared with the
state-of-art prior works [11,23].

Experimental Details We use the same UCI datasets as in prior works: Breast,
Heart, Spam and Steel. Furthermore, we apply a tree truncation procedure to
reduce server computation without influencing the output. Table 3 presents
the key properties of these datasets. Our implementation uses the Microsoft
SEAL library (v4.1.1) [24], which supports BFV in the SIMD manner and it is
also used by Level Up. For SortingHat and Level Up, we use the implementation
provided by the authors. Experiments are conducted on a desktop with an Intel
Core i7-13700 CPU and 32GB of RAM using a single thread.

Results and Discussion We compare our batched PDTE protocol with prior
works in terms of amortized server computation time including comparisons
and tree traversals, and amortized query size, i.e., the client-to-server
communications. The amortized server-to-client communication is lower than
1kb for all protocols and therefore not listed.
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Table 4: Amortized performance of different PDTE protocols with batch size
16384 and input feature bit-length s = 11, where SortingHat uses TFHE with
N = 2! Level Up uses BFV with N = 2'3 and BPDTE_CW with h = 2 uses
BFV with NV = 214

SortingHat (s = 11) Level Up (s =11,h =4) BPDTE_CW (s=11,h=2)
% % %, | % %, | % % “
“, @, % “%, @, 3 “%, @, o3
‘9,.{9 @,,@ & Q,,J@ G,,@ $ !9,,{? 9,:& ®
?, 2 ?, 2 ?, A
% 2 % %, % S %, 2 %
7 ms 178 ms 139 ps 117 ps 9 ps 139 ps
Breast 960 kb 310 kb 90 kb
Total: 185 ms Total: 256 us Total: 148 pus
3 ms 47 ms 156 ps 25 ps 3 ps 18 ps
Heart 416 kb 135 kb 117 kb
Total: 50 ms Total: 181 us Total: 21 ps
69 ms 1283 ms 378 ps 1089 ps 78 ps 1326 ps
Spam 1824 kb 589 kb 513 kb
Total: 1352 ms Total: 1467 ps Total: 1404 ps
3 ms 59 ms 125 ps 34 ps 4 ps 12 ps
Steel 1056 kb 341 kb 297 kb
Total: 62 ms Total: 159 pus Total: 16 pus

Table 4 and Table 5 compare the amortized performance of different PDTE
protocols with batch size 16384 for input feature bit-length s = 11 and
s = 16, respectively. This corresponds to the scenario where the client sends
encryptions of 16384 feature vectors {x(l), x@ . ,X(16384)} and wants to know
the classification output for each of them. The large batch size is useful in
practice, for example, when a bank outsources a credit-scoring decision tree
and needs to evaluate numerous applicants securely. For completeness, we also
compare PDTE protocols with different batch sizes in Appendix B. Since the
maximum bit-length supported by SortingHat is 11, SortingHat is not listed in
Table 5. Moreover, for s = 11, BPDTE_CW outperforms BPDTE_RCC in both
communication and computation, hence BPDTE_RCC is not listed in Table 4.

As for BFV parameters, BPDTE_CW and BPDTE_RCC use larger parameters
than Level Up to provide higher depth. Precisely, Level Up uses SumPath, where
the amortized response of the server is O(m) and the client needs to look
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up classification values in a table. On the other hand, BPDTE_CW and
BPDTE_RCC use the Adapted SumPath method, where the amortized response
of the server is O(1) at the cost of O(log, d) multiplicative depth.

As a remark, it is possible to combine our batched ciphertext-plaintext
comparators with SumPath for PDTE, which requires the same BFV parameters
as in Level Up and therefore attains better communication and computational
performance. However, with this O(m) response, the client needs to perform a
table lookup to obtain classification values and the extension to tree ensembles
is restricted.

In summary, with batch size 16384, SortingHat is about 103 slower than
those supporting SIMD operations. Compared to Level Up, BPDTE_RCC and
BPDTE_CW are 1.5 to 17x faster overall and have comparable query sizes. For
large precision (e.g. s = 16), BPDTE_RCC provides slightly lower query sizes
than BPDTE_CW (e.g. 0.73x) at the expense of slightly higher computation
costs (e.g. 1.4 — 2x).

Table 5: Amortized performance of different PDTE protocols with batch size
16384 and input feature bit-length s = 16, where Level Up uses BFV with
N =213 BPDTE_RCC with h, = 4 and and BPDTE_CW with h = 2 both use
BFV with NV = 24

Level Up (s =16,h = 4) BPDTE_RCC (s =16,hs = 4) BPDTE_CW (s =16,h = 2)
% 2, % | % 2 Y%, | % 2 %
2, 2, @ “ 2, @ “ 2, %
“, @,@ s By N s “y N o
%, ) % ) % 3
Ob 4 @@ OQ 2 (e@ 0,? 4 ’e@
583 s 159 ps 75 ps 139 ps 17 ps 138 pus
Breast 968 kb 1140 kb 1560 kb
Total: 742 pus Total: 214 us Total: 155 us
309 pus 34 ps 20 ps 18 ps 4 ps 18 pus
Heart 420 kb 494 kb 676 kb
Total: 343 ps Total: 38 pus Total: 22 ps
1857 s 1595 ps 536 ps 1501 ps 118 ps 1489 ps
Spam 1839 kb 2166 kb 2964 kb
Total: 3452 ps Total: 2037 s Total: 1607 pus
262 ps 46 ps 25 pus 12 ps 6 ps 12 ps
Steel 1065 kb 1254 kb 1716 kb
Total: 308 us Total: 37 us Total: 18 us
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6 Conclusion

In this work, we proposed two batched ciphertext-plaintext comparisons, our
batched RCC comparator and the constant-weight piece-wise comparator.
Compared to directly applying previous methods to this scenario, our evaluation
of these comparison operators shows a speedup of up to 72x for 16-bit numbers
while maintaining comparable communication costs and multiplicative depth.

These batched ciphertext-plaintext comparisons, together with our adapted
SumPath tree traversal method, lead to two non-interactive PDTE protocols,
BPDTE_RCC and BPDTE_CW. Compared to the prior state-of-art [23], these
protocols not only avoid the client looking up classification values in a table but
also demonstrate an enhanced performance of up to 17x in batch size 16384.
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A Tree Truncation

For the decision tree in Figure 5, applying the tree truncation gives Figure 6.

result r:
classification values v: 0

Figure 5: An example decision tree in depth d = 3 with m = 7 decision nodes,
m+1 = 8 leaves and k = 2 classification values. In its PDTE, the server obtains
an encrypted value Enc(r;) for each leaf j, where 1 <j <8

result r:

classification values v: 1 1 1

Figure 6: The truncated decision tree in Figure 5, where the tree contains 6
decision nodes instead of 7 and the result vector contains 3 elements instead of
8.

B Performance comparison in different batch sizes

In batched PDTE with batch size a, the client sends encryptions of a feature
vectors {X(l),X(Q), . ,x(a)} and wants to know the classification output for
each of them. This appendix discusses PDTE running times for a fixed decision
tree T but different a.
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Figure 7: Computation time (comparison+tree traversal) for the Heart model
of different PDTE protocols with input feature length s = 11 and different
batch sizes in z-axis.

For SortingHat with N = 2!, Level Up with N = 2'3 and h = 4, BPDTE_CW
with N = 2% and h = 2 (i.e. PDTEs in Table 4), Figure 7 compares
their running times for the Heart model with 11-bit feature precision. Since
SortingHat does not support SIMD packing, the total running time scales linearly
with a, assuming their FHE parameters are fixed. In Level Up, components of
712 features are packed in one ciphertext in their implementation, hence the
total running time is a step function with step 712. In BPDTE_CW, components
of 2'* features are packed in one ciphertext, hence the total running time is a
step function with step 2.

As shown in Figure 7, for PDTEs of the Heart model, SortingHat is the fastest
for batch sizes from 1 to ~ 10, Level Up is the fastest for batch sizes from ~ 10
to ~ 2100, and BPDTE_CW is the fastest for batch sizes larger than ~ 2100.
PDTEs of other models attain similar behaviour, but intersection points for the
optimal PDTE will differ.
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Abstract. Cloud computing allows storing the ever-growing
genotype-phenotype datasets crucial for precision medicine. Due
to the sensitive nature of this data and varied laws and regulations,
additional security measures are needed to ensure data privacy.
We develop SQUID, a secure queryable database for storing and
analyzing genotype-phenotype data. SQUiD allows storage and
secure querying of data in a low-security, low-cost public cloud
using homomorphic encryption in a multi-client setting. We
demonstrate SQUiD’s practical usability and scalability using
synthetic and UK Biobank data.

1 Background

Precision medicine aims to tailor medical care to the characteristics of an
individual’s unique genetic makeup, lifestyle, and environment. This approach
has garnered considerable attention worldwide due to its potential to enhance
patient outcomes and mitigate healthcare expenses [36]. But, several significant
obstacles impede the realization of the full potential of precision medicine. One
such challenge is the need for extensive and diverse patient genotype-phenotype
datasets in order to advance the diagnosis and treatment of future patients [76].
However, this need for large amounts of data is often in conflict with the
need to protect patient privacy [6]. This challenge is further complicated by
the heterogeneous regulatory landscape governing privacy protection, with
varying definitions and practices across different jurisdictions (e.g., General
Data Protection Regulation [GDPR] in Europe vs. frameworks in USA) [30,74].
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Furthermore, individual hospitals and institutions maintain their own policies
due to the prevalence of health data breaches and privacy attacks.

Genomic data plays a pivotal role in precision medicine research, enabling the
customization of medical care based on specific genetic variants, biomarkers,
and inherited traits. Thus, there is a surge in data generation, which has
challenged the ability of local servers to accommodate the rapid growth of
data size and increased computational requirements [73]. Therefore, there is
a pressing need and significant push towards cloud computing. However, this
exacerbates the concerns about the privacy and prohibitions on use of personal
data due to local, global, and/or institutional privacy policies. For example,
with the introduction of the GDPR in Europe, the storage of genomic and
related data in the cloud has become more stringent with the requirement of
appropriate security measures in place such as encryption. Starting from 2023,
many states in the US (California, Connecticut, Colorado, Utah, and Virginia)
are entering a new GDPR-like privacy era that will have similar requirements
about storing genomic and related data in the cloud [4]. Yet, the current
state of privacy preservation through laws and institutional policies is fraught
with instability and unpredictability, which poses significant challenges to the
research community. If the data is kept in the encrypted form in cloud servers,
then researchers, who are approved for access, need to download large quantities
of data locally and decrypt them to perform analysis, which defeats the purpose
of outsourcing the storage to the cloud. This situation creates additional hurdles
for scientists, especially when attempting to combine multiple data sets to gain
statistical power. Furthermore, it creates significant delays in research and
requires large amounts of resources, which impedes the democratization of
data access. As a result, advances in medicine will significantly be impacted if
new privacy-preserving frameworks that comply with laws and policies are not
developed and implemented.

Homomorphic encryption (HE) is one of the cryptographic tools that enables
direct computations of functions on encrypted data in the public cloud.
Homomorphic encryption has emerged as a useful approach to keep the
data secure at rest, at transit, and during analysis. But, this approach
also has thus far presented severe bottlenecks in its applicability, scalability,
and performance [2,55]. However, recent advances in algorithm designs and
computing power have enabled an increase in the use of homomorphic encryption
in genomics. For example, it has been shown that privacy-enhancing genome-
wide association studies (GWAS) can be possible [13,47,68,77]. It has also
been shown that secure genotype imputation is feasible and scalable using
homomorphic encryption [23,39,78]. Homomorphic encryption was also used for
genomic variant querying [22], regression analysis for rare disease variants [75],
and inference using genetic variants in machine learning applications [66]. These
methods have added tremendous algorithmic advances to the field and paved the
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way for more practical privacy-preserving analysis of genomes. However, their
use in genotype-phenotype database settings has been limited. This is primarily
attributed to two factors. Firstly, homomorphic encryption relies on public key
cryptography, which is designed for client-server scenarios where the client owns
the dataset and delegates computation to the cloud. However, in the context of
genotype-phenotype databases, the data owner encrypts the data while multiple
researchers access and analyze it. Secondly, the computational burden associated
with homomorphic encryption makes it infeasible for applications involving
large sample sizes. Both the storage size of encrypted data (i.e., ciphertexts)
and the computation times for homomorphic encryption are several orders of
magnitude greater than those for the original plaintexts [67].

Here, we developed Secure Query Protocols for Genotype-Phenotype Databases
(SQUID), a scalable framework designed to store and query genotype-phenotype
databases in an ultra-secure cloud-based setting using homomorphic encryption.
In our approach, we incorporate several key components: a ciphertext
packing storage method to minimize the required storage space for encrypted
data, a set of optimizations we developed to reduce query processing time,
and an innovative cryptographic primitive (public key-switching) to enable
homomorphic encryption for multiple users. We demonstrate that SQUiID is
capable of efficiently executing various types of queries on large scale genotype-
phenotype datasets, all the while maintaining the encryption of the data in
the cloud. Specifically, it can perform tasks such as counting the number of
patients in a filtered cohort, computing the Minor Allele Frequency (MAF)
of genetic variants in a cohort, calculating Polygenic Risk Scores (PRS) for
patients, and generating a cohort of genetically similar patients in remarkably
short timeframes. Our findings highlight the potential of SQUiD as a valuable
tool for secure, timely, and efficient analysis and interpretation of genetic and
phenotypic data. At a time when data breaches are becoming increasingly
common in healthcare settings, where data is a commodity, SQUiD provides
a key resource to safeguarding patient privacy and enabling data providers to
adhere to evolving laws and regulations, while ensuring the democratization of
data.



174 SQUID: ULTRA-SECURE STORAGE AND ANALYSIS OF GENETIC DATA

2 Results
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Figure 1: An architecture overview of SQUiD. Initially, the data owner uploads their
encrypted genotype and phenotype data to the public cloud. Within the cloud, only
authorized researchers are permitted to securely query the data. Authorization is
granted through possession of a key-switching key, which is stored in the key-switching
store. When a researcher initiates a query on the databases, the database responds
by encrypting the query result under the data owner’s public key. Subsequently, the
key-switching store transforms this encrypted result to be under the querier’s key.
The encrypted result is then sent back to the querier, who can decrypt it using their
own secret key.

Our conceptual framework allows ultra-secure interactions with
encrypted genotype-phenotype databases

Our conceptual framework is focused on solving real-world security challenges
encountered in the storage and querying large-scale genotype-phenotype datasets.
These challenges involve safeguarding the confidential information contained
within such data from third party cloud providers and outside adversaries.
Our framework is based on a scenario that involves three parties: the data
owner, the researcher(s), and the public cloud. The data owner, who in many
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cases could be an organization such as the National Institutes of Health (NIH),
possesses a vast amount of genotype-phenotype data that can be used for various
analyses. Due to the large size of this data and the limited computing power
and resources, the data owner encrypts the data and stores it in the public
cloud. Their role is limited to authenticating clients who have permission to
access the encrypted data, and they do not participate in the computation
phase. The client, typically a researcher, seeks to perform computations on
the data to obtain results. However, due to the large size of the data and the
limitations of their computing power, it is not feasible for them to download,
decrypt, and analyze the data locally. The client, therefore, interacts with the
encrypted data deposited to the cloud. An overview of each party’s role in the
architecture of SQUID is visualized in Fig. 1.

The cloud server does not have knowledge of the information contained in the
data because all data stored in the public cloud is encrypted. Computations are
performed directly on this encrypted data without decryption using homomorphic
encryption. In homomorphic encryption [18,19,31], data, referred to as plaintext,
is encrypted into ciphertexts. Addition and multiplication can be performed on
ciphertexts such that two ciphertexts can be added or multiplied to produce
a new ciphertext, which can be decrypted to the sum or product of the
corresponding plaintexts. In our scenario, the complex functions behind our
queries are sequences of homomorphic additions and multiplications which the
cloud server performs on the encrypted genotype-phenotype data. The outputs
of these functions will remain encrypted and are only decrypted after the outputs
are sent back to the client. Operations on encrypted data are possible because
plaintexts and ciphertexts are expressed as polynomials in HE. The algebraic
structures of these polynomials are exploited to enable the computation on
encrypted data (see Supplementary Information for more details). Importantly,
retrieving the plaintext polynomial from the ciphertext polynomials without
the secret key is extremely difficult. This difficulty is equivalent to the difficulty
of solving the Ring Learning with Errors (RLWE) problem, which is known to
be computationally hard under suitable parameters [56].

Using homomorphic encryption with appropriate parameters ensures that the
sensitive information is protected while computations are being performed and
the output is provided to the client in the encrypted form. Fig. 2 describes
the four key components of our framework: encrypted data storage, access
authorization, query capabilities, and the API for user-friendly interactions with
the database. Unfortunately, this scenario cannot be realized with traditional
homomorphic encryption, which is based on a two-party (data owner and public
cloud) system. In a traditional two-party system, the data owner encrypts
the data with their public key and decrypts the results with their private key.
Thus, the researcher cannot query and decrypt the results since they do not
(and should not) have access to the data owner’s private key. To overcome
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this challenge, we adopted the established concept of the Proxy Re-encryption
system [61] to develop a theoretical realization and practical implementation of
it within the framework of homomorphic encryption. This adaptation, which
we refer to as the public key-switching technique [12, 14, 45], enables secure
multi-client queries on encrypted data without the need for exchanging secret
keys, specifically addressing the needs of our application in the biomedical
domain.

The public key-switching operation serves as a cryptographic primitive
facilitating the conversion of ciphertexts encrypted under one secret key to
ciphertexts encrypted under a second secret key, without the need to decrypt
the ciphertexts to plaintexts or possess access to the second secret key. Precisely,
in key-switching, the original ciphertext needs to be homomorphically decrypted
within the ciphertext space of the second secret key, which requires a key-
switching key ksk, i.e., encryption of the first secret key under the second secret
key. Since the entire key-switching procedure together with ksk occurs within an
encrypted space, the underlying messages remain secure without knowledge of
either the first or the second secret key. Moreover, in public key-switching, ksk
is generated by encrypting the first secret key with a public key, which does not
require knowledge of the second secret key. In our scenario, this means the data
owner can use their secret key for this operation without needing to access any
of the clients’ secret keys. This capability holds immense value in establishing
secure interactions with an encrypted database. For example, in SQUiD, the
encrypted database can compute a researcher’s query under the encryption of
the owner’s key, convert the computed result from an encryption under the
owner’s key to under the public key of the researcher, and send this encrypted
result to the researcher. Importantly, this conversion takes place without the
need to decrypt the query result or disclose any information about it to the
cloud. The researcher can effectuate this conversion by solely providing their
public key, thereby circumventing any security risks associated with sharing
their secret key.

When granting access to a new researcher, both the data owner and the researcher
collaborate to create a public key-switching key, which is subsequently added
to the key-switching store in the public cloud (Fig. 2B). The key-switching
store offers two significant advantages. Firstly, it allows the data owner to
remain offline during any query, as the researcher exclusively interacts with
the public cloud where the pre-calculated and stored public key-switching
keys reside. Secondly, the data owner retains control over data access by
managing the inclusion or exclusion of researchers’ public key-switching keys
within the store, thus ensuring the ability to govern data access. We show that
performance overhead from generating a key-switching key and key-switching a
ciphertext under the encryption of one key to another to be less than a second
(Additional file 1: Fig. 9). The public key-switching key of each authorized
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researcher is stored in a dedicated key-switching store that dynamically expands
to accommodate the number of authorized researchers. We show that the extra
storage required for the key-switching store is minimal, around 55 MB per
researcher (see Additional file 1: Fig. 10 and Additional file 1: Supplementary
Material for an explanation why it is larger than a regular key storage).
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Figure 2: (A) Data Storage. The owner vertically packs their data to reduce
storage costs, then encrypts their data with a public key, and then uploads the data to
the public cloud. (B) Authorization. The onboarding process for a new researcher
starts with the creation of their public and private key. The researcher sends their
public key to the data owner for authorization. The owner authorizes the researcher
by creating a key-switching key to switch the encryption of data to the researcher’s
key, and uploading this key to the key-switching key store in the public cloud. The
data owner can revoke a researcher’s access by removing the key-switching key from
the store. (C) Query. An authorized researcher can submit one of four queries
to the public cloud, which performs the necessary operations homomorphically on
encrypted data under the data owner’s key. The result is then re-encrypted under
the researcher’s public key and sent back for decryption. (D) API. We created a
command-line API for researchers to use SQUiD easily. It generates a public and
private key for the researcher, sends the public key to the data owner for authorization,
sends queries to the server, and decrypts any encrypted results received via email or
through a returned file.
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Vertical packing allows efficient storage of encrypted large
genotype-phenotype databases

We designed SQUiID to handle sensitive genotype-phenotype data from a large
number of patients. SQUID is specifically tailored to ingest data that has already
undergone quality control and is stratified for population structure correction.
Here we represent the data as a table with columns for basic attributes like age,
sex, gender, etc; genotypes for single nucleotide polymorphisms (SNPs); and
the phenotype or disease status of the patients, and rows for each patient in the
database (Fig. 2A). While each entry in the table needs to be an integer for
the homomorphic encryption libraries we used, continuous phenotypes can be
discretized into integers via scaling (see Supplementary Information for more
details). The encryption of this data introduces additional storage requirements
compared to its original unencrypted form. Consequently, the storage expenses
associated with storing large genotype-phenotype databases in their encrypted
state can be substantial. In order to optimize storage within the SQUiD
framework, we adopt a vertical packing approach for our data organization (see
Methods). This method involves storing the genotypes of multiple patients
for a single SNP within a single ciphertext. Vertical packing in homomorphic
encryption is a method where multiple pieces of data are combined into a
single, larger unit before encryption. This allows multiple calculations to be
performed simultaneously on all the packed data within one operation, rather
than processing each piece of data individually in a Single Instruction, Multiple
Data (SIMD) fashion (see Methods for details) [69]. By vertically packing our
data (Fig. 2A), we effectively reduce the number of ciphertexts necessary to
accommodate a substantial volume of data, thereby minimizing the associated
storage costs. Such packing still enables homomorphic updates (addition of
new patients/SNPs/attributes) to the encrypted database without the need for
decryption (see Methods for details).

We benchmarked the storage requirements of SQUiID on four different types of
SNPs: ClinVar SNPs, lllumina Human1M-Duo v3.0 DNA Analysis BeadChip
SNPs, Whole Exome Sequencing (WES) SNPs, and Whole Genome Sequencing
(WGS) SNPs. These SNPs can be stored either at a per-chromosome level
or genome-wide in SQUiD. Clinvar contains approximately 70,000 SNPs and
[lumina BeadChip arrays contain approximately 1,072,820 SNPs. We estimated
that around 8.2 million and 84 million SNPs would be observed in exomes
and whole genomes at a population level, respectively, by using the data from
1000 Genomes Project [5]. We have benchmarked the packed storage of SQUID
against an unpacked homomorphic encryption storage, a storage encrypted with
the industry standard AES-128-CBC, and a plaintext storage that stores SNPs
as single bytes for the various SNP sets (Fig. 3). We found that the storage cost
for SQUID is 49,960x better than the unpacked homomorphic storage cost (Fig.
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3). This efficiency is achieved because a single packed ciphertext in SQUiD
can store data for up to 49,960 patients, whereas an unpacked ciphertext can
only store data for one. Furthermore, vertical packing reduces the time for
encryption by 49,960 fold compared to unpacked homomorphic encryption as
fewer ciphertexts need to be encrypted (Additional file 1: Fig. 11). Vertical
packing also improves query performance (Additional file 1: Fig. 12), because
HE operations on ciphertexts compute these operations pairwise (i.e., SIMD-
like) on the vertically packed data. The query performance of the unpacked
solution for the count, MAF, PRS, and similarity queries quickly becomes
impractical and is outperformed by the packed solution in databases with as
few as 10 patients for the count and MAF queries, and just 1 patient for the
PRS and similarity queries (Additional file 1: Fig. 12).
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Figure 3: Plots showing the storage space required to store the ClinVar, Illumina
Beadchip, WES, and WGS SNP genotypes with different schemes. The number of
SNPs for WES and WGS is approximated using the 1000 Genomes Project.

Enabling secure, scalable, and fast analysis of genotypes and
phenotypes

We have devised four encrypted query functionalities within the SQUiD
framework. This modular design allows for seamless implementation of
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additional functionalities to accommodate diverse analysis requirements. Our
queries include count, MAF, PRS and similarity. Fig. 2C depicts how querying
works under the public key-switching framework.
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D - Similarity Query
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Figure 4: (A, B, C, D) For each query, the plots on the right show the query
time by varying the number of filters for the count and MAF query, by varying the
number of SNPs and effect sizes (k) for the PRS query, and by varying the number
of SNPs for the similarity query. The query time for SQUiD and the query time of
a plaintext solution are shown for comparison. The plaintext solution works on a
database encrypted with AES. For each plaintext query, the necessary components
for the query are decrypted and then computed on. (A) Count Query. The count
query returns the number of patients that pass a given filter in the query (patients
who pass the filter are highlighted in green, with darker green cells indicating passing
a condition). A black line of best fit for a count query with 2 filters is given as the
equation time (s) = 0.00025(# of patients)+82.71. Due to the strict linear scaling, the
performance of our query can easily be interpolated by this line of best fit. (B) MAF
Query. The MAF query creates a filtered cohort of patients (patients who pass the
filter are highlighted in green, with darker green cells indicating passing a condition) and
computes the MAF of a target SNP for that cohort (purple SNPs). A black line of best
fit for a MAF query with 2 filters is given as time (s) = 0.00025(# of patients) + 170.
(C) PRS Query. The PRS query returns the PRS score of all patients for a pre-
determined PRS SNP set and their effect sizes. A black line of best fit for a prs
query with 1,024 effect SNPs is given as time (s) = 0.00019(# of patients) + 2.6.
(D) Similarity Query. The similarity query returns the number of patients with
and without a disease from a cohort of patients similar to a target patient (patients
highlighted in green). The target patient’s genome is encrypted with the owner’s
public key when it is sent to the public cloud. A black line of best fit for a similarity
query with 1,024 SNPs is given as time (s) = 0.073(# of patients) + 1800.

Count queries within the SQUiD framework ascertain the number of patients
satisfying specific filters or equality checks. For example, a count query could
count the number of patients with type-2 diabetes (T2D), whose SNP on gene
TCF7L2 has a heterozygous alternative allele. MAF queries are employed to
compute the MAF for a given target SNP within a filtered patient cohort. For
instance, SQUiID can compute two MAF queries: one for a target SNP on the
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TCFT7L2 gene within a cohort of patients with T2D, and another within a cohort
of patients without T2D to study correlations between SNPs on the TCF7L2
gene and T2D. We can further add many different filters to build the cohort
such as constraining it to patients with homozygous SNPs on a gene of interest.
PRS queries involve the calculation and return of the PRS for all patients
given a list of GWAS SNPs and their coefficients. PRS queries require only the
coefficients and SNPs to be supplied post training such as those found on the
PGS catalog [50]. Finally, similarity queries take a target patient’s encrypted
genotype as input, build a cohort of genetically similar patients in the database
through a scoring function like the squared Lo-norm, and output the number of
similar patients with and without a particular disease of interest (see Methods
and Additional file 1: Supplementary Material). To evaluate the performance
of each query, we conducted benchmarking against a plaintext implementation.
The plaintext implementation keeps the genotype-phenotype data encrypted
at rest (as mandated by the policies) and decrypts the necessary components
of the data to compute the query in plaintext, while SQUiD keeps the data
encrypted both at rest and during computation, enabling much stronger security
as the data no longer has visibility to the computing party. This plaintext
implementation models the current data access guidelines set by initiatives such
as the dbGaP and UK Biobank where researchers download encrypted data,
decrypt the data locally, and then analyze the data in plaintext [3].

We implemented SQUID using the HE library, HElib [42], and benchmarked
SQUID on an n2-standard-64 Google Cloud instance with an Intel Xeon Gold
6268 processor running at 2.8 GHz and 256 GB of memory (see Additional file
1: Supplementary Material for more details on the experimental setup and HE
parameters). On a dataset with 499,600 patients, SQUiD can perform a count
query with 2 filters in 4 minutes (0.004 seconds in plaintext), a MAF query
with 2 filters in 5 minutes (0.004 seconds in plaintext), a PRS query with 1,024
effect SNPs in 2 minutes (0.59 seconds in plaintext), and a similarity query
with 1,024 SNPs in 10 hours (2.7 seconds in plaintext) (Fig. 4).

We investigated the overhead of the HE library used in SQUiD and the overhead
of the algorithms developed in SQUiD by comparing the query times against a
solution that is a direct translation of SQUID algorithms without using the HE
library (denoted as “SQUID without HE”). SQUiD without HE computes the
plaintext versions of the SQUiD queries by converting the HE library functions
to their plaintext counterparts and then using these functions in the same way
that SQUID does. We found that the SQUiD without HE solution has a 20x
overhead for a count and MAF queries with 2 filters, 2.5x overhead for a PRS
query with 1,024 effect SNPs (k), and a 180x overhead for a similarity query
with 1,024 SNPs compared to the plaintext solution (Additional file 1: Fig. 13).
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Figure 5: Plots of count, MAF, PRS, and similarity query time by the number filters,
effect SNPs (k), and SNPs varying the number of threads. We benchmarked the time
for each query on a database with 49,960 patients using 2, 4, 8, and 16 filters for the
count and MAF queries, and 1,024, 4,096, and 16,384 SNPs for the PRS and similarity
queries.

We also show that our queries are highly parallelizable because of their linear
structure. Each query involves computing a filter, a linear combination, or an Lo
similarity for a set of SNPs across patients. Since these operations are performed
for each patient, SQUiD achieves parallelism by chunking the database rows and
processing these chunks concurrently. Our benchmarking in a multi-threaded
environment shows that query performance scales linearly with the number of
cores used (Fig. 5). On large databases with millions of patients, this scaling
ensures reasonable query performance. To demonstrate this, we also ran each
query with 50 threads on a database with 9,992,000 patients and found that a
count query with 2 filters took 3 minutes, a MAF query with 2 filters took 4
minutes, a PRS query with 1,024 effect SNPs took 5 minutes, and a similarity
query with 1,024 SNPs took 4 hours (Additional file 1: Fig. 14).
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Our data show that all the functionalities implemented in SQUiD exhibit linear
scaling relative to the size of their inputs. Specifically, the count and MAF
queries scale linearly with the number of filters with a slope of 0.62, the PRS
query scales linearly with the number of SNPs with a slope of 0.001, and the
similarity query scales linearly with the number of SNPs given for the target
patient with a slope of 0.068 (Fig. 4). Our slopes consistently indicate a slow
growth in runtime. Notably, the runtime of all protocols is proportional to the
number of patients in the database and independent of the total number of
SNPs in the database (Additional file 1: Fig. 15). A plaintext implementation
of our protocols would also scale linearly with the number of patients in the
database and the number of filters and SNPs involved in the query. Thus, SQUiD
achieves optimal linear scaling as expected from a plaintext implementation,
which signifies its ability to efficiently adapt to larger datasets in the future.
Furthermore, with the expected decrease in the price of cloud computing in the
future, the steady runtime observed for all queries ensures that increasing the
size of the databases beyond the limits benchmarked in this study will yield
steady performance outcomes, enabling real-world applications of SQUiD with
biobank-scale data. We also show that the SQUiD’s communication cost for all
queries except PRS query is constant regardless of the number of patients in
the database while communication cost increases with the number of patients
for all query types in plaintext (Additional file 1: Fig. 16 and 17). Overall
the communication is minimal. Comparable to an instagram post which has a
maximum size of 4.3 MB (1,080 by 1,350 pixels) [1], most of our queries use
less than 50 MB on databases with 100,000 patients.

We also developed an API and a command line interface (CLI) to facilitate
interaction with SQUiD, thereby enhancing its usability for researchers
(Additional file 1: Fig. 18). The API and CLI enable researchers to execute
various queries and perform essential functions through simple commands. For
instance, researchers can generate private and public keys required for encryption
and authorization, send the public key to the data owner, execute all desired
queries (See Additional file 1: Table 4 for query parameters), and decrypt
the returned query results. The API simplifies the deployment process for
researchers who are not experts in privacy and security when utilizing SQUiD.

SQUiD can reproduce known genotype-phenotype relationships
in UK Biobank

We studied the relationship between patients with T2D and a control group in
the UK Biobank dataset to assess the accuracy of the MAF and count queries
in SQUiID. Firstly, we calculated the MAFs for the top five SNPs with the
largest difference between T2D patients and the control group patients (Fig.
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6A). We compared the MAFs computed by SQUID with the MAFs computed
in plaintext to show there is no difference between them. Secondly, for these
same five SNPs, we computed a chi-square statistic by using the allele counts
for the control and case group (T2D in our case) [13]. We used the count query
in SQUiD to get the allele counts and then computed the chi-square statistic in
plaintext. The chi-square scores obtained from SQUiD queries are identical to
the plaintext computation results (Fig. 6B). Note that SQUiD does not directly
execute GWAS, it has the capability to generate cohorts with specific attributes.
We have shown that it can create accurate cohorts that will result in accurate
GWAS demonstrated by the GWAS for T2D (Fig. 6).
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Figure 6: (A) Histograms of the MAFs of SNPs exhibiting the most substantial
difference between control and T2D patient groups. The MAFs were calculated with
SQUID (orange), and in plaintext (blue). (B) Plot of -log(p-value) for the SNPs in
(A).

We further evaluated the accuracy of SQUiID by replicating the sparse PRS
calculations for standing height and T2D performed in the UK Biobank PRS
study [72] using both plaintext calculations and the SQUID PRS query. The
standing height and T2D PRS use 51,209 and 183,830 SNPs, respectively. They
are the traits with the most number of SNPs involved in PRS calculations in
the UK Biobank. We performed these calculations for 20,000 randomly selected
patients in the UK Biobank. Our analysis revealed no observable difference in
the PRS distribution and scores between plaintext and SQUID queries (Fig. 7).
Notably, the sole discrepancy between the calculations arose from a marginal
loss in precision. To accommodate the requirements of using integers in SNP
effect sizes in SQUiID PRS queries, the effect sizes were multiplied by 1,000 and
converted to integers. However, the resulting precision loss was minimal (Fig.
7B,C).
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Figure 7: (A) Boxplots of the PRS score distributions of UK Biobank patients
for standing height and type 2 diabetes (T2D) calculated with SQUID (orange) vs
plaintext (blue). (B) A scatter plot of the height PRS calculated by SQUiID vs.
plaintext, where each point represents a patient. The black line is a line of best fit
with an R? of 0.9999. (C) The same plot as (B) for T2D with an R? value of 0.9985.

3 Discussion

We introduce SQUiID, a novel, secure, and user-friendly queryable genotype-
phenotype database implemented using homomorphic encryption. We envision
SQUiID as a valuable tool for data owners, including hospitals, non-profit
academic research institutions, and government health agencies, offering them
a secure means to store genotype-phenotype data in the cloud while enabling
authorized researchers to securely analyze this data. We propose that our system
has the potential to replace existing genotype-phenotype databases, delivering
enhanced security measures without compromising functionality. By employing
homomorphic encryption, SQUID offers a robust, scalable, and practical solution
to mitigate privacy risks associated with sensitive genetic and phenotypic data.
We demonstrate this by showing that SQUiD can scale with increasing numbers
of patients and SNPs in a genotype-phenotype database, by performing a simple
GWAS study on UKBB data, as well as by replicating PRS calculations in
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UKBB [72]. All our query protocols (count query, MAF query, PRS query, and
similarity query) and encryption protocols (setup of the database) were run on
single-threads unless otherwise indicated.

SQUiD leverages homomorphic encryption, which, to date, presents three key
challenges. Firstly, traditional homomorphic encryption was designed for a
two-party setting involving a server and a client. Secondly, it is known to incur
a high storage cost. Lastly, analysis with homomorphic encryption tends to be
slow. To overcome the first challenge, we adopted the established concept of
the Proxy Re-encryption system [61] and adapted it to develop a theoretical
and practical implementation within the framework of homomorphic encryption.
This adaptation, which we refer to as the public key-switching technique, enables
secure multi-client queries on encrypted data, specifically addressing the needs
of our application in the biomedical domain.

Furthermore, we demonstrate a significant improvement in storage efficiency
through the application of a well-known vertical packing storage method,
achieving a storage enhancement of 49,960 times compared to a naive
homomorphic encryption solution. While storing SNP genotypes using
homomorphic encryption increases storage costs relative to state-of-the-art
encryption methods like AES, this approach is indispensable as homomorphic
encryption allows execution of functions on encrypted data. While our queries
demonstrate slower performance compared to plaintext solutions, we consider
the trade-off between security and performance to be within acceptable limits.
Additionally, implementing multi-threading significantly enhances performance.
This performance overhead is unlikely to significantly impact the usability and
utility of the framework for researchers. This is because the alternative is to
download a large database and analyze the data locally, which is a much more
time-consuming and resource-intensive process. Therefore, we believe that our
framework offers an optimal balance of security and performance.

Although encrypted database systems do exist, to the best of our knowledge,
none of them offer the same level of security guarantees and functionality as
SQUID. A developed secure database framework named CryptDB [62] offers
efficient secure data storage and query performance. However, it does not
offer the functionalities provided by SQUiD for two main reasons. Firstly, this
framework is unable to compute the same set of queries as SQUiD. For instance,
CryptDB lacks the ability to add and multiply encrypted database items, a
necessary requirement for computing the linear combinations in PRS queries.
Secondly, and more critically, CryptDB exhibits significant information leakage
during equality checks used in the filtering process in count and MAF queries.
Specifically, CryptDB exposes the count of unique items within the columns
used for the equality checks. For genotype-phenotype databases that store SNPs
with just three possible genotypes with known allele frequencies, CryptDB would
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expose the patients with the same genotypes for each SNP. This information
could be combined with the known and well-studied population frequencies of
each SNP to devise a simple attack that reconstructs the genotype values for
each patient in the database, resulting in a complete breach of security. On the
other hand, SQUIiD offers a solution for issues of data protection, data privacy
and stigma for researchers, funders, clinicians and patients. Furthermore, while
databases that keep data encrypted at rest with AES can answer the same
queries as SQUiID, they cannot perform these queries as securely as SQUiD
does. For any query, these databases must first decrypt the relevant data to
compute the query, exposing the data to potential attacks. In contrast, SQUiD
can perform all queries without the need for decryption, significantly improving
security over existing systems.

Privacy-preserving MAF calculations using homomorphic encryption were
proposed before [48]. Notably, SQUiD’s MAF query differs from this approach as
it computes the MAF within a filtered patient cohort, where the filtering is done
via protocols developed in this work. For a detailed mathematical exposition of
these distinctions, refer to Additional file 1: Supplementary Material.

We compared our patient similarity queries to existing private patient similarity
queries (SPQ). Many existing SPQ protocols such as Wang et al. [75]
privately compute patient similarity under the secure multiparty computation
security assumptions, assuming non-colluding parties. Since SQUiD employs
homomorphic encryption, no assumptions about collusion between parties
are necessary. Additionally, our query process involves a single round of
communication, with the querying researcher sending a query to the cloud
and receiving a prompt response. In contrast, the protocol outlined in [75]
necessitates an interactive protocol with multiple rounds.

We also empirically compared SQUiD to [65] due to the similar security settings.
The latter proposes a partial homomorphic encryption algorithm that supports
only ciphertext addition and scalar multiplication operations for computing
patient similarity using a squared Lo-norm. We implemented the euclidean
distance (equivalent to the squared Lo-norm protocol) from [65] to the best of
our understanding for comparison purposes. Additional file 1: Fig. 19 shows
that SQUID can compute the squared Lo-norm faster for larger datasets with
an approximately 2x speed up for datasets with 49,960 patients.

We envision three use cases for this framework: 1- Funding agencies such as
NIH can employ this framework to disseminate insights derived from the data
currently available through the NIMH Data Archive (NDA) or Database of
Genotypes and Phenotypes (dbGAP). 2- Multi-site consortia can employ this
framework to disseminate data to their members while keeping the data secure
in cloud storage. 3- Learning health systems can employ this framework to
disseminate data to their researchers while keeping the data secure in cloud
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storage. Our secure framework is designed to enable users to form specific
patient cohorts based on desired characteristics. Within this system, users can
also determine the distribution of PRS for a particular disease across various
patient populations. For example, one can explore the PRS distribution for
schizophrenia among patients diagnosed with bipolar disorder. Additionally,
the framework allows for the analysis of disease outcomes in patients who
share genetic similarities with a specific patient of interest, facilitating more
personalized and targeted approaches to healthcare and research.

We designed SQUID with ease of use in mind for both researchers and data
owners. Data owners are only required to provide a VCF file for the genotypes
and a CSV file for the phenotype data. SQUiD then handles the packing,
encryption, and uploading of this data to a public cloud platform. The SQUiD
codebase includes a cloud-deployable API framework, allowing researchers to
query the data through API calls seamlessly.

SQUiD’s design is scalable to support multiple data owners. In a multi-owner
system, each data owner independently prepares, encrypts, and uploads their
data to the public cloud. Each data owner’s information is stored in a separate
encrypted database along with a corresponding key store. When a researcher
wishes to query the data, they send their public key to each data owner. The
data owners then generate a public key-switching key using their secret key and
store this in their key-switching store. The researcher’s query is processed in
the public cloud, where it is evaluated across the encrypted databases. The
results are key-switched using the respective data owner’s key-switching store,
ensuring that the final query results are encrypted under the researcher’s public
key. These results are aggregated and sent back to the researcher, who can then
decrypt them to obtain the final output.

This multi-owner implementation introduces additional storage, as the public
cloud must store multiple key-switching stores for each data owner. It also
needs to maintain evaluation keys (relinearization keys, rotation keys, and
bootstrapping keys) for each data owner. Despite this, the process ensures the
privacy of each data owner is maintained, and the researcher can securely access
aggregated results without compromising individual data security. There are
also approaches that do not require multiple evaluation keys for each owner [58],
however, they are not tailored to the specific needs of genotype-phenotype data.

SQUiD can handle missing data. For count and MAF queries, SQUiD defaults
to excluding patients with missing values from the cohort being analyzed. For
the PRS and similarity queries, any column with missing SNPs will be excluded
from the PRS and similarity query calculation.
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4 Conclusions

SQUID presents an innovative and impactful solution for a world grappling
with escalating concerns surrounding security and privacy of genetic and
clinical data. By circumventing the challenges posed by the ever-changing,
heterogeneous landscape of data protection laws, SQUiD offers a robust
framework to safeguard sensitive information. Moreover, we firmly believe
that SQUID has the potential to enhance patient trust by ensuring the security
and controlled utilization of their data for specific research purposes, thus has
the potential to increase participation in genetic research. Lastly, although this
study focused on genotype-phenotype analyses for proof of principle, SQUiD’s
modular design allows for the integration of other discrete data modalities and
analytic approaches, as the need arises. This adaptability will be critical at a
time when precision medicine research is rapidly expanding to encompass more
complex molecular and clinical datasets.

5 Methods

Security and threat models

Our security assumption is based on the current data-sharing policies within
many public and private entities. That is, the data owner and authorized
researchers are mutually trusted. Thus, authorized researchers are allowed to
query the genotype-phenotype data that do not threaten the confidentiality of
patients according to the data use agreements. The inherent data leakage from
query results and potential inference attacks from authorized researchers are
therefore not considered.

Meanwhile, genotypes and phenotypes as well as a subset of the queries are
protected from the public cloud and attackers. More precisely, we consider the
following three threat models for database management [10,38]:

e Snapshot attackers that obtain a snapshot of the database

o Persistent passive attackers that compromise the cloud server to obtain
not only the database but also queries and all server’s operations

o Active attackers that fully compromise the server to deviate from pre-
designed protocols for queries

In our SQUiID construction, snapshot attackers receive ciphertexts of the
Brakerski-Gentry-Vaikuntanathan (BGV) homomorphic encryption scheme.
We use the security level estimator from HElib [9,42] to choose BGV parameters
that provide a 128-bit security level against known attacks. Consequently, the
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security towards snapshot attackers inherits from BGV’s IND-CPA security,
i.e., the ciphertexts are almost indistinguishable from random characters.

For persistent passive attackers, there are many ways that querying encrypted
databases can result in private information leakage [32, 44, 54, 59]. Most
prominent ones include leakage through (1) access pattern, which determines
if certain records are consistently accessed; and (2) search pattern, which
indicates if and when an encrypted query is repeated. Many cryptosystems,
including property-preserving encryption (PPE) [7,53] and searchable encryption
(SE) [29,71], fail to protect against these types of information leaks. This is
primarily due to their inherent functionality, which inadvertently discloses
properties of datasets, thereby compromising privacy. However, homomorphic
encryption schemes such as BGV provide a solution that does not leak access
and search patterns [46]. Using HE to encrypt databases propels algorithms
that have to touch all the relevant records in the dataset for a single query.
For example, to find out whether an encrypted input is in the encrypted
database, the input needs to be compared with every single encrypted value
in the database homomorphically. This prevents access pattern leakages since
the access pattern remains uniform for all queries. In addition, search pattern
leakages are prevented due to the IND-CPA security under carefully selected
parameters, since encrypted queries are indistinguishable from one another,
regardless of their contents [46].

It is worth mentioning that persistent passive attackers do not learn additional
information about the database from knowledge of the server’s computation
patterns. Precisely, when an authorized researcher sends a query f, the server
performs a series of operations on the encrypted database Enc(m) to obtain
Enc(f(m)). The function f is in plaintext for Count, MAF and PRS queries and
contains ciphertexts for similarity queries. In all these cases, the computation
pattern for the server is predefined and contains operations such as homomorphic
additions, multiplications, and key switching. As such, inference attacks from
persistent passive attackers are also prevented, as only computational patterns
of different functions are revealed but not any computation result f(m).

While the problem of defending against active attackers is challenging and still
unsolved [37,38], our SQUiD construction provides reasonable mitigation towards
active attackers. Namely, active attackers can deviate from pre-determined
operations in SQUiD and therefore send wrong computation results to authorized
researchers, but they can not learn information about the database.

Homomorphic Encryption

Encryption is a procedure that maps the plaintert data into its ciphertext, such
that the plaintext can not be deduced from the ciphertext without knowing the
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f
mi,..., Mt — f(ml,...,mt)
JEnc B DecskT
Enc(my),...,Enc(m;) L Enc(f(my,...,m¢))

Figure 8: The homomorphic evaluation of a function f on ciphertexts

secret key. Homomorphic encryption is a class of encryption schemes with an
additional property: computations can be performed over ciphertexts without
knowing the secret key.

Figure 8 visualizes this property in a commutative diagram, which enables
secure computation outsourcing.

To compute a function f on plaintexts myq,...,m; without revealing them,
plaintexts are encrypted and corresponding ciphertexts Enc(m;), ..., Enc(m;)
are sent to the public cloud. Then, a function f , which corresponds to the
HE-friendly version of the desired function f, is evaluated among the ciphertexts
homomorphically. As a result, a ciphertext of f(mg,...,m;) is derived, which
contains the evaluation result equivalent to that of a plain evaluation. Therefore,
the decryption of the final ciphertext outputs the desired evaluation result.

HE ciphertexts contain a noise component, whose value grows with homomorphic
operations. This is controlled by pre-fixed HE parameters, which is also used
to set a noise budget. If the number of operations in an algorithm is too
large such that the noise consumption exceeds the budget, then the result can
no longer be decrypted correctly. To avoid this, a bootstrapping operation
is introduced to refresh the ciphertexts, enabling the fully homomorphic
encryption (FHE) schemes that support evaluations of arbitrary circuits for
different operations including multiplications and additions (i.e., arbitrary
f) [34]. Detailed realizations of homomorphic operations are included in the
supplementary material.

Brakerski-Gentry-Vaikuntanathan scheme (BGV)

The BGV scheme is an FHE scheme that relies on the hardness of the Ring
Learning-with-error (RLWE) problem [57]. Its basic building blocks are
homomorphic addition ADD and multiplication MULT. Since any computable
function can be realized with additions and multiplications, the homomorphic
evaluation of any computable f can be realized with ADDs and MULTs.
Bootstrapping in BGV is a very costly operation [25,41]. It is, therefore,
common to use BGV in the levelled manner, i.e., to choose the HE noise
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parameter with large noise capacity such that computations can be performed
without bootstrapping. Our study uses the levelled version of BGV.

BGYV allows efficient computations in the amortized sense. It supports Single
Instruction Multiple Data (SIMD) operations, which allows multiple values
to be packed into one BGV ciphertext, enabling computations over a single
ciphertext to be performed on all packed values in an efficient manner [70].
Details of the SIMD packing are included in the supplementary material.

Public key-switching

In general, HE binary operations only support input ciphertexts that are
encrypted under the same key. Therefore, in the scenario of multiple users each
holding their own keys, there is a natural need to convert a ciphertext encrypted
under one key to another ciphertext that encrypts the same message under a
different key. A naive approach is to decrypt and re-encrypt with a different
key, but this exposes the original secret key and the message to the party that
performs this procedure. To prevent such leakages, the above procedure can
be done homomorphically such that the evaluation party can not access the
message in the clear. Such a technique is called key switching. Mathematically,
when converting the key system from (pk,sk) to (pk*,sk™), the evaluation party
does not need to know sk, but a key-switching key ksksk_,sk+) which leaks no
information about secret keys.

Our scenario exploits the key-switching key ksksk_sk+). While the traditional
key-switching key generation uses both sk and sk*, only sk and pk* are needed
in our design, hence it is called public key-switching. This design preserves
the confidentiality of sk* as it does not need to be shared to compute the key-
switching key. In our scenario, the secret key of the authorized researchers does
not need to be sent to the data owner to generate the key-switching key. Please
see supplementary material for the mathematical details of the realization of
public key-switching with BGV and how we control the increasing noise.

Database construction with vertical packing

The dataset in SQUID is represented as a matrix M = {m; ;|1 <i <r, 1 <j <
k}, where 7 is the number of patients, k is the number of attributes (features),
and the value in position (4, j) corresponds to the j-th feature of the i-th patient
(e.g., the genotype of j-th SNP of i-th patient). We use the term wvertical or
horizontal for the direction in the matrix, which corresponds to an attribute for
all patients or all attributes for a single patient, respectively.
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As we explained earlier, BGV supports packing multiple messages into one
ciphertext. SQUID packs elements vertically: let ¢ denote the packing capacity
in a ciphertext, then the r elements in the jth column are encrypted into [r//]
ciphertexts

ct(sg) = Enc ({m.si15), Mesta) M (s11).5) )

where 1 < s < [r/{] and m, ; is considered as 0 for ¢ > r. Overall, entire
dataset is encrypted into C' = {ct(, ;) | 1 < s < [r/l],1 < j <k}

The update, insert, and delete operations on a vertically packed encrypted
database vary slightly from their typical implementations.

o Update: To update a single value m’ at index 14, j, a new encryption of
ct(s,;) where s = [i/£] needs to be uploaded where

Ct(sg) = Ene ({msi1g)s Mestagy o m's o sme(si1).5)})

o Insert: To insert a new row at r+ 1, if ciphertexts are not fully packed (i.e.,
¢17), then the last row of packed ciphertexts contains zeros at row index
r+ 1, which are updated. Otherwise, the following k fresh ciphertexts are
added, forming the last row of C.

{Ct(S-‘rLj) = Enc ({m(é.r+1,j),0, cee ,0}) , 1< < k}

e Delete: To delete an entry at index ¢, j, a plaintext, which encodes zero
at the ¢ mod ¢-th slot and one elsewhere is multiplied with ct(; ¢ -

Note that update and insert operations both upload new ciphertexts with low
noise, but the delete operation increases the noise with a plaintext-ciphertext
multiplication. To bound the noise growth, we set a number « for the maximum
times of consecutive delete operations. On the (a + 1)-th time to delete an
entry, an update should be performed instead, after which a deletes are again
allowed. For SQUID with our experimental parameters, the value « is taken to
be 5.

Functionalities

In this section, we describe the supported functionalities of SQUiD and the
evaluation procedures using homomorphic encryption.

Count queries. The first category of queries is to count the number of patients
whose attributes satisfy certain conjunctive (AND) and/or disjunctive (OR)
relations. Its evaluation contains two stages, filtering and vertical aggregation.
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“lo 1 2

v
1 ]o 0 0
0o |1 0 0
1 o 1 o
2 o o 1

Table 1: The truth table of EQtest(u,v) for SNPs. We assume that the query value
w is not missing (u # —1).

Filtering. Suppose the researcher specifies 7 > 1 selection criteria (either in
plaintext or ciphertext) and their relation (AND and/or OR). The filtering stage
outputs a predicate vector p composed of r encrypted binary numbers. If the
element p[i] decrypts to 1, then the patient ¢ is in this pre-defined cohort.

First, we explain how to homomorphically check a single selection criterion,
which amounts to performing a homomorphic equality test between the given
value in a query and a value in the matrix. The key idea is to find a polynomial
representation, which can be evaluated as a sequence of homomorphic additions
and multiplications.

Function EQTest <= Polynomial <= Sequence of ADDs and MULTs

Without loss of generality, we consider the inputs of EQTest as genotype values
in {—1,0,1,2} where -1 indicates a missing SNP, and denote them as u and v.
As shown in Table 1, this function determines a unique truth table.

We derive the polynomial representation of EQTest(u,v) as follows. Let v be an
encrypted matrix value, and u be the query value, which can be either in the
clear or encrypted depending on the researcher. If u is provided in the clear,
then we can interpolate the u-th column of the truth table 1 into a degree-3
polynomial F,, with input variable v. If u is also encrypted, then we precompute
a polynomial F' of degree 5 that maps 0 to 1 and {£1, £2,3} to 0, whose input
variable is u — v € {0, £1, £2,3}. Note that we do not consider the case where
both v and v are missing because it is assumed that the query value would
never look for missing SNPs.

Second, we explain how to homomorphically combine the results of multiple
equality checks using AND and OR. Let {(ug,vi)}_; be the set of (encrypted
or unencrypted) queries and (encrypted) matrix values, then for each patient ¢
we compute the expression homomorphically as Equation (1), where d and b
are constants in Table 2. The evaluation decrypts to 1 if the data of the patient
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Query type ‘

Conjunction

b ‘ d
00
Disjunction | 1 | 1

Table 2: Constants in circuit (1) [49]

¢ matches the selecting criteria, and 0 otherwise.

r, =d+ H [b + EQTest(uk, Uk)] (1)
k=1

Vertical Aggregation. Suppose each ciphertext provides £ SIMD slots, then the
predicate vector for r patients is batched into [r/¢] ciphertexts. The procedure
of summing over these batched messages is a vertical aggregation.

Our design fully exploits the advantages of parallel computing. Namely,
we perform O(r/f) homomorphic additions with additive depth O(log (r/¢))
to obtain one ciphertext, whose ¢ slots are then aggregated with O(log¢)
homomorphic rotations and additions. To support larger databases sizes, not
all £ slots might be aggregated as the aggregated value would overflow the ring
in the BGV scheme. In these cases, it is up to the client to aggregate the
remaining slots. Please see supplementary material for details of homomorphic
addition and rotations with BGV.

PRS queries. The second category of queries is to obtain polygenic risk scores
of all the patients.

Definition 5.1. The polygenic risk score (PRS) of a patient is a linear
combination of values of attributes in a subset S. For given coefficients (i.e.,effect
sizes) {f;};es, the PRS for patient ¢ is f; = Zjes Bj - myi ), where my; j) is
the genotype of the j-th SNP for i-th patient.

The PRS for each patient can be calculated with homomorphic multiplication
and additions. Please see supplementary material for details of homomorphic
addition and multiplications with BGV.

Horizontal aggregation. PRS queries aggregate information horizontally. We
use parallel computing to minimize the execution time, and as can be seen from
the Results section, answering PRS queries is relatively fast.
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MAF queries. The third category of queries is to calculate the minor allele
frequency for a target SNP of a filtered cohort of patients.

Definition 5.2. Minor allele frequency (MAF) is the frequency at which the
minor allele occurs in a given population or a cohort. Let p be the predicate
vector for r patients, where p[i] indicates whether the patient ¢ is in the cohort.
Then, for the dataset M = {m; )}, the MAF for SNP j with p is

AF(PJ) = <Z M, 5) PM) / (221)[1]) s
MAF(p, j) = min(AF(p, j),1 — AF(p, j)).

As the homomorphic division and minimum comparisons are currently expensive
operations, the cloud instead computes the numerator and denominator
homomorphically and then returns the results to the clients for decryption,
division, and the minumum operation.

Similarity queries. The fourth category of queries determines whether a specific
individual (denoted as d) is genetically similar to patients with a certain disease
or those without. There are two similarity metrics for researchers to choose
from.

Definition 5.3. Suppose the database stores k attributes and the last attribute
is the disease.

1. The Lo-distance similarity score Sg, (4, d) is defined as

E
[u

Spy(iyd) =) (mg ) —dj)?.
1

J

2. The Jaccard similarity score Sjeq(i,d) is defined as
k—1
Scd (i, d) = Z EQTest(m(i’j), dj),
j=1

where EQTest(-, -) equals to 1 if two inputs are equal and 0 otherwise.

In other words, the similarity score S(.)(i, d) horizontally aggregates the result
of the squared difference or EQTest.

As a result of this query, the researcher will receive two encrypted values r1, 79
from the cloud. The value r; is the number of patients that are genetically
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similar to the target d with this disease, 5 is the number of patients that are
genetically similar to the target d and do not have the disease.

These two values are homomorphically computed as follows.

1. Similar to the filtering method in Section 5, the cloud computes a predicate
p for patients with this disease.

2. To count similar patients, the cloud computes the similarity score S.) (i, d)
between the target d and patient ¢. Then the cloud homomorphically
checks if S((i,d) is greater than the pre-determined threshold ¢,
which is done by evaluating the interpolation polynomial of degree
Range(S(.)(i,d)) — 1. In our implementation, we use the Paterson-
Stockmeyer method [60], a well-established technique [24,27,28,43], to
evaluate polynomials efficiently. As such, we get a predicate p.

3. Multiplying the two predicates p and ps component-wise realizes the AND
relation and leads to another vector, whose vertical aggregation gives 7.

4. Multiplying the inverse predicate —p and predicate ps component-wise
realizes the AND relation and leads to another vector, whose vertical
aggregation gives rs.

Availability of data and materials

The code for SQUiD, including the SQUiD API and CLI, is available under the
GNU General Public License at https://github.com/G2Lab/SQUiD/ [15] and
10.5281/zenodo. 14176458 [16]. This repository contains all benchmarking
code necessary to reproduce the results presented in this paper. Instructions for
running the code are provided in the Benchmarking section of the README.
UK Biobank data was downloaded from https://www.ukbiobank.ac.uk/ [21]
under application number 100316, and simulated data can be generated using
https://github.com/G2Lab/SQUiD/. Example data is also included in the
repository. The variants and their effect sizes used in the PRS calculations were
download from the PGS Catalog at https://www.pgscatalog.org/ [51,52].
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A Supplementary Material, Tables and Figures

Security of homomorphic encryption and RLWE

Most widely-used homomorphic encryption schemes [18, 19,26, 31], including
the BGV scheme we employed, rely on the hardness of a mathematical problem
called the Ring Learning with Errors (RLWE) problem, i.e., the ring version
of Learning with Errors (LWE) problem. The hardness of the LWE problem
has served as a common assumption due to its quantum reduction to a hard
lattice problem proposed by Regev [63] and its robustness against various
attacks [11,17]. Later, Lyubashevsky et al. [57] introduced the RLWE problem
and demonstrated its reduction to the worst-case lattice problems over ideal
lattices. Compared to LWE-based cryptographic schemes, RLWE-based schemes
are more efficient, especially for power-of-2 cyclotomic rings [64].

To delve deeper into the RLWE problem, we introduce the following notation:
the m-th cyclotomic polynomial ®,,(X) of degree n, an integer-coefficient
polynomial ring R = Z[X]/Pwn(X), a modulus @ and the quotient ring
Ro =R/QR, an error distribution x, and < for a uniform sampling.

Given a secret s € Rg, the hardness of RLWE guarantees that the following
two distributions in Rg x Rq are (computationally) indistinguishable under
appropriately chosen parameters:

Ds ={(a,b) :a + Rg,e + x,b=as+ e}, Drana = {(a,b) : a,b + Rg}.

As such, the secret s is masked using a pair of elements, which are
indistinguishable from two uniform elements. To achieve the desired A-bit
security in RLWE-based HE schemes, parameters (m, @) need to be chosen
such that the best-known LWE attacks require at least 2* operations. Concrete
parameters are generally estimated following [9], which are also standardized in
the white paper [8].

Experimental setup and HE parameters

We benchmarked SQUID on an n2-standard-64 Google Cloud instance with an
Intel Xeon Gold 6268 @ 2.8 GHz processor and 256 GB of memory. For all our
benchmarking, we employed parameters with 128-bits of security according to
the LWE-estimator from HEIlib [9,42]. See our list of parameters in Table 3.
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Parameter SQUiD
m 99,928
t 99,929
n 49,960
log Q 967
A 128
Slot size (¥) 49,960
Max # of patients 2 billion
Minimum server memory (GB) 60

Table 3: Table showing the HE parameters for SQUiD where m is the dimension of
the cyclotomic ring, ¢ is the plaintext modulus, n is the polynomial degree, log @ is
the bit length of the ciphertext modulus, A is the security parameter, slot size is the
maximum number of patients that can be stored in a single ciphertext for a single
attribute, Max # of patients is the maximum number of patients that can be stored in
the database, and Minimum server memory gives a recommendation for the memory
requirement of the server to run SQUIiD.

APl parameters for queries

Count: Our simplest query counts the number of patients who pass a filter.
This filter can be either conjunctive (And) or disjunctive (Or) and consist of
only equality causes. For example in Fig. 4A, we have the query “COUNT
WHERE SNP; == 1 AND sex = 1” which will count the number of female
patients where the second SNP is 1. We compute this query by first computing a
predicate for each patient if they pass the filter. Since homomorphic encryption
only supports addition and multiplication, we compute the filter consisting of
AND gates, OR gates, and equality function using polynomial approximations.
The domain of the inputs to all these functions is limited to (0,1,2) for SNPs
and (0,1) for all other variables in our database. Thus, the degree of these
polynomials is small which keeps SQUiID performant.

MAF: Our minor allele frequency (MAF) query computes the MAF of a target
SNP on a filtered cohort of patients filtered using a similar filtering technique
from the count query. Our MAF queries return two values, the allele count and
the number of filtered patients times two. The researcher has to finalize the
MAF computation by dividing the returned allele count by the returned number
of filtered patients times two. We move the division operation to the research
because division is an expensive operation to perform homomorphically.

PRS: Our polygenic risk score (PRS) query computes a PRS given a set
of SNPs and a set of effect sizes. A PRS score is calculated with a linear
combination of the SNP and the effect sizes which we can naturally compute



210 SQUID: ULTRA-SECURE STORAGE AND ANALYSIS OF GENETIC DATA

Query Parameters Description

Filter is [("rs7903146",2),("T2D",1)]

Filter: array of pairs of Conjunctive is true

Count strings and ints

Conjunctive: boolean Returns the number of patients in the

database that have both alleles of the rs7903146

SNP and T2D.
Filter is [("T2D",1)]
Filter: array of pairs of Conjunctive is true
strings and ints Target SNP is "rs7903146"
MAF . .
Conjunctive: boolean
Target SNP: string Returns the MAF for the rs7903146 SNP of patients
in the database that have T2D.
Parameters are [("rs12562034", 4),
("rs11240779", 10), ("rs4970383", -4)]
PRS PRS: array of pairs of Returns the PRS score for each patient by

strings and ints

rs4970383 SNP by -4.

summing up the multiplication of the rs12562034
SNP by 4, the rs11240779 SNP by 10, and the

Target patient is MO8v3J7kJt (Encrypted)
Threshold is 10

Target patient: ciphertext| Disease column is T2D

Similarity| Threshold: int
Disease column: string Returns the number of patients with and

without T2D who are similar to the target patient
by a threshold of 10 using a L similarity score.

Table 4: List of parameters for the count, MAF, PRS, and similarity queries with
examples.

using homomorphic encryption. The effect sizes, which are often represented
as floating point numbers, are scaled to integers within SQUID as SQUiD only
supports integer inputs. The resulting scores are scaled down accordingly.

Similarity: The similarity query counts the number of patients with and
without a disease from a cohort consisting of patients similar to the target
query patient. This target patient is encrypted with the data owner’s public key
before it is sent to the cloud to protect the target patient data. To compute the
similarity query, we first compute a similarity cohort by scoring the similarity
of the target patient with every patient in the database. We score patients
based on their squared Euclidean distance (squared Lo distance) from the target
patient. If these scores are beneath a predetermined threshold, the patient
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is considered similar to the target patient and added to the similarity cohort.
Next, we count the number of patients with and without a disease in this cohort.

The BGV scheme

Brakerski-Gentry-Vaikuntanathan (BGV) [19] is a well-known lattice-based
homomorphic encryption scheme that allows for computations over encrypted
data. Its lattice-based structure further provides reasonable quantum resistance.
Realizing computations as sequences of additions and multiplications, BGV
provides a large computation capacity with reasonable parameter choices.
Furthermore, it supports computations in a SIMD manner, which significantly
enhances the amortized performance.

Below we describe the basic procedures in BGV, the realization of public key-

switching and its noise control. Mathematical and cryptographic notations are
listed in Table 5.

Mathematical Basics:

t plaintext modulus

Q ciphertext modulus

Z set of integers

Ty the ring of integers modulo ¢, i.e., Z; = Z/tZ
Lq

X

R

the ring of integers modulo Q, i.e., Zg = Z/QZ
variable of polynomial
the cyclotomic ring Z[X]/(®wm (X)) where @y, (X) is the m-th
cyclotomic polynomial. The degree of ®, (X) is n = ¢ (m), where
@(+) denotes the Euler totient function.

Ry Z4[X]/Pm (X)

Ry ZolX]/On (X)

HE Parameters:

Xter uniform ternary distribution with coefficients from {—1,0,1}

Xerr error distribution of scheme, typically a discrete Gaussian
distribution unless specified otherwise

Table 5: Notations of BGV homomorphic encryption scheme

Key generation, encryption and decryption. Sample the secret key sk from
Xter, and the public key is computed as follows

pk = ([a -sktte]q —a) € R%,
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where a < ug and e < Xerr. Anyone can see the public key, but this leaks no
information on the secret key sk, as guaranteed by the hardness of the ring
learning-with-errors (RLWE) problem.

With the public key, anyone can generate a ciphertext for a plaintext m by
computing

ct = Encp(m) = ([[m]t +u - pko +teo], , [u - pky —|—tel]Q> )

where u < Xier and eg,e1 < Xerr. Due to the randomness in encryption,
ciphertexts of the same plaintext m are always not identical, reflecting the
IND-CPA security which avoids the search pattern leakage.

A message m and its ciphertext (ctg,cty) are related via
ctg +cty -sk = [m] +tv  (mod Q),

where v = u - e + eq - sk +eg is the noise term.

Only those knowing the secret key sk will be able to decrypt. Decrypting a
ciphertext ct = (cto, ct1) is to calculate

[cto +cty - sk (mod Q)], ,

and it decrypts to the correct message m if the noise term v is lower than |Q/t].

Public key-switching. The key-switching technique is used to switch the secret
key of a given ciphertext without decryption. Given a ciphertext ct that encrypts
a message m under secret key sk, the goal is to obtain a new ciphertext that
encrypts the same message m under another secret key sk*.

To compute this, the algorithm requires an additional ciphertext that encrypts
the secret key sk under sk™, which is called the key-switching key ksk(gx—sk=)-
In the BGV scheme, this key is derived from sk*, but we use an alternative
derivation with pk®, the corresponding public key of sk*, as follows:

ksk = ([sk +u” - pko +teglg , [u” - pky +teT]Q) € R%,

where pk™ = (pkg, pki), u* < Xkey and €, €} <= Xerr. In other words, ksk is just
Encp-(sk), i.e. the encryption of sk under pk*.

With ksk and (ctg, ct;) which decrypt to m under sk, we can construct (ctg, ct})
which also decrypt m but under sk*. Precisely, we construct

(ctg,cty) = ([cto + cty - kskol g, [ct1 - kskl]Q) .
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Therefore,
cty + ct} - sk™ = ctg + cty - Encye- (sk)o + ctq - Encpy-(sk)p - sk
= ctg + cty - (Encpk- (sk)g + -Encpy-(sk)q - sk*)
= ctg + cty - (sk+tv*)
=m+t(v+ct;-v*) mod Q,

where v* = u* - e* + e} - sk™ +¢f, verifying (ct;, ct}) which also decrypts m but
under sk*.

Reducing noise during public key-switching. The public key-switching above
has noise component ct; - v*, whose size can be further reduced by two methods:
coefficient digit decomposition [20], and a temporary enlargement of ciphertext
modulus [35]. We combine the two methods in an approach similar to the
Section 4.3 of [40], where the ciphertext modulus @ = ngl D is decomposed
into [ coprime and odd digits, and an expansion factor P, which is odd and
coprime to @, is introduced.

As such, the key-switching key ksk(s—s+) is no longer a ciphertext with two
components, but a matrix of dimension 2 x [. For 1 < j <, the j-th column of
this matrix is Encpy- (Pljj sk) with respect to an enlarged ciphertext modulus
PQ, where ﬁj stands for the product Dy --- D;_;.

Storage costs of ciphertexts and public key-switching keys. The size of a
ciphertext is dependent on the HE parameters used. With the parameters used
in SQUiD, a ciphertext is a pair of polynomials of degree n = 49,960 with
ciphertext modulus @ = 967 bits. The theoretical minimum storage would be

12 MB = 2 polynomials per ciphertext
x 49,961 coefficients per polynomial

X 967 bits per coefficient.

In practice, we measured the storage of a single ciphertext to be 13 MB.

With the coefficient digit decomposition and modulus enlargement techniques,
the ksk is a 2 x [ matrix of polynomials with enlarged ciphertext modulus PQ).
In practice, we set I = 3 and PQ =~ 1,291 bits. Thus, the theoretical minimum
storage of a ksk would be
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48 MB = 2 x 3 polynomials per ksk
% 49,961 coefficients per polynomial
x 1,291 bits per coeflicient.

In practice, we measured it to be 55 MB.

Homomorphic operations. Adding two ciphertexts ct = (ctg,ct;) and ct’ =
(cty, ct)) that encrypt m and m’ with a same key sk respectively gives

(cto + cty) + (cty +cth) sk =[m+m'ly +t(v+ v +u) (mod Q),

so the ciphertext ([ctg + ctflq, [ct1 + cti]g) is an encryption of m +m’ (mod t)
under almost additive noise.

Multiplication of two ciphertexts is more complex, which involves taking the
tensor product of two ciphertexts as polynomial vectors to obtain (ctocty, ctoct] +
ctict), ctyct]). One can check that

ctoctf 4 (ctoct] 4 ctycty) - sk+ctict] - sk* =m-m/ +tvy  (mod Q),
where vg =m -V +m' -v4+v-v.
Here, an additional step is needed for the term with sk®. If we consider (0, cty ct})
as a ciphertext with secret key sk?, then performing the key switching procedure
with the key kskgez_,q gives a ciphertext (ctj,ct}). The noise control in this

step is similar to the previous section. The final output of the homomorphic
multiplication is (ctoct + cty, ctoct] + ctycty + ctf).

SIMD batching. The BGV scheme supports homomorphic operations on
multiple plaintext slots simultaneously. This follows from the fact that the
cyclotomic polynomial @, (X) of degree n splits modulo ¢ into ¢ irreducible
factors of same degree n/¢, i.e., Oy (X) = Hle F; (X). Leveraging the Chinese
Remainder Theorem (CRT), the following ring isomorphism

¢
R = HZf[X]/(E (X))

is established, which enables the encoding of ¢ messages {z1...,z¢} €
Hle Z4[X]/(F; (X)) into a single plaintext in R,. Typically, each of the
¢ messages is called a slot, and altogether they are regarded as a length-l vector.
Since computations over a ciphertext are performed on all packed values, BGV
provides efficient computations in an amortized manner.
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Homomorphic rotation. BGYV supports an additional operation called rotation,
which permutes plaintext slots circularly. Specifically, let ct be an encryption

of a plaintext vector z = (21, 29, ..., 2¢). Performing a (right) rotation on ct
by v results in a new ciphertext ct,: encrypting the plaintext vector z., =
(Zu+1y Zo42y « -+ 205 21, - - - , Zy) Uunder the same secret key.

The homomorphic rotation consists of two key components: automorphism and
key switching. We refer interested readers to Section 3 of [40] for the general
hypercube structures of rotations in BGV.

Polynomial evaluation using the Paterson-Stockmeyer method

Polynomial evaluations require numerous binary operations including additions,
scalar multiplications (where one operand is a constant), and non-scalar
multiplications. The Paterson-Stockmeyer method [60] uses fewer non-scalar
multiplications, such that a degree-d polynomial is evaluated using (’)(\/ﬁ)
non-scalar multiplications.

In the homomorphic evaluation of polynomials, non-scalar multiplications are
translated to ciphertext-ciphertext multiplications, whose evaluation costs are
much more expensive than the other two. According to the benchmark in [33],
it is around 160x and 15x the cost of homomorphic evaluations of additions
and scalar multiplications, respectively. Therefore, the Paterson-Stockmeyer
method has been widely used for polynomial evaluations in homomorphic
encryption [24,27,28,43].

Below we follow [28] to sketch the evaluation of a degree-d polynomial f(z) =

Z;‘i:o a;xz’ using the Paterson-Stockmeyer method. Assume there exist integers
L and H such that d = LH — 1 and L =~ /2(B + 1). Then the polynomial can

be rewritten into

H—1 L—1
fx) = Z(Z airtj-2?) -t
i=0 ;=0
Therefore, the "low powers' {z,z%,... 2!} can be computed with L — 2

non-scalar multiplications, whose linear combinations give the inner sum. The
"high powers" {xl 22l ... ,x(H’l)L} are then computed with H — 1 non-scalar
multiplications, whose subsequent products with the inner sum require another
H — 1 non-scalar multiplications. In total, the procedure requires

L—2+42H-1)=L+2H -4

non-scalar multiplications, which is minimal and achieves O(v/B) when L ~

V2(B+1).
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Comparison of SQUiD’s MAF calculation with existing methods

In the MAF protocol by Kim and Lauter [48], the MAF for SNP j is computed
as follows:

min(m;, 2r — m;)

MAF(j) = o with  m; = m,
i=1

where r represents the number of patients in the database, and m; ; denotes
the genotype of patient ¢ at SNP j.

In SQUID, a cohort is initially created before the MAF computation. The
membership of the cohort is defined by a predicate vector p, which is 1 for
patients in the cohort and 0 otherwise. The key distinction in the MAF
computation between SQUID and [48] lies in the need for multiplication of
each m; ; term within the summation by the corresponding predicate, ensuring
the inclusion of only those patients who are part of the cohort. Additionally,
the total number of patients r in the denominator is a constant in [48], but
in SQUID it varies for different cohort sizes and needs to be computed as the
sum of predicates. All other parts of the MAF computation are the same in
both SQUID and [48]. That is, a SQUID MAF query without a filter has the
same computation and result as [48]. Furthermore, in both SQUID and [48],
the division and minimum operations are executed in plaintext. In summary,
the total runtime and accuracy of the SQUiD MAF calculation and that of [48]
are expected to be exactly the same.

Continuous phenotype values

SQUIiD supports continuous phenotype values such as weight, blood pressure,
heart rate, etc. However, as SQUiD exclusively processes integer data inputs,
these values need to be discretized into integers by scaling the values. This
discretization occurs during the data encryption by the data owner before
transmitting it to the cloud. Once in the cloud, SQUID effectively filters these
now integer values for counting and MAF queries using range filters. Range
filters are set by an upper and lower bound and are computed using the same
comparisons thresholds from the similarity query.

We benchmarked the range query performance in Additional file 1: Fig. 20. We
found that it took approximately 51 minutes to compute a count query with a
range filter on 49,960 patients and 58 minutes to compute a MAF query with
the same parameters.
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Figure 9: The runtime for key-switching key generation and key-switching by the
number of digits used in the decomposition (I). Digit decomposition is a technique to
reduce the error growth in ciphertexts. The more we decompose the ciphertext and
key-switching key, the more secure our system becomes and the less error growth the
ciphertext experiences [40]. We set | = 3, as is commonly chosen. It takes 1.5 seconds
to generate a key-switching key when the digits are decomposed into three parts.
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Figure 10: The additional storage space for the public key-switching key store (with
! = 3) by the number of authorized researchers in the store. Since each key-switching

key is a single ciphertext, the storage required remains minimal at approximately 55
gigabytes (GB) for 1,000 researchers.
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Figure 11: The time to encrypt databases with various SNP sets by the number
of patients in the database. We measured the setup time by encrypting the various
databases using 60 threads running simultaneously. We compared the setup of SQUiD
for the ClinVar SNP set to the setup time of an unpacked HE solution (blue) for the
ClinVar SNP set. The ClinVar (Unpacked) line was extrapolated for databases that
took more than a day to generate.



SUPPLEMENTARY MATERIAL, TABLES AND FIGURES 219

Count MAF
160 250
140
200 A
120 A
5 1007 150 1
£ 00 £
a a 100 -
60 B
0 50 1
20
> > @ § N o N N
N N Q N\
N &QQ \Q?QQ@?’ N \9@ @9 @9
# of patients # of patients — SQUID (HE)
PRS Similarity = Unpacked (HE)
50 10,000
7 9,000 1
40 -
8,000 1
35
) 2 7000 7
o 30 1 p
= £ 6000 ]
& 25 = o
20 A 5,000
151 4,000
] S —— 3000 4—
N Q \ \} L & N \ \] \ Q@ N
N S \ \ N S I\
N N NS N Q )
N \Qn b?’“ N \Q-« bg,a
# of patients # of patients

Figure 12: The unpacked and packed query performance for the count, MAF, PRS,
and similarity queries on databases with varying numbers of patients (ranging from 1
patient to 49,960 patients with 1,024 SNPs). The similarity and PRS queries were
tested with 1,024 effect sizes and SNPs, respectively, and the count and MAF queries
were tested with 2 filters.
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Figure 13: The query time for SQUiD without HE and plaintext. SQUiD without
HE implements the queries from SQUiD by translating HE library functionalities to
their plaintext counterparts and then using these functionalities in the same way as
SQUiD. We ran the count and MAF queries with 2 filters, the PRS query with 1,024
effect SNPs (k), and the similarity query with 1,024 SNPs.
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Figure 14: The time to perform count, MAF, PRS and similarity queries on databases
with an increasing number of patients. The count and MAF queries were run with
2 filters. The PRS query had 1,024 effect SNPs, and the similarity query had 1,024
SNPs. Each query was executed in parallel with 50 threads.
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Figure 15: The time to perform a count query with 2 filters, MAF query with 2 filters,
PRS with 1,024 effect SNPs, and a similarity queries with 1,024 SNPs on databases
with increasing number of SNPs.

10%

—— Similarity
—-= MAF
=== Count

— 1024
16,384

Communication (MB)
el

Communication (MB)

<

20

[ E—— —

2 16 128 1024 409 16384 1 100,000 200,000 300,000 400,000 499,600
# of features # of patients

Figure 16: The communication cost for all queries by the number of features in the
query or the number of patients in the database. We benchmark our communication
cost by measuring the end-to-end communication of a single query. Each query needs
one communication round thus the total communication is the cost of receiving a
query from a client and sending back the computation result. We separated the
communication performance into two plots because the scaling for our queries depend
on different factors. (A) We show the communication costs of the count, MAF, and
similarity queries by the number of features (filters for the count and MAF query, and

SNPs for the similarity query). (B) We show the communication of the PRS query by
the number of patients in the database.



222 SQUID: ULTRA-SECURE STORAGE AND ANALYSIS OF GENETIC DATA

Count MAF

102 10?

10! 5 10! 5

100 . / 100 4 /
ﬂz? 10-! ; 10! ;
< 1 50,000 99920 1 50,000 99,920
= . .
g # of patients # of patients
<
Q
E PRS Similarity
g 103 10°
g
O 10% 5

10% 4 103 3

B — 102 E /—_
10! T 10! T
1 50,000 99920 1 50,000 99,920
# of patients # of patients
— SQUiID —— Plaintext

Figure 17: The communication cost for all queries and plaintext solutions by the
number of patients in the database. The plaintext database keeps the data encrypted
at rest, packing 16 one byte SNPs into a single encrypted 128-bit AES block. When the
database receives a query, it sends the encrypted data necessary to compute the query.
Thus, the client has to decrypt and compute the query themselves. We benchmarked
for all four types of queries with 16 filters for the count and MAF queries, 1,024 effect
SNPs for the PRS query, and the 1,024 SNPs for the similarity query. Compared
to SQUIiD, the plaintext communication always scales linearly with the number of
patients while this is only true for SQUID for PRS queries (since a PRS score for each
patient needs to be returned).
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A > /bin/squid
Welcome to SQUiD!
--- Setup ---
Config server address, port, and API key: ./bin/squid config <address> <port> <api_key>
Pull context from server: ./bin/squid getContext
Generate own context: ./bin/squid genContext
Generate public / secret key: ./bin/squid genKeys
Authorize yourself to the server (by generating key-switching key): ./bin/squid authorize

--- Query ---
Query: ./bin/squid <option> [query_string]

--- Helper ---
Decrypt query results (for queries not automatically decrypted): ./bin/squid decrypt <file>
> ./bin/squid config localhost 8081 nNCHuSdBWZsDINFOJQUWDAUibEvVcVniRgbiIoM

1: . Set config
./bin/squid getContext
: Requesting context
: Received context
squid genKeys
5: Loaded in context
: Generated secret key
: Generated public key
>: Wrote secret key to file
: Wrote Public Key to File
/bin/squid authorize
Sending public key
1 . Authorization successful
./bin/squid count "[(1,1)]" 1
: Counting Query with:
o filter: [(1,1)]
3: conjunctive: And
11:5¢ : Count:4
@G > -/bin/squid MAF
Not enough parameters for the MAF query [filter] [conjunctive] [target snp]
H > ./bin/squid MAF "[(1,1)]" 1 2
11:59:32: MAF Query with:
: filter: [(1,1)]
: conjunctive: And
: target: 2
: MAF: 0.25

Figure 18: Screenshot of SQUiD command line interface (CLI). (A) Welcome help
message about showing core SQUID functionalities. (B) setConfig call sets the address,
port, and API key used to communicate with the server for all successive calls. (C)
getContext call that pulls the context from the server to ensure the encryption schemes
are synced locally and on the server. (D) genKeys call creates a public and private key
for the user. (E) authorize call sends the public key to the server for authorization.
The server generates a key-switching key which will be used to re-encrypt all query
results sent back to the user to be encrypted under the user’s public key. (F) count
query call which counts the number of patients in the database with a first SNP that
has value 1. (G) failed query call that shows what parameters should be supplied for
a correct query call. (H) MAF query call that has the correct parameters.
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Figure 19: The runtime of the Lo similarity score computation for SQUID and [65]
(Salem et al., 2019) for 100 SNPs and 1,000 SNPs. For score computation with
fewer than 20,000 patients, [65] exhibits faster performance for both 100 and 1,000
SNPs. However, as the patient dataset scales up, SQUID consistently outperforms [65],
demonstrating its superior efficiency in handling larger datasets.
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Figure 20: The query time for the count and MAF query with a range filter by the
number of patients in the database. Each query only had one range filter.
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Abstract. In this paper, we show for the first time it is practical
to privately delegate proof generation of zkSNARKS to a single
server for computations of up to 22° R1CS constraints. We achieve
this by computing zkSNARK proof generation over homomorphic
ciphertexts, an approach we call blind zkSNARKs. We formalize
the concept of blind proofs, analyze their cryptographic properties
and show that the resulting blind zkSNARKSs remain sound when
compiled using BCS compilation. Our work follows the framework
proposed by Garg et al. (Crypto’24) and improves the instantiation
presented by Aranha et al. (Asiacrypt’24), which implements
only the FRI subprotocol. By delegating proof generation, we
are able to reduce client computation time from 10 minutes to
mere seconds, while server computation time remains limited
to 20 minutes. We also propose a practical construction for
vCOED supporting constraint sizes four orders of magnitude
larger than the current state-of-the-art verifiable FHE-based
approaches. These results are achieved by optimizing Fractal
for the GBFV homomorphic encryption scheme, including a novel
method for making homomorphic NTT evaluation packing-friendly
by computing it in two dimensions. Furthermore, we make the
proofs publicly verifiable by appending a zero-knowledge Proof
of Decryption (PoD). We propose a new construction for PoDs
optimized for low proof generation time, exploiting modulus and
ring switching in GBFV and using the Schwartz-Zippel lemma for
proof batching; these techniques might be of independent interest.
Finally, we implement the latter protocol in C and report on
execution time and proof sizes.
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1 Introduction

Zero-knowledge Succinct Non-interactive ARguments of Knowledge (zkSNARKSs)
are undeniably one of the most promising advanced cryptographic protocols
developed in the last decade. Simply put, a zkSNARK allows one to generate
a proof m < Prover(u,y) that some output y is the result of F(u). The proof
7 can be verified in sublinear cost compared to the computation F' itself, a
property known as succinctness. Additionally, the proof © does not leak any
private data required for (or generated by) computing F', a property known
as zero-knowledge. Because of these unique properties, zkSNARK proofs are
particularly useful in two main categories of real-world applications.

The first category is Privacy-Enhancing Technologies (PETS), where zkSNARKs
and their subcomponents allow one to produce an efficiently verifiable statement
of any complexity while retaining privacy. Examples of applications are
anonymous credential systems [77] (for proving possession of some private
credentials) and private transaction systems [10] (for proving that a private
ledger has been correctly updated). Note that in these settings, it is the user who
performs the costly proving operation, limiting the complexity of the statement
to be proven. Solutions for this problem were proposed in [35,48, 75|, where
multi-party computation was used to build a zero-knowledge proof delegation
(zkDel) scheme. Even though this approach is more efficient than single-server
delegation, it requires selecting a group of external servers who are trusted not
to collude and is, therefore, harder to bootstrap in practice.

Secondly, zkSNARKs are also used to add verifiability to outsourced
computations (e.g., in Cloud Computing scenarios [30,44]). The user outsources
a computation to the server and then verifies a zkSNARK proof to check
whether the returned output is the result of the requested computation. Since
the prover cannot compute the proof without knowing the witness, the user
has to reveal their inputs and outputs to the server. This can be avoided
by using verifiable Computation Over Encrypted Data (vCOED). Possible
constructions for vCOED were first described by Gennaro et al. [51] and have
received more academic interest in the last years following the emergence
of zkSNARKs. These schemes focus on proving the correct execution of
homomorphic computations using proof systems and are better known as
verifiable Fully Homomorphic Encryption (vFHE). Although recent works [6]
have achieved leaps in performance, they struggle with arithmetizing the
maintenance operations in homomorphic encryption (HE) schemes.

In [49], Garg et al. proposed a technique for constructing both zkDel and
vCOED schemes by applying HE schemes to proof systems (as opposed to
applying proof systems to HE schemes, as in vFHE). Generally, an HE
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scheme & allows generating a ciphertext ctu] < Enc(u) and computing
ctly] < Hompg(ct[u]), where ct[y] is an encryption of y = F(u); in other
words, it allows homomorphically computing on ciphertexts. The technique
presented in [49] can be described as replacing the prover computation by
ct[r] <= Homprovep (ctlu], ctly]), i-e., homomorphically computing the proving
computation. In the zkDel setting, this allows the prover to delegate the costly
proof generation to a single untrusted server. In the vCOED setting, it promises
better performance than vFHE since it proves the operations in the plaintext
space instead of the ciphertext space, avoiding the need to arithmetize HE
schemes. In [5], Aranha et al. consider a similar approach and present a concrete
instantiation of this technique for the vCOED setting. Our paper further extends
this line of research; we refer to Section 3 for a thorough comparison with
previous works. In particular, we answer the following fundamental questions:

1. What security and privacy guarantees do these constructions provide?
2. Can these constructions achieve practical performance?
3. Can these constructions be efficiently publicly verified?

To answer the first question, we construct a theoretical framework for a new
primitive we call blind proofs by defining a blind variant of holographic
Interactive Oracle Proofs (hIOPs) and zkSNARKs. We also define the
completeness, zero-knowledge and soundness properties and prove that they
hold for blind hIOPs. We then show that the corresponding properties also hold
for blind zkSNARKSs, which can be obtained from blind hIOPs by applying the
usual BCS compilation [12].

To answer the second question, we provide the first complete method
for computing blind zkSNARKSs, which remains practical even for large
computations. We optimize the Fractal zkSNARK [37] so that it can be efficiently
evaluated using the recent GBFV homomorphic encryption scheme [50] and
design specialized homomorphic circuits using two-dimensional N'T'Ts.

Finally, we address the last question by showing that public verifiability can
be achieved through Proofs of Decryption (PoDs). We propose a state-of-the-
art construction incorporating two techniques from homomorphic encryption,
modulus switching and ring switching, and propose a novel method for batching
PoDs. We implement! our PoD in C and show that proving decryption of
several thousands of ciphertexts can be done in a matter of seconds and results
in a small 12KB proof.

Ihttps://github.com/KULeuven-COSIC/blind_zkSNARKs
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2 Technical overview

As discussed above, instead of computing Prover, the prover computes
Homprove, to obtain a proof for valid computation of F' without seeing the
values that F was computed on. The blindly generated proof should then be
decrypted before it can be verified. We coin these schemes blind proofs due
to their similarity to blind signatures [29], which allow one to sign a message
without revealing its content.

Consi_gler, for instance, an interactive proof system that proves the claim
@ ® b = ¢ for some vectors of field elements that were previously committed
to. Define polynomials f,, fp, fo that interpolate these vectors over some
evaluation domain H. Now, notice that a polynomial Zy that vanishes on H,
ie. Zy(a) =0« a € H, will divide the polynomial f, - f, — f. if and only if the
claim holds. In other words, the original claim has been reduced to the claim
that @ == (fa - fo — fc)/Zm is a polynomial of bounded degree. More generally,
this technique can be used to reduce claims about generic computations to
low-degree tests of rational functions of polynomials, also known as rational
constraints [37].

Moving this proof system to the blind setting requires the prover to perform
thegg proving steps homomorphically, starting from the HE encryptions of
@,b and €. Akin to all HE applications, achieving practical efficiency
requires tailoring the proving computation to homomorphic evaluation. In
particular, it includes avoiding nonlinear computations since they require costly
multiplications between ciphertexts that can be orders of magnitude more
expensive than scalar multiplications depending on the specific HE scheme.

Hence, we select the Fractal proof system [37] since it reduces — using a limited
number of non-linear computations — the claim of a generic computation (in
the form of an R1CS constraint system) to rational constraints. The remaining
proving steps, namely the low-degree tests, can be performed using the FRI [9]
proof system, which is completely linear. In broad terms, FRI proves that the
evaluation Q| ;, at some domain [L| > [H| is sufficiently close to a Reed-Solomon
(RS) code, i.e., it corresponds to a polynomial of bounded degree. Notice
that if the commitments to @, —b: T are in the form of vector commitments
to fa|L, fb‘L’ fC’L’ then the RS code of Q(X) does not need to be explicitly
computed, as each of its elements can be efficiently reconstructed from openings
to those commitments (e.g. computing Q(¢;) from f,(¢;), fo(¢;) and f.(¢;)).
The fact that Fractal and FRI are especially suitable for the blind setting due
to their linearity was first noticed by Garg et al [49].

However, homomorphic operations accumulate noise in the ciphertexts, and
HE parameters have to be large enough to accommodate this noise growth.
Therefore, besides avoiding non-linear operations, one should also limit the
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total depth of the homomorphic circuit. Take, for example, the computation of
the “domain extension” from @ = fa| g to fa| 1» Which is also completely linear.
One usually computes the coefficients of f, using an inverse NTT followed by
an NTT over the larger domain to compute fa‘ .- Although NT'Ts are usually
performed using a base-2 Fast Fourier Transform (FFT) to minimize the total
number of operations, Aranha et al. [5] have suggested computing them in
a larger base b such that the circuit depth is log, (V) for a vector of size N.
Together with several other optimizations, they were able to provide a practical
construction for computing blind FRI for polynomials up to degree 2'°.

As a first step towards making blind zkSNARKSs practical, we provide new
algorithms that are even better tailored to HE evaluations. Thereby, we are
able to compute blind FRI for polynomials up to degree 22° in a practical
estimated runtime. Crucially, we construct algorithms that can better exploit
the Single Instruction Multiple Data (SIMD) capabilities that many HE schemes
natively support. This allows us to encrypt a vector @ of size N into N/P
ciphertexts encrypting P plaintext elements each. HE operations performed
on these packed ciphertexts will then correspond to element-wise operations
on the packing vectors of size P. Therefore, our algorithms are not only fairly
linear and correspond to low-depth circuits, they also accommodate some level
of parallelism to exploit the SIMD property.

We now revisit the example of blindly computing an NTT. It is well-known that
the base-2 FFT algorithm supports local element-wise operations if and only if
it simultaneously performs a bit-reversal permutation. In the blind setting, such
permutation would significantly increase the cost of subsequent homomorphic
operations. Reversing the permutation before the next FFT invocation would
also be costly since it requires swapping elements that are packed in different
ciphertexts. In this paper, we describe a different approach that orders the
N/P ciphertexts in two dimensions — one orthogonal to the SIMD packing and
one parallel to the packed vectors — and then computes a two dimensional NTT
(2D-NTT) [40]. This allows us to select an optimal homomorphic circuit that
balances operation count, circuit depth and parallelism. Specifically, the NTT
performed parallel to the packing is performed as a matrix-vector multiplication
that uses the baby-step giant-step algorithm to minimize costly HE operations.
The second NTT can be computed as a large base butterfly FFT since the
permutation it causes will be orthogonal to the ciphertext packing. In Section 6.1,
we show that the permutation caused by the 2D-NTT does not significantly
increase the HE operation count.

Another challenge that arises when blindly computing proof systems is that
they generally rely on large field sizes (log|F| ~ 128 to 256) for soundness
and one would therefore require an HE scheme that supports large plaintext
spaces. HE schemes such as BFV [23,46]/BGV [24] have the plaintext space
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Z[X] ~
(X"+1,p) —
disadvantage that noise growth scales linearly with p. CLPX [31], on the

Z,, and therefore support a large packing size n, but have the

other hand, uses the plaintext space % = Zp of size p = 0" + 1 and
therefore supports no packing. However, this allows encrypting plaintexts using
lower norm polynomial representatives, thereby significantly decreasing the
noise growth. We avoid this dichotomy by using a recent HE scheme named
GBFV [50] that uses the generalized plaintext space %, where ®,,,(X)
is the m-th cyclotomic polynomial and ¢(X) is the plaintext modulus. We select
parameters ®,,, and ¢ such that the plaintext space becomes isomorphic to IFf;2,
where p = 264 — 232 1.1 is the Goldilocks prime and ¢ is the SIMD capacity. The
field extension IF,2 is a popular choice in zkSNARK implementations because
of its efficient arithmetic [17]. We notice that this extension is also especially
suitable to the blind zkSNARK setting since it causes small noise growth. In
GBFV, the SIMD packing capacity ¢ € {96, 192, 384, 768, 1536, 3072} is smaller
than the lattice dimension deg(®,,). However, for our homomorphic circuit,
this does not lower performance since we find the lowest operation count for
(= 384.

Thus far, we have addressed our techniques for the homomorphic evaluation
of Fractal’s hIOP proof system. These techniques are covered in more detail
in Section 6, where we provide an explicit construction for the Blind hIOP
(BhIOP) compiled from the Fractal hIOP. Ben-Sasson et al. [12] have shown
that using BCS compilation one can compile an IOP into a zkSNARK in the
Random Oracle Model (ROM). However, naively applying this compilation in
the blind setting would require homomorphically computing commitments and
hash functions. Fortunately, we prove that it is possible to simply apply BCS
compilation to BhIOPs, as previously claimed by Garg et al. and by Aranha et al.
We build upon the existing theoretical framework by Holmgren [60] and Block
et al. [16] to prove that any BhIOP compiled from a round-by-round knowledge
sound hIOP will be round-by-round plaintexrt knowledge sound (rbr-pks), a
property we define for BhIOPs. We also extend the property of non-adaptivity,
defined by Nassar et al. [73] for IOPs, to the blind setting, and show that BCS
compilation can only be applied to rbr-pks non-adaptive BhIOPs, resulting in
Designated-Verifier Blind zkSNARKs (DV-BzkSNARK). To summarize, it is
sufficient for the blind prover to commit to the HE ciphertext representations
of the hIOP prover messages instead if the verifier is the holder of the secret
key that can decrypt them.

Note that DV-BzkSNARKSs are applicable to the vCOED setting. The client
encrypts the inputs to some computation F' using an HE scheme and sends
them to the server. The server computes F' homomorphically and sends the
encrypted outputs and accompanying DV-BzkSNARK proof back to the client,
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who can then decrypt them and verify the proof. In the zkDel setting, the
client is a prover that privately outsources the proving computation by sending
HE ciphertexts of their private inputs (or the entire computation trace) to
the server. However, the returned proof is designated-verifier and can thus
only be verified by the client prover. We solve this by extending our compiler
such that the secret key holder can construct a Publicly Verifiable BZkSNARK
(PV-BzkSNARK) from a DV-BzkSNARK by appending decryptions along with
a zero-knowledge Proof of Decryption (PoD), as suggested in [49]. By doing so,
any party can verify a normal zkSNARK proof on plaintexts and subsequently
check that they correspond to the ciphertexts committed to in BCS compilation
— without learning the secret key that could be used to decrypt the private prover
inputs.

The viability of PV-BzkSNARKSs for zkDel depends on the computation cost that
is required from the client prover to generate the PoDs. Therefore, we construct
a prover-efficient PoD scheme specifically for this setting. In particular, we
want to prove that the inherent noise in some ciphertext (cg,¢1) is bounded
by |[vink|l < Bg, where vinp = co + ¢1 - sk — |(g/t) - m] for some message
m, secret key sk and ciphertext modulus q. We build upon the lattice-based
sigma-protocol LNP22 by Lyubashevsky et al. [68]; here, we discuss a few
difficulties regarding compatability with our setting. Firstly, because LNP22
uses the Jonhsonn-Lindenstrauss lemma, it can only prove 2-norm bounds with
some relaxation factor /(¥2); because we intend to prove infinity norms, this
factor is increased to \/ﬁw(m). As a consequence we can only construct a valid
proof that |[vinn ||, < By if |vink o, < By/(v/npE?). We observe that in the
context of HE ciphertexts this can be interpreted as a log (y/ny(E?))-bit noise
loss. Secondly, to accommodate our parameter selection with a non-power-
of-two cyclotomic, we have to prove the above linear relation in vectorized
form instead of proving it over the smaller power-of-two rings that are used
in LNP22. Furthermore, LNP22 uses a modulus ¢’ = 5 mod 8 that is not
optimal for efficient HE computations; we address this by modulus switching
down to modulus ¢” before committing to the ciphertexts in BCS compilation.
Reducing the modulus is possible since in both the vCOED and zkDel settings,
this modulus should only accommodate limited subsequent noise growth. It
also has the added benefit of decreasing the proof size by approximately a factor

of log(q/q").

However, the LNP22-based PoDs described above would require a proving
runtime of multiple hours because they have O(rn?) proving complexity, and
FRI-based BzkSNARKSs for constraint systems of size 22° would require proving
r > 2000 decryptions. We can decrease proving time by using the following
observation: the previous modulus switching operation permits switching to a
smaller lattice dimension while retaining the same level of RLWE-based security.
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Therefore, we provide the prover with the required key material to ringswitch [54]
down to a smaller dimension n’, which accelerates the client prover computation
and simultaneously decreases the proof size by a factor of n/n’. Finally, using a
new technique for batching HE PoDs, we can further decrease the client prover
runtime from minutes to seconds. We exploit the additive homomorphism of
the HE ciphertexts [ct;];c[r) to compute a random linear combination ct* :=
> ayct; that corresponds to the message m* := > a;m;. Using the Schwartz-
Zippel lemma, we show it is sufficient to prove that ct* decrypts to m*. Thereby,
we decrease the asymptotic prover runtime from O(rn?) to O(n? + rnlogn)
by computing more of the total proving computation as ring operations. On
the other hand, since soundness relies on the correctness of the HE scheme for
this linear combination, we require extra noise depth from the HE scheme. We
can again increase efficiency by modulus switching to a modulus ¢ in the PoD
after performing these homomorphic operations, since this enables a subsequent
ringswitch down to an even smaller lattice dimension n'.

3 Related Works

The two most relevant works are Garg et al. [49] and Aranha et al. [5]. In [49],
the authors first establish FRI on hidden values leveraging linearly-homomorphic
encapsulation (LHEncap), a concept more general than HE. They use it to
construct a polynomial commitment scheme on hidden values, which is then
combined with a polynomial IOP-based SNARK to enable verifiable private
delegation of computation (corresponding to vCOED in our paper) and private
outsourcing zkSNARKSs to a single server (corresponding to zkDel in our paper).
They also provide a construction for weighted threshold signatures without
trusted setup.

In [5], the authors introduce a general transformation for IOPs to work over HE,
denoted as HE-IOP (where the adaptation to holographic IOPs corresponds
to the BhIOP in our paper), in the interest of building vCOED. They focus on
making FRI over HE (HE-FRI) practical by proposing several optimizations,
including a shallow fold algorithm that reduces the Fold operation depth from
n to 1 at the cost of increasing complexity from O(2") to O(n - 2™) for input
size 2™. This shallow fold algorithm is also utilized in our instantiation of blind
zkSNARKSs with Fractal. Furthermore, the authors provide an open-source
implementation. Based on this implementation, for a batch of 4096 polynomials
of degree up to 2%, the prover needs 207.8 seconds to run HE-FRI (including
the Reed-Solomon code encoding) using 32 threads.

Below we present detailed comparisons with these two prior works.
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Comparison with Garg et al. [49] Our work constructs vCOED and zkDel
based on the observation by Garg et al. that Fractal and FRI can efficiently
be computed on hidden values due to their linearity. Their work provided the
first theoretical framework for vCOED and zkDel and discusses efficiency in
asymptotic terms. We extend their work by providing a concrete compiler for
constructing vCOED and zkDel, defining the required properties of the hIOP/HE
scheme and proving that the resulting constructions achieve the completeness,
soundness and zero-knowledge properties. Notably, their framework compiles
Polynomial IOPs (PIOPs) to blind zkSNARKSs by using polynomial commitment
schemes on hidden values, which they construct using FRI on hidden values. Our
compiler constructs blind zkSNARKSs starting from Reed-Solomon hIOPs (RS-
hIOPs) by using FRI directly, avoiding the need of a polynomial commitment
scheme on hidden values.

We further extended their work by providing concrete algorithms for blind
Fractal and a proof of decryption scheme. We also select specific parameters for
Fractal, FRI and the HE scheme which allows us to gauge concrete efficiency and
identify practical challenges. For example, as pointed out in [5], the assumption
of decryptable LHEncap in [49] overlooked the challenge that the evaluation
correctness of HE schemes needs to support the homomorphic operations in
the blind proofs, posing a significant obstacle for noise management in practice.
Our work is the first to demonstrate the feasibility of such assumptions in
the context of Fractal, as shown in Table 1. In fact, our algorithm not only
ensures the resulting noise remains below the decryption bound but also leaves
a sufficient noise gap to enable circuit privacy (via noise flooding) in vCOED
and accommodate the relaxation factor in the PoD of the zkDel scheme.

Comparison with Aranha et al. [5] Aranha et al. [5] demonstrated the
feasibility of FRI in the blind setting (for polynomials of degree 2!5) through
implementation. We extend their work by also demonstrating the practicality
of blind FRI (for polynomials of degree 2%°) through microbenchmarking?,
i.e. deriving runtime estimates from operation counts. Furthermore, we also
demonstrate the practicality of the Fractal zkSNARK in the blind setting, of
which blind FRI is a subroutine. Fractal contains subprocedures that are more
computationally intensive than FRI, such as computing Az, Bz, C'z in the R1CS
constraint system and performing the lincheck protocol. Our work also provides
improved algorithms for computing FRI in the blind setting. We list technical
differences below.

» The security requirement of FRI necessitates the use of a large field I«
with a size of at least 128 bits. In [5], the arithmetic of F,« is emulated

2The GBFV scheme, which serves as the HE scheme used in our construction, has not yet
been implemented for non-power-of-two cyclotomics and large plaintext spaces.
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through IF),, where d ciphertexts are needed to encrypt a single value in
[F,4, resulting in memory and efficiency overhead. In contrast, we leverage
the recent GBFV [50] homomorphic encryption scheme, which natively
supports the arithmetic of IF,,« while offering flexibility in balancing packing
capacity P and noise growth. As shown in Sections 6 and 8, we select
parameter sets that offer a sufficient number of SIMD slots to achieve a
practical performance as well as sufficient noise capacity for computing
blind FRI after blindly computing the Fractal hIOP.

The NTT algorithms in [5] are used for Reed-Solomon encoding in
FRI, and their implementation performs the NTT for a batch of 4096
polynomials that are encoded in the 4096 SIMD slots of BGV/BFV
ciphertexts. However, if one has to perform the NTT for only k& < 4096
polynomials at once, their approach will only use k slots while leaving
the rest unused, resulting in higher memory usage and reduced efficiency.
Note that in Fractal, one will have to perform the NTT for at most
k = 4 polynomials at once. Therefore, we take an alternative approach
that allows using all slots in a ciphertext, even when processing a single
polynomial (k = 1). We refer to it as 2D-NTT [40], which is also known
as the Map-Reduce NTT in [78] and NTT with tensorial decomposition
n [71]. While the 2D-NTT has been previously explored in the context
of horizontal scalability for distributed zero-knowledge proof system [80]
and hardware acceleration [1,14], its compatibility with HE packing has
not been studied in prior research, to the best of our knowledge.

To verify the consistency of the messages sent by the prover, the verifier (in
vCOED) needs to decrypt to obtain a subset of messages from ciphertexts.
To reduce the cost of decrypting a subset, [5] employs a repacking
procedure. This involves first converting slot-encoded ciphertexts into
the coefficient encoding, then extracting the relevant coefficients as
LWE samples, which are subsequently repacked using a key-switching
algorithm [38,39]. In our work, we use different FHE techniques to
reduce the decryption cost, namely reducing the lattice dimension from
ring switching [54] and reducing the ciphertext modulus from modulus
switching. These techniques do not require transformation to coefficient
encoding, and more importantly, their combination with the slot-wise
Schwartz-Zippel lemma significantly reduces cost of PoD in the zkDel
setting.

Finally, our formalization of blind proofs presents theoretical improvements
over [5]. This includes highlighting the necessity of non-adaptivity in BCS
compilation (although to the best of our knowledge, all known hIOPs possess
this property) and deriving a tighter RBR soundness error bound, where we
conclusively prove that the correctness error of the HE scheme does not help
dishonest provers.
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Related works regarding proof of decryption. Verifiable decryption was
first introduced in [26] together with verifiable encryption, and lattice-based
constructions have been proposed for the BGV homomorphic encryption
scheme [24] in [4,28,56,61,66] and for the Kyber key encapsulation scheme [20]
in [68,69].

The work [66] addresses the special case where the plaintext modulus is 2, and
the works [4, 28,56, 61] discuss distributed verifiable decryptions, where the
secret key is shared among multiple parties. While [28] also employs LNP22,
their construction (as well as the construction in [61]) requires committing to
both the NTT and the coefficient representations of the secret key (an element
in the ring R,, , where m is a power-of-two) and uses the NTT representation
to facilitate polynomial multiplications in this ring. In contrast, we commit
only to the coefficient representation and perform polynomial multiplication
via matrix-vector multiplication using the rotation matrix of R,, ;. This not
only reduces the commitment size but also removes the restriction of m being
a power-of-two cyclotomic order, making it applicable to our parameters in
Section 8, where m = 7-3 - 2!,

Other methods for vCOED vFHE [6,47,64,79] is an alternative approach to
achieve vCOED by applying proof systems to HE schemes. While vFHE ensures
security against key-recovery attacks, the state-of-the-art vEHE constructions
can only verifiably outsource computations involving hundreds of constraints in
a runtime similar to our vCOED approach with 229 constraints; thus, our work
achieves an improvement of four orders of magnitude compared to vFHE-based
approaches. The effect of key-recovery attacks can be mitigated by avoiding
reusing the same HE secret key. As such, at most one bit of information about
the plaintext/secret key is leaked (only when the verifier signals to the prover
whether verification passes), as carefully analyzed in [5].

4 Preliminaries

4.1 Commitment scheme

We define a commitment scheme following [4,45].

Definition 4.1 (Commitment scheme). A commitment scheme CT = (KeyGen,
Com, Open) includes the following probabilistic polynomial-time algorithms:

e CT.KeyGen(1*): for a given security parameter ), it returns public
parameters pp, which define a message space Sy, a randomness space Sg
and a commitment space Sc.
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o CT.Comyy(m,7): for a given message m € Sy and some randomness
r < SR, it returns a commitment C,,.

o CT.Openg,(m,,C): for a given tuple (m,r,C) € Sp X Sr X Sc, it returns
either acc or rej.

Binding. A commitment scheme CT is computationally binding if for any
pp < CT .KeyGen(1*) and probabilistic polynomial-time adversary A4, it holds
that
(Ca mo,To, M1, Tl) — A(pp)
Pr | mg#m CT .Openy,(mo,70,C) = acc | = negl(\).
CT .Open,,(m1,71,C) = acc

Hiding. A commitment scheme CT is computationally hiding if for any
pp < CT .KeyGen(1*) and probabilistic polynomial-time adversary A it holds
that

Pr[ A(C) =1 | C+CT.Comyy(my) ]

—Pr[ A(C)=1 | C«+CT.Comyy(m1) ]| < negl()).

We also define a verification oracle O¢7 (C,,, m) which returns acc when there
exists an r € Sg such that CT.Open(m,r,C,,) = acc and rej otherwise.

4.2 Homomorphic Encryption (HE)

We define a secret-key HE scheme with plaintext space P and ciphertext space C
following [25,32,52,57].

Definition 4.2 (Homomorphic Encryption). An HE scheme £ = (KeyGen, Enc,
Dec, Eval) includes the following polynomial-time algorithms:

o £.KeyGen(1*): given the security parameter ), it returns a secret key sk
and a public evaluation key evk.

o E.Encex({mi}icpr): given the secret key sk and plaintexts {m;};c;,) € P7,
it returns ciphertexts {cti}ie[r] € C", which can also be denoted as
{ctmil}icp-

o E.Dece({cti}icpy)): given the secret key sk and ciphertexts {ct;};c[r €
C", it returns plaintexts {m;};c},) € P".

o &.Bvalew(f, {cti}icy): given the public evaluation key evk, a function
f:P*— P’ and a set of ciphertexts {ctitielg € C’, it returns ciphertexts
{Ct;}ie[r] eCr.
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CPA security. An HE scheme £ is IND-CPA secure if for any (sk,evk) +
£.KeyGen (1), two plaintexts mg, m; € P and probabilistic polynomial-time
adversary A4, it holds that

|Pr [ Alevk,ct) =1 | ct + E.Encg(my) }

—Pr [ Aevk,ct) =1 | ct < E.Encg(myg) ]| < negl(X).

Correctness. An HE scheme & is correct for functions in F if for any
(sk,evk) < E.KeyGen(1*), function f € F, plaintexts {m;};c(q and their
encryptions {ct;} < £.Encg({m;}), the relation

E.Decgy (€. Evaleyk(f,cty,...,cty)) = f(m,...,myg),
holds with probability no lower than 1 — negl(X).

Circuit Privacy. An HE scheme £ satisfies computational circuit privacy for
functions in F if there exists a probabilistic polynomial-time simulator Sim such
that for any security parameter A\, HE keys (sk, evk) + £.KeyGen(1%), set of
plaintexts {m;}, function f € F and probabilistic polynomial-time distinguisher
D, it holds that

|Pr[ D(ct,sk) =1 | ct« Sim(1* sk, f({m;})) ]

{ct;} + £.Enca({m})
ct 5<._Eva|evi( fActi)) H < negl(}).

This property can be achieved using a technique called noise-flooding [18,52,63].

—Pr | D(ct,sk) =1

Remark 4.1. For use in Subsection 5.2, we define E.len to be the minimal
length in bits of a decryptable ciphertext. In the context of Subsection 5.3, the
ciphertext should additionally still allow for an efficient proof of decryption.

4.3 Relations and languages

A relation R on some plaintext space P is a subset of (x,w) € P* x P*. For
some relation R we define a language Lr = {x|3w : (x,w) € R}. Similarly
we define an indexed relation that is a subset of (1,x,w) € P* x P* x P* which
in turn defines a relation

Ri = {(x; w): (i; x; w) e R} = {(2; w) : Az0 Bz =C=z for z = (z,w)},

and the second equality shows an example where the index i consists of a Rank-1
Constraint Satisfiability (R1CS) circuit defined by the matrices A, B and C.
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4.4 Zero-knowledge Succinct Non-interactive ARgument of
Knowledge (zkSNARK)

We will define pre-processing zkSNARKSs in the Random Oracle Model (ROM)
following Chiesa et al. [37]. Let us denote with ¢/(\) the uniform distribution
over all functions P* — {0,1}*. A function p < U()\) is referred to as a
Random Oracle (RO). We denote an algorithm A having oracle access to some
object z as Al*].

Definition 4.3 (preprocessing zkSNARK in the ROM). A preprocessing
zkSNARK II = (Ind, P, V) is a non-interactive proof system for some indexed
relation R that includes the following polynomial-time algorithm:

o ILIndl (1): for a given index 1, using access to the RO p, it returns the
index keys (ipk, ivk).

and the following probabilistic polynomial-time algorithms:

o TI.PIPl(ipk,x,w): for a given index prover key ipk, statement x and
witness w, using access to the RO p, it returns a proof =.

o TLVIPl(ivk,x,7): for a given index verifier key ivk, statement x and
proof 7, using oracle access to the RO p, it returns either acc or rej.

A zkSNARK should satisfy the following properties.

Completeness. For any (i,x,w) € R and p <— U()\) it holds that
Pr[ DLVIA(ivk,x,7) # acc | 7+« ILPIPl(ipk,x,w) | <§
where 4 is the completeness error and (ipk, ivk) = ILInd{?)(3)

Zero-knowledge. For any (i,x,w) € R and p < U(N), if there exists a
probabilistic polynomial-time simulator Sim such that for any unbounded
distinguisher D it holds that

Pr[ DIl (r) = 1 ’ () ¢ Sl (3, x) |
—Pr [ DlPHll(7) =1 ‘ 7« ILPIP (ipk, x, w) | ’ <z
where (ipk,ivk) = ILInd["l(i) and p[u] equals p(z) if p is defined on

and otherwise equals p(z), then I has z-statistical zero-knowledge. If D
is probabilistic polynomial-time then Il has z-computational zero-knowledge.



PRELIMINARIES 241

Soundness. For any index i, statement x ¢ Lg,, RO p < U()), index keys
(ipk, ivk) = ILInd!”l (i) and prover P* it holds that

Pr[ IVl (ivk,x,m) =acc | 7+ Pl ] <e

where € is the soundness error.

Knowledge soundness. For any index 1, statement x, index keys (ipk, ivk) «

ILInd"l (i) and prover P* there exists a polynomial-time extractor Ext such
that

Pr [ (x,w) € R; ‘ w  Ext” (i, x) }

> Pr [ IH.VM(ivk,x, m) = acc 7+ pxlel ] — &k

where gy is the knowledge error and Ext™ may interact with P* by rewinding
it in a black-box manner.

Remark 4.2. Some authors [15, 37] define stronger adaptive versions of these
properties. For example in knowledge soundness they have the prover P* choose
the index i and statement x. Although it is possible to define all these and the
following properties adaptively, for ease of notation, we will refrain.

Remark 4.3. Note that this definition of zkSNARKs has no restriction of
proof length or verifier cost and is therefore not necessarily succinct. However,
instead of using a different name such as Non-interactive Random Oracle
Proof (NIROP) [12], we follow Chiesa et al. [36] and use the popularized term
2kSNARK.

4.5 Interactive Oracle Proofs (I0OPs)

First introduced by Ben-Sasson et al. [12], an Interactive Oracle Proof (IOP) is
a form of interactive proof where the prover sends p + 1 messages in the
form of oracles [m;] to proof strings m; € P* and the verifier responds
with some challenges ¢; € Ch; C P*. They can be seen as a pu-round
generalization of Probabilistically Checkable Proofs (PCPs). For i € [u], we
define the concatenation my|ci]|...||m;|lc; as an i-round partial transcript
and mqllci|| ... |[[mullcullmus1 as a full transcript. An holographic IOP is an
extension where an encoding of some index 1 is generated in a preprocessing
step for oracle access to the verifier [37].

Definition 4.4 (holographic IOP (hIOP)). An hIOP II = (Ind,P,V) is a u-
round interactive proof system for some indexed relation R that includes the
following polynomial-time algorithm:
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e ILInd(1): for a given index i, it returns the encoding of the index e[i].
and the following probabilistic polynomial-time algorithms:

o I1.P(efi],x,w): for a given index encoding e[i], statement x and witness
w for the relation Rj, it returns a round message

m; « ILP;(e[i], x, w, tr)

in round ¢ € [x+ 1] where tr is the current (¢ —1)-round partial transcript.

o I1.VIell][er] (x): for a given statement x, using oracle access to the encoded
index e[i] and the current partial transcript tr = mq||...||c;—1||m; to
obtain queries {e[i];}, {tr;}, it returns a round challenge

¢ < ILV;({e[i]:}, x, {tr;})

when i € [p] and returns either acc or rej when ¢ = p + 1.

We also define a function gr that maps a query index to its corresponding
message index. The hIOP is public-coin if all messages sent by the verifier
are random elements of some subset of the plaintext space independent of the
current partial transcript. Without loss of generality, we can assume that a
public-coin verifier performs all queries after receiving the final prover’s message.
An hIOP should satisfy the following properties.

Completeness. For any (1,x,w) € R it holds that
Pr [1L (P(efi], x, w), VUl ()} # acc| <6

where ¢ is the completeness error, e[i] = II.Ind(i) and the bracket notation
(A, B) represents the output of BI**l where tr is a full transcript resulting from
interaction with A.

Honest-verifier zero-knowledge. For any (i,x,w) € R, if there exists
a probabilistic polynomial-time simulator Sim such that for any unbounded
distinguisher D it holds that

[Pr[ D(i,m) =1 | m < Sim(i,x) |
—Pr[ D) =1 | 7 View (ILP(efil,x, w), ILVER (x)) || <2

where e[i] = II.Ind(i) and View(:) is a random variable that contains all the
query responses the verifier receives during the protocol along with the verifier’s
randomness, then IT has z-statistical zero-knowledge. If D is probabilistic
polynomial-time then II has z-computational zero-knowledge.
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Soundness. For any index i, statement x ¢ Lg, and unbounded prover P* it
holds that .
Pr [(P*(elt], %), ILVEM (x) ) = acc| <&

where e is the soundness error and e[i] = IL.Ind(1).

Knowledge soundness. For any index 1, statement x and unbounded prover
P* there exists a polynomial-time extractor Ext such that

Pr [(X,W) eR;i|w EXtP*(ﬁ,X)} > Pr KP*, H.V[[e[ﬁ”](x)> = acc} — e

where e, is the knowledge error and e[i] = ILInd(i). Note that Ext” may
interact with P* by rewinding it in a black-box manner.

The soundness and knowledge soundness properties ensure the security of the
hIOP scheme. Respectively, they guarantee (except with some small error) that
a prover interacting with a verifier cannot result in acc for a statement that
has no valid witness or for which the valid witness is not known. Note that
knowledge soundness thus implies normal soundness. However, since hIOPs
are compiled into non-interactive proofs [12], their security is best described
round-by-round [27, 36]. Following Holmgren [60] and Block et al. [16], we
will define round-by-round soundness using a doomed set and round-by-round
knowledge soundness using a knowledge doomed set.

Definition 4.5 (Doomed set). Given a public-coin holographic hIOP II that
proves an indexed relation R, a doomed set D' for index i and error € is a set
that satisfies the following properties:

1. For any statement x, if x ¢ Lg, then (x, () € D'
2. For any (x,tr) € D! where tr is a (i — 1)-round partial transcript for
i € [+ 1] and any next prover message m;, it holds that
Pr [(x, tr|mc;) ¢ DY) <e.

3. For any full transcript tr, if (x,tr) € DU then IL.VIEELI (x) = rej.

Definition 4.6 (Knowledge doomed set). Given a public-coin holographic
hIOP II that proves an indexed relation R, a knowledge doomed set DE for
index 1 and error g is a set for which there exists a polynomial-time extractor
Ext such that the following properties are satisfied.

1. For any statement x, it holds that (x, () € DL.
2. For any (x,tr) € DI where tr is a (i — 1)-round (partial) transcript tr
for i € [+ 1] and next prover message m;, it holds that if
Pr [(x,tr||m|lc;) ¢ D] > e.
Ci%ch

i
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then w «+ Ext(e[i],x, tr||m;) such that (x,w) € R;.
3. For any full transcript tr, if (x,tr) € D} then 1. VEEILIE] (x) = rej.

Remark 4.4. In property 2 in Definition 4.5 and 4.6 we slightly abuse notation
by having c, 41 < Ch,q1 denote the public-coin verifier’s additional randomness
used in the final verification check.

Definition 4.7 (Round-by-round (knowledge) soundness). An hIOP II for the
indexed relation R is round-by-round sound with error & or round-by-round
knowledge sound with error ey if for every index i there exists a doomed set
DY for error € or knowledge doomed set DE for error ey respectively.

Along with the definition of IOPs, Ben-Sasson et al. [12] additionally introduced
BCS compilation which compiles an IOP into a zZkSNARK in the ROM. Later it
was extended to hIOPs [37], round-by-round soundness notions [27], the quantum
ROM [36] and recently proven unconditionally UC-secure in the ROM [34].
Many of the zkSNARKSs that are deployed in practice are constructed using this
compilation. We defer a high-level description of this compilaiton to Section 5.2
and describe its properties in Theorem 4.1. We define two complexity measures
for hIOPs. The proof length p = Zf:ll |m;| is the sum of the lengths of all
prover messages and the query complexity ¢ is the number of queries performed
by the verifier.

Theorem 4.1 (BCS compiler [12,36]). Any RIOP 11 for indexed relation R
with completeness error §, proof length p, query complexity q, round-by-round
soundness error €, round-by-round knowledge soundness error ey and z-statistical
honest-verifier zero-knowledge can be compiled into a zkSNARK 1 in the ROM
with RO query bound Q, security parameter A and:

o Completeness error 9,

» Proof length p" upper bound by M+ 1+ 3%, (3 + [logy [mqe(;)[1)),
o Soundness error € where €' = Qe + 3(Q* +1)277,

 Knowledge soundness error €| where € = Qey + 3(Q* +1)277,

o 2/-Statistical honest-verifier zero-knowledge where 2’ = z + p2= 412,

where m; is IL.P’s ith message and |-| denotes length in A bits rounded up. Both
soundness and knowledge soundness error are ©(Qe) and O(Qey) respectively
when considering quantum adversaries that perform no more than Q —O(qlogp)
RO queries.

Remark 4.5. Technically, all these error values, proof lengths, etc. can be
functions of both the statement and the index but let us disregard that here since
it has no influence on what follows.
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5 Blind Proofs

In this section, we introduce a new type of proof system called blind proofs,
where one proves that some encrypted statement is in the language of a blind
relation £[R] with respect to some commitment Cg to a secret key sk. This
blind relation represents ciphertexts of statement-witness pairs such that the
underlying plaintexts are in the relation R. In other words, blind proofs allow
the prover to generate a proof using (ct[z], ct[w]) — without knowledge of the
plaintext (z,w) — that proves plaintext knowledge of (x,w) such that z € Lr
for the holder of the secret key sk committed to in Cgx. We start by defining a
blind relation.

Definition 5.1 (Blind relation). For a given HE scheme £ = (KeyGen, Enc,
Dec, Eval) and commitment scheme C7 with security parameter ), and indexed
relation R we define the indexed blind relation

(1;x;w) = (; Csk, ctlz]; ct[w]) :
ER] = €. Decgk((ct[z], ct[w])) = (z,w) € Ry A
sk < £.KeyGen(1*) A OCT (Cg, sk) = acc

which defines the blind relation £[R;] = {(x; w) : (1; x; w) € E[R]}.

Theorem 5.1. Any probabilistic polynomial-time adversary has only negligible
advantage in distinguishing the underlying (x,w) € R; given the corresponding
(x,w) € E[R4] if €& is an IND-CPA secure HE scheme and Com is
computationally hiding.

Proof. This follows from a standard hybrid argument. Let us define an adversary
A in the game of distinguishing elements of a blind relation, which we denote
as game Gy. Now let us define game G; where the LR oracle responds with a
randomly sampled Cg instead of a commitment to the used secret key. The
advantage of A in G; should be negligible because £ is IND-CPA secure and
the difference between Gy and G; should be negligible because Com is hiding.
Therefore we can conclude that A has negligible advantage in game Gy. O

5.1 Blind hIOP (BhIOP)

We define a blind version of the hIOP proof system introduced in Section 4.5.

Definition 5.2 (Blind hIOP (BhIOP)). For a given HE scheme &, commitment
scheme C7 and hIOP II for indexed relation R, a blind hIOP &[II] =
(Ind, P, V) for the indexed blind relation £[R] includes the following probabilistic
polynomial-time algorithms:
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o E[I].Setup(1?*,1): for a given index i and security parameter )\, it returns
the encoding e[i] = IL.Ind(i), the keys (sk, evk) < £.KeyGen(1*) and the
commitment Cg < CT.Com(sk).

o E[M].Peyk(e[i], x, w): for a given statement x = (Cg, ct[z]) and witness
w = ct[w)] of the blind relation £[R;], and evaluation key evk, it returns
a round message

E. Evaley (I1.P;, (ei], ct[z], ctw], tr'))

in round i € [p+1] where tr’ is the current (i —1)-round partial transcript.
. ’ CcT
. S[H].VE‘;[‘]M“ 1 (x): for a given statement x = (Cg, ct[z]) and secret
key sk, using oracle access to e[i] and the current (partial) transcript tr’
to obtain queries {e[i];}, {tr}}, it returns

1.V, ({e[i]; }, € Decg(ct[z], {tr}}))
in round 4 € [ + 1] if O (Cq, sk) returns acc, otherwise it returns rej.

Remark 5.1. The O°T oracle of a blind hIOP wverifier is instantiated in
Theorem 5.8, similar to how the oracles of an hIOP verifier are instantiated
in the compilation of Theorem 4.1.

A blind hIOP can be public-coin similar to an hIOP. It should satisfy the
completeness and soundness properties as defined in Definition 4.4. Additionally,
it should satisfy the following properties.

Plaintext knowledge soundness. For any index i, statement x, setup
(e[i], sk, evk, Cgx) < E[I1].Setup(1*,i) and unbounded prover PZ,, there exists a
polynomial-time extractor ExtOP« with access to a decryption oracle Opec such
that

Pr [ (r,w) € Ry (z,w) + Ext” O0=(i x) }

OCT

> Pr {(P* £V

(x)) = acc| — e

where € is the knowledge error. Note that Ext 0= may interact with P* by
rewinding it in a black-box manner. Similar to the plaintext scenario it is
possible to define a round-by-round variant (see Definition 5.3).

Honest-verifier zero-knowledge. For any security parameter A, (i,x,w) €
E[R] and (eli], sk, evk, Cg) + E[I].Setup(1?,1) such that x = (Cg, ct[z]), if
there exists a probabilistic polynomial-time simulator Sim such that for any
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unbounded distinguisher D it holds that
’Pr[ D(i,m,sk) =1 | 7+ Sim(1*,1, x, sk) ] —

Pr { D(i,m,sk) =1 ‘ 7+ View <S[H]-Pevk(e[ﬁ]>x7W)75[H].Vgi[i]]]ocT(x)> } ‘

then E[II] has z-statistical zero-knowledge. If D is probabilistic polynomial-time
then E[II] has z-computational zero-knowledge.

Definition 5.2 describes how blind hIOPs can be constructed from hIOP and
HE schemes. From this contruction, one can show that the resulting blind hIOP
satisfies the necessary properties.

Theorem 5.2. For security parameter X\, an HE scheme £ and a d-complete
hIOP scheme 11 for indexed relation R, the blind hIOP E[I1] is complete with
completeness error 6 + negl(\) for indexed blind relation E[R] if € is correct for
the homomorphic circuit E[I1).P.

Proof. For any (i,x,w) € £[R] and (e[i], sk, evk, Cg) + E[I1].Setup(1*,1) such
that x = (ct[z], Csx), it holds that (x,w) € R; for (x,w) = Decgk(ct[z], w). Let
E Dbe the event that

EMI].(Pase(efi, w), VIO (x) £ acc
and E’ the event that
E.Decgx (€. Evaley (T1.P, (e]i], x, w))) = IL.P(e[i], z, w)
over the randomness in both prover and verifier. Then we can show that
Pr[E] = Pr[E | E'| Pr[E'] + Pr|E | -E'| Pr[-E']
< Pr[E|E'] + Pr[-E'] < § + negl()\)

since Pr[E| E'] represents the completeness error in the corresponding IT and
Pr[—E’] is determined by the correctness of the HE scheme. O

Notice that zero-knowledge has been defined differently from the hIOP case.

Informally, an hIOP is zero-knowledge if some simulator Sim can simulate
everything the verifier sees without knowledge of the witness. This is formalized
by stating no distinguisher algorithm D has an advantage in distinguishing the
simulation from a valid prover output. Therefore, since for blind hIOPs the
verifier has knowledge of the secret key sk, this will also be given as an input
to D. We show that blind hIOPs can retain zero-knowledge by using circuit
private HE schemes.
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Theorem 5.3. For an HE scheme £ with security parameter A and a z-
computational honest-verifier zero-knowledge hIOP scheme 11 for indexed relation
R, the blind hIOP E[II] is z + negl(\)-computational honest-verifier zero-
knowledge if € is circuit-private for the homomorphic circuit E[I1].P.

Proof. The simulator for the E[II] scheme can be constructed by combining
the simulator for the II scheme and the simulator for circuit privacy in the £
scheme. More concretely, E[II].Sim uses £.Decg, to compute the statement for
R;. Then, it uses IL.Sim to sample some queries {¢;} and lastly uses £.Sim
to generate the ciphertexts {ct[g;]}. The theorem follows from a standard
hybrid argument relying on the circuit privacy of £ and the honest-verifier
zero-knowledge property of the IT scheme. O

We additionally define honest-verifier zero-knowledge in the decryption oracle
setting. A blind hIOP with this property satisfies honest-verifier zero-knowledge
with a distinguisher D that has access to Ope instead of sk. Clearly, this
property is a more relaxed form of zero-knowledge since D can not see the
noise in ciphertexts. This setting will however be sufficient when the blind
hIOP verifier’s access to sk is also replaced by access to Opec. Such verifier
corresponds to the zkDel setting as described in Section 1 and will be used
later in Theorem 5.8. We show that zero-knowledge in this setting is achieved
trivially since the HE ciphertexts are hiding.

Theorem 5.4. For an IND-CPA secure HE scheme & for security parameter \
and a z-computational honest-verifier zero-knowledge hIOP scheme Il for indexed
relation R, the blind hIOP E[II] is z + negl(\)-computational honest-verifier
zero-knowledge in the decryption oracle setting.

Proof. The simulator E[II].Sim is constructed similar to the simulator in
Theorem 5.3 except that it uses £.Encg to encrypt the queries {g¢;}.

O

One can derive the (plaintext knowledge) soundness of a blind hIOP from the
(knowledge) soundness of the underlying hIOP and the correctness of the HE
scheme. We discuss only the round-by-round variants since these are relevant
for the BCS compilation.

Theorem 5.5. The blind hIOP E[II] is round-by-round sound for the indexed
blind relation E[R] with error € if the hIOP 11 is round-by-round sound for the
indezxed relation R with error €.

Proof. By the definition of round-by-round soundness, it is sufficient to show
the existence of a doomed set D’ = DEM given the existence of the doomed
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set D = D'. We construct a doomed set D’ as follows: it contains all possible
HE ciphertexts that decrypt to some element in D under the secret key sk
corresponding to Cgy.

(s tr') = (Cox, ctfa]f|ctma]lles| - . [ctlmn]) :
D 0<n<p+1A O (Ce,sk) = acc
o AJz,my,...,myu,sk: (z,my,c1,...,my) €D
E.Decg((ct[z], ct[mq], ..., ct[my])) = (x,m1,...,my)

We prove that this set satisfies all properties of a doomed set for any index 1.

L. If x' = (Cex, ctlz]) & Ler,), then 2 = £.Decgy(ctlz]) ¢ Lr, where sk is
the opening of Cgx. This means that (z,0) € D and therefore (x,(0) € D'.

2. For any (x/,tr’) = (Cex, ctz], tr’) € D’ where tr’ is a (i—1)-round partial
transcript for ¢ € [ + 1], the corresponding plaintext transcript (x,tr) =
& Decgk((ct[x], tr’)) € D where sk corresponds to the commitment Cgy.
Thus, for any next blind hIOP prover message ct; and its decryption
m; = E.Decgk(ct;), it holds that

Pr [(x,tr|mi|c;) ¢ D] = Pr [(x,tr'||ct;|c;) ¢ D] <e.

ci<Ch; ci<Ch;

3. For any full transcript tr’, if (x’,tr’) = (Cex, ctlz]||tr’) € D’ then, by
definition of D', the decryption (x,tr) <« &.Decg((ctlz],tr’)) € D.
Therefore, by definition of £[IT].V and the assumption that D is a doomed
set, it is clear that E[TT].VIHLI](x) = rej where e[i] = £[IT].Ind(1).

O

By definition 4.7, a public-coin hIOP II = (Ind, P, V) for an indexed relation
R is round-by-round knowledge sound with error gy if for every index i there
exists a knowledge doomed set DJ! for error € that uses some polynomial-time
extractor Ext. In the case of a blind hIOP for a blind relation £[R;] we define
round-by-round knowledge soundness slightly different since it should be able
to extract the witness of the corresponding relation R;.

Definition 5.3 (Round-by-round plaintext knowledge soundness). A blind
hIOP &[] for an indexed blind relation £[R] is round-by-round plaintext
knowledge sound with error epi if for every index i there exists a knowledge
doomed set Dkg[n] for error gy that uses an extractor Ext P
decryption oracle Opec.

with access to a

Theorem 5.6. The blind hIOP E[II] is round-by-round plaintext knowledge
sound for the indezed blind relation E[R] with error ey if the hIOP 11 is round-
by-round knowledge sound for the indexed relation R with error g.
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Proof. Similar to Theorem 5.5, we show that there exists a knowledge doomed
set D' = DE[H] given the existence of the knowledge doomed set D = D
Again we define a set D’ to contain all HE ciphertext that decrypt to some
transcript in D under the secret key sk corresponding to Cg. It is clear that
D’ satisfies the first and third property of a knowledge doomed set. The second
property states that for any (¢ — 1)-round partial transcript (x’,tr’) € D’ where
i € [+ 1], and any next prover message ct;, it should hold that if

Pr [(x,tr'||ct;i]|c;) ¢ D] > e
ci<Ch;
then Extg(e[i],x’,tr’||ct;) outputs a valid witness for x. Similarly as in
Theorem 5.5, if we define m; = £.Decgk(ct;) then (x/,tr’||ct;|lc;) ¢ D’ implies
(x,tr|jm;llc;) ¢ D for any ¢; and (x,tr) = £.Decge((ct[z], tr’)). Therefore, we
can construct the extractor Ext®P= as first requesting m; = £.Decgg(ct;) from
Obec and subsequently running the extractor Ext(e[i],x, tr|m;), the output
will be a valid witness for x since (x, tr) € D.

O

5.2 Designated-Verifier Blind zkSNARK (DV-BzkSNARK)

From Theorem 4.1, it is clear that any public-coin hIOP II for some indexed
relation R can be compiled into a zkSNARK for R in the ROM using BCS
compilation. In practice, the RO is instantiated with some suitable hash function.
The compiler functions by committing to every oracle message sent by the prover
using a Merkle Tree MT and instead sending the commitment root C. Then,
when the verifier queries some oracle message, the prover responds to the query
by including the authentication path ap from the corresponding root to the
queried value in the message. Lastly, since II is public-coin, one can make the
proof non-interactive using a Fiat-Shamir-like transform FS to simulate the
verifier’s challenges and generate a final RO output 7.

Let us now describe public-coin hIOP verification as follows. The verifier I1.V
receives the statement x and in each round 7 receives a message m;, contributing
to the current partial transcript tr;, and responds with a challenge ¢; < Ch;.
After receiving the final prover message, the verifier queries the oracle [tr]
to construct a list of queries {g;} (same for the oracle [e[i]], but we dismiss
holography for now for ease of notation). Lastly, the verifier returns acc if and
only if some equality f(z,{¢;},7) = 0 holds where 7 represents some randomness.
In Figure 1, we illustrate the behaviour of BCS compilation from Theorem 4.1
using this notation. It describes the zkSNARK verifier resulting from this
compilation. Instead of performing queries, the verifier receives query responses
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and checks their authentication paths and whether they where sampled using
the RO.

]]._.[V(SU, ™= [{q’ta api}v {CZ}7 T])

1: foreach j:

2: MT.Open(g;, ap;, Car(5)) < ace
3: FS(z,{C:}) =7
4: f(x7{CIi},7—) =0

Figure 1: Verifier of the compiled zkSNARK resulting from Theorem 4.1.

It should be clear that this compilation can likewise be applied to the public-coin
BhIOP from Definition 5.2. Since the verifier £[II].V is public-coin, the only
difference to the hIOP verifier will be after receiving the final prover message.
By querying the oracle [tr], the verifier E[II].V receives ciphertexts {ct[g;]} that
are decrypted to {¢;} using sk. Similarly, the verifier decrypts the statement
ct[z] to z and then computes b < IL.V 41 (x, {g;}, 7), which we have previously
denoted as checking whether some equality f(z,{¢;},7) = 0 holds, for some
randomness 7. Lastly, the verifier returns b if the commitment Cg is a valid
commitment to sk. We describe this compilation in Theorem 5.7 and the
resulting verifier in Figure 2. Note that we define a subroutine PartialVer that
performs verification without verifying the correspondence between the queries
{ct]g;]} and their plaintexts {g;}.

The fact that E[II].V requires knowledge of the secret key sk has two major
consequences for BCS compilation. Most notably, the resulting zkSNARK
verifier £[dvII].V inherits the same requirement; thus, the compiler outputs a
designated-verifier blind zkSNARK. Secondly, the public-coin requirement for
the verifier I1.V is no longer sufficient. Strictly, it ensures that the hIOP verifier
is simulatable by the zkSNARK prover in BCS compilation. It can simulate the
random challenges using the Fiat-Shamir tranform and simulate the queries by
providing Merkle Tree openings. To ensure that the blind hIOP verifier £[II].V
is simulatable by the blind zkSNARK prover, we must additionally require that
it performs no queries where the query location depends on previously queried
values (since those are hidden from the prover). This holds for queries to both
the [e[i]] and the [tr] oracles. Nassar et al. [73] have previously coined hIOPs
with such verifiers non-adaptive. To our knowledge, such hIOP has never been
described and so this requirement forms no restriction.
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€[dVIT].Vex (Cax, ctlz]; 7 = [{ct]gi], ap;}, {Ci}. 7])
1: (2, {qi}) = €.Deca((ct[z], {ctlail}))

r--r-—-—----------------=- - - - - - - - - "=~ a

PartialVer(Csx, ct[z], z, {qi, ct]g], ap, }, {Ci}, 7)

2:

1: foreach j:
?
2: MT.Open(ct[g;], ap;, Cqr(5)) = acc

FS(Cax, ct(z], {C;}) = 7

w

40 f(a{ah ) =0

”
5: (’)CT(Csk7 sk) = acc

Figure 2: Verifier of the designated-verifier blind zkSNARK resulting from
Theorem 5.7.

Theorem 5.7. Let E[II] be a non-adaptive public-coin blind hIOP for the indexed
blind relation E[R] where I1 has completeness error §, proof length p, query
complexity q, round-by-round soundness error €, round-by-round knowledge
soundness error g and z-statistical honest-verifier zero-knowledge, and the
HE scheme & is correct for the homomorphic circuit in E[II].P with security
parameter A. Such blind hIOP scheme can be compiled into a designated-verifier
zero-knowledge non-interactive argument of plaintext knowledge for E[R], which
we will coin a designated-verifier blind zkSNARK E[dvI] in the ROM. Then,
against Q-query adversaries, E[dvVI] has:

o Completeness error ¢ + negl(A),
o Proof length p’ upper bounded by

q
P =Mu+ 14> (24 [log, [mge(;)|/E len])) + gE.len,
j=1

o Soundness error € where € = Qe + 3(Q? + 1)277,
o Knowledge soundness error g|, where € = Qex + 3(Q* +1)272,
o 2'-Statistical honest-verifier zero-knowledge where 2z’ = z + negl(\) +
p27>\/4+2'
where m; is E[II].P s ith prover message and |-| denotes length in X\ bits rounded
up. Both soundness and knowledge soundness error are ©(Qe) and ©O(Qey)

respectively when considering quantum adversaries that perform no more than
Q — O(qlogp) RO queries.
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Proof. The proof follows trivially from Theorem 4.1 and the discussion above.
The non-adaptivity ensures that prover £[dvII].P can partly simulate the verifier
E[I].V to compute the query locations (it can obviously not simulate the equality
checks). The proof length is similar, except for the expansion from HE encryption
of the queried values.

O

5.3 Publicly-Verifiable Blind zkSNARK (PV-BzkSNARK)

We have shown that using an HE scheme, it is possible to construct a blind
zkSNARK in the designated-verifier setting. This primitive already has
applications as a vCOED scheme; in this setting, the client would encrypt
the statement and the server would compute the encrypted witness, which can
then be used to compute the proof. Now, we will show how to compile this
designated-verifier blind zkSNARK into a publicly-verifiable blind zkSNARK;
this also expands the application of this construction to zkSNARK delegation
(the zkDel setting). In this setting, the client computes the witness and then
sends the plaintext statement and encrypted witness to the server, who then
computes the proof. In both scenarios, the client computes a (batched) Proof
of Decryption (PoD) to make the proof publicly verifiable.

Below we provide a formal definition.

Definition 5.4 (Proof of Decryption). For a given HE scheme £ with security
parameter A and a commitment scheme CT, a Proof of Decryption scheme
PoD[£] = (Setup, P,V) includes the following probabilistic polynomial-time
algorithms:

o PoD[£].Setup(1*): for a given security parameter ), it returns some public
parameters pp which are implicit inputs to the following functions.

o PoD[&].Psk(Csx, ct): for a given secret key commitment Cgy, ciphertext ct
and secret key sk, it returns a proof of decryption 77°P and plaintext m.

e PoDI[€].Vc, (PP, ct,m): for a given proof of decryption 7F°P. ciphertext
ct, plaintext message m and secret key commitment Cgy, it returns either
acc or rej.

It should satisfy the following properties.

Completeness. For any public parameters pp ¢« PoD[£].Setup(1?),
HE keys (sk,evk) < &.KeyGen(1*) and ciphertexts {ct[m;]} such that
{m;} = £.Decg({ct[m;]}), it holds that
PoD . .
PoD[£].Vc,, (7 3l’é,{ct[ml]ﬂm}) Cux + Com(sk)

Pr 770« PoD[€].Pgx(Csx, {ct[m;]})

acc
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is less than or equal to some completeness error 4.

Knowledge soundness. For any public parameters pp < PoD[£].Setup(1%),
HE keys (sk,evk) « £.KeyGen(1*) and PPT prover P*, there exists a PPT

extractor Ext” and knowledge error ey such that

E.Decgy- ({cti}) # {m;} (PP Cox, {cts, m;}) « P*
Pr A sk* + Ext’ < ex.
POD[E].VCsk (7TP°D, {Cti, mz}) = acc (QCT(CSk7 sk*) = acc

Zero-knowledge. For any public parameters pp < PoD[£].Setup(1*), HE
keys (sk,evk) < E£.KeyGen(1*) and ciphertexts {ct[m;]}, if there exists a
probabilistic polynomial-time simulator Sim such that for any probabilistic
polynomial-time distinguisher D it holds that

[Pr[ D(™P,C) =1 | (7P, Cy) = Sim(1%) ]

— Pr| D(nPP . Ccy) =1 <z

Csx < Com(sk)
770 < PoD[&].Puk(Csi, {ct[m;]}) } ’

then PoD[€] has z-computational zero-knowledge.

In the following, we discuss how a proof of decryption for the HE scheme &£
allows us to compile a designated-verifier blind zkSNARK £[dvII] into a publicly
verifiable zkSNARK &[pvI]. Any party that can verify a proof 79 is able to
construct a proof 7P by appending the plaintext queries {g¢; } along with a PoD
proving they are decryptions of the queries {ct[g;]} that were committed to
in {C;}, using the secret key committed to in Cg. This results in the public
verifier described in Figure 3.

ElpvII].V(z; 7P = [Cex, ct[z], 7P, {q;, ctlai], ap; }, {Ci}, 7))
15 PODIE]Vey, (n™°°, (etlal, {ct[ai]}). (z. {ai})) = ace

2: PartialVer(Csx, ct{z], x, {qi, ct[¢i], ap, }, {Ci}, T) < ace

Figure 3: Verifier of the publicly-verifiable zkSNARK resulting from Theorem
5.8.

In Figure 4, we describe the construction of 7PY, and in Theorem 5.8, we prove
that it describes a publicly-verifiable blind zkSNARK. If the PV-BzkSNARK
is used in the zkDel setting, one can replace ct[x] by = in the blind relation
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and thus ct[z] requires no PoD and is not included in #P". Note that it is not
necessary for the delegator to send the entire encrypted (extended) witness
ct[w]; they can simply send an encryption of the private inputs, from which
ct[w] can be computed homomorphically. This would demand less encryption
cost from the verifier and would not increase HE parameters. In the vCOED
setting, one depends on Theorem 5.1 to hide = from the blind prover; therefore,
ct[z] should be included in the proof.

Theorem 5.8. For security parameter A\, the protocol in Figure 4 is a publicly-
verifiable zkSNARK for the relation R in the ROM against Q-query adversaries
with completeness error 6 + §F°P + negl()\) and knowledge soundness error
efoP + Qell +3(Q%+1)27> that is 2™ + negl(\) +p2~4+2 4 2PD_computational
zero-knowledge if € is an IND-CPA secure and correct HE scheme, PoD is a
zero-knowledge proof of decryption with completeness error 67°° and knowledge
soundness error EEOD that is 2°°P-computational zero-knowlege, and II is an
hIOP scheme with completeness error 8" and knowledge soundness €}l that is

2M-computational zero-knowledge with proof length p.

Proof. Completeness follows immediately from the completeness of the PoD
scheme along with Theorem 5.7. Similarly, the zero-knowledge property follows
from a hybrid argument using the zero-knowledge property of the PoD and
Theorem 5.7. We discuss knowledge soundness in more detail.

Let us denote P* as a prover that outputs a proof wP¥ for the index 1 and
statement x such that the verifier E[pvII].V (see Figure 3) accepts with
probability p. To prove knowledge soundness, we will show that there exists
a polynomial-time extractor Ext that outputs w with probability greater than
p— €E°D — sf[dvm, when given access to P*. Firstly, when E[pvIlI].V accepts,
the first line in Figure 3 states that PoD[£].V¢,, also accepts. Therefore, by the
knowledge soundness of PoD, the prover P* can be used to extract a secret key

sk < PoD[&].Ext such that

(z,{ai}) = € Decax((ct[z], {ct]a]}))

and sk is the secret key committed to in Cg. Secondly, from Theorem 5.7
we know that the designated-verifier zZkSNARK E[dvII] is plaintext knowledge
sound. In other words, any prover that can produce a proof 74" such that the
verifier in Figure 2 satisfies, can be used to extract a witness w <— E[dvIII].Extgy
such that (i,x,w) € R. Note that by assumption, P* generates proofs that
satisfy the PartialVer subroutine in £[dvI].Vge. The knowledge soundness of
the PoD discussed before ensures that also the first line in Figure 2 is satisfied.
Therefore, our prover P* can be used by the extractor £[dvII].Exty where sk
is the secret key extracted previously using PoD[E].Ext. O
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zkDel Setting: Delegator

vCOED Setting: Designated verifier
sk, evk « &.KeyGen(1%)

Cex < CT.Com(sk)

w <+ ExtWit(i, z)

evk, Cx, ct[z], ctw]

(ct[z], ct[w]) + €.Encex((z, w)) Blind prover

7% 4 E[dVIT].Poue(eli], (Cox, ct[z]), ct[w])

= = [{ct(qi], ap,}, {Ci}, 7] m

{q:} + €.Deca({ct[q]})
PartialVer(z, {q:, ct[q:], ap; }, {Ci}, T) < ace
77 < PoD[E].Pa(Cax, {ct[ai]}, {a:})

7 = [Cox, ct[z], 70, {q, ct[qi], ap; }, {Ci}, 7]) =™ Public verifier

E[pvI].V(Cs, z; ) < acc

Figure 4: Compilation of a DV-BzkSNARK into a PV-BzkSNARK.

Remark 5.2. Note that the execution of PartialVer by the client is only required
in a setting where the blind prover is incentivized to be dishonest. In such
setting, it is also required to not reuse the same HE secret key. Note that most
HE schemes are vulnerable to key-recovery attacks when the client leaks to the
server whether the ciphertexts properly decrypt. In the zkDel setting, the server
would learn this when it has access to the publicly-verifiable proof.

Remark 5.3. In our PoD construction, the commitment Cs is included in the
7P°D. Naturally, the proof size of © (see Theorem 5.7) is still larger than a
normal proof for the zkSNARK T. This could be mediated by sending P to
the delegatee to delegate the computation of a recursion step.

6 Instantiation of blind zkSNARKSs

In this section, we describe algorithms for computing blind zkSNARKSs efficiently.
Concretely, for some specific II, we optimize the computation of E[II].P such that
the blind zkSNARK resulting from Theorem 5.7 has efficient proof generation.
The input to E[II].P is the encrypted trace ct[z] = (z, ct{w]), where z and w are
vectors in some finite field F, and computing E[II].P consists of homomorphically
evaluating I1.P using £. Eval.
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Most HE schemes naturally support Single Instruction Multiple Data (SIMD)
operations since the plaintext space can be interpreted as the vector space
P =TF? for some finite field F. Operating on plaintexts pt and/or ciphertexts
ct corresponds to pointwise operations on elements in P, such as pointwise
addition and multiplication. Using automorphisms, it is also possible to compute
arbitrary linear operations on an encrypted vector, i.e. a matrix-vector multiply.

The inherent noise growth in a ciphertext depends on the type of operation:
additions (both pt-ct as well as ct-ct) cause additive noise growth, whereas
multiplication incurs a fixed multiplicative factor depending on the parameters
of the scheme. A pt-ct multiplication incurs a smaller noise growth than a
ct-ct multiplication and is also much faster to compute. As an example, for the
parameter set used in our implementation, the noise growth would be on average
6.2 bits for a pt-ct and 10.3 bits for a ct-ct, and a pt-ct multiply is 75x faster
than a ct-ct multiply. An automorphism causes minimal noise growth as it
does not change the norm in the canonical embedding; in our implementation,
it takes 1/4 of the time of a ct-ct multiplication. As will become clear in this
section, designing efficient homomorphic circuits is largely a trade-off between
the number of operations performed and the amount of noise they require.

Similar to Garg et al. [49], we suggest using the Fractal hIOP IIg [37]; this
choice lets us optimize the homomorphic computation of the corresponding blind
hIOP in two ways. Firstly, many of the operations in Fractal can be performed
element-wise on vectors, which allows us to significantly lower the number of
homomorphic operations using SIMD as described above. Secondly, Fractal’s
linearity implies that many of the homomorphic operations will consist of the
cheaper pt-ct operations. In Section 8, we select an HE scheme that allows
us to exploit both these characteristics. In Section 6.1 below, we introduce
some techniques for homomorphically computing Number Theoretic Transforms
(NTTs) and arbitrary linear operations. In Section 6.2, we describe the Fractal
scheme and discuss an efficient algorithm for computing it blindly, namely the
algorithm E[TIg].P from Definition 5.2.

6.1 Building blocks

Packing-friendly 2D-NTT. Consider some finite field F and an element £ € F
of order N known as the primitive N-th root of unity. The (inverse) NTT

transformation of a vector of polynomial evaluations a = [ag, a1, ...,an_1] € FY
is denoted as & = [ag, a1, ..,an_1] € FY where
L Nl
N —nk
“"«:NZ@V" a, Vke[0,N—1]. (1)
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Observe that an inverse NTT differs from the NTT only by using 5;,1 instead
of £ and scaling by 1/N at the end. Let us now assume the NTT size N can
be written as N = Np - Na. As such, we can rewrite Equation (1) by iterating
over n = Ny -nj +ng and k = Ny - ko + ky using k;, n; € [0, N; — 1] = [N;]o for
i=1,2

1 Ni1—1No—1
A _ —(N2-n1+n2)(Ni-ka+ki)
ANy -kotks = N E E §N QN5 -nq+no

n1:0 n2:0

Ny—1 Ni—1

= % Z g&:rkz (f&nzkl Z E]T[;ﬂl'klaNg"fn'i‘nz) Vkl S [Ni]O

71,2:0 n1:0

where &y, = 511\\[[2 and &y, = fxl are primitive Ni-th and N»-th roots of unity,
respectively. Let us define fp, x, = Zf:’ll:_ol {&fl'klam.nﬁm. Now, notice that
a size N NTT can be composed into three steps:

1. for ny € [Na]o perform a size-Ny NTT to compute [fr, i, |k, €[N

2. multiply by twiddle factors to get f,_ . = &8+ fu,

3. for ky € [N1]o perform a size-No NTT to compute [N, ky4ky]kse[Nojo-

While a variant of the 2D-NTT algorithm has been used to achieve distributed
FFT in a distributed zero-knowledge proof system [80], our work demonstrates
its effectiveness in a different context, namely for homomorphically performing
NTTs on packed HE ciphertexts. Note that [5] also considered exploiting HE
packing but only for performing P homomorphic NTTs at once, requiring
packing and unpacking operations. They do not perform homomorphic NTTs
for a degree N polynomial packed in N/P ciphertexts since it would require
expensive HE operations to swap slots between ciphertexts (think of the bit-
reversal that the base 2 butterfly algorithm causes). These can only be avoided
by using one slot per N ciphertexts, resulting in higher memory usage and
reduced efficiency.

Our approach packs the size N input into N/P = N;(Ny/P) ciphertexts and
avoids swapping slots between ciphertexts by exploiting the structure of the
2D-NTT. More precisely, we pack Ny elements (an,.ny s ONy-ny+1s- -« s GNy-ng+No—1)
into N2/ P ciphertexts for ny € [Ni]o. Then, the homomorphic NTT evaluation
can be performed as follows:

1. homomorphically evaluate N3/P size-N; NTTs using the butterfly
algorithm in some base b on packed ciphertexts,

2. perform N/P pt-ct multiplications to multiply with twiddle factors,

3. homomorphically evaluate Ny size-No NTTs as matrix-vector multiplica-
tions with vectors of size Ny packed in Ny/P ciphertexts.
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An example is provided in Fig. 5 for N, = P. Note that the output
of the 2D-NTT is packed in column-major order, i.e. Ny elements
(Qky> Ny 4hys - -+ 3 AN, (N2 —1)+k, ) aT€ packed in one ciphertext. Although this
ordering may seem problematic, notice that it can be reversed by a subsequent
NTT operation that is computed as

Ni—1Nx—1
_ § : § : (N2-ni+n2)(N1-ka+k1) 5
ANy-ny+ng = EN ANy -kotkq
k1=0 ko=0
_ ni-k1 [ ¢na-kq na-ko ~ V1. N
= Eny €N ENy AN, kot ni € [Nijo
k1=0 ko=0

by doing the following steps:

1. homomorphically evaluate Ny size-Nog NTTs as matrix-vector multiplica-
tions with vectors of size Ny packed in No/P ciphertexts,

2. perform N/P pt-ct multiplications to multiply with twiddle factors,

3. homomorphically evaluate Ny/P size-N; NTTs using the butterfly
algorithm in some base b on packed ciphertexts.

The algorithms in Section 6.2 require us to compute

[a(2)zep,] = NTT (f (iNTT([a(2)]sep,))) (2)

for some evaluation domains D1, Dy and some function f that must be computed
on ciphertext vectors in some column-major packing. It will always be the
case that |Dy| > |D1| so [Gs];e[n], has to be appended with zeros. Due to the
column-major packing, the width w := Ny /P has to grow with |Ds|/| D1 | before
performing the second 2D-NTT. Importantly, this makes the matrix-vector
multiplications of the second 2D-NT'T less costly since they can take these zeros
into account. Lastly, we remark that these techniques can also be applied when
Dy, Dy are cosets of multiplicative subgroups.

Matrix-vector multiplication. Let A € F"7*"F denote a square matrix and
v € F*P denote a column vector over a finite field F. For HE schemes that pack
P finite field elements per ciphertext, the multiplication of the plaintext matrix
A with encryptions of v can be visualized as

Aoo |---| Aon-1 ct[vo]
: 3)
An_10 |- | Ancin-a ct[vn_1]
where v; = [V;.p,V;.py1,...,Viprp_1] € FP and A € FP*P denotes the

(4, j)-th block matrix of A. For the base case of n = 1, the computation of (3)
can be performed using the following two methods
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size-4 NTT over rows  multiply twiddle factors size-2 NTT over columns

ap | a; foo|fio| |Floo|f10 ay | 4,

a; | az foa | f1a o |f11 a; | as

as | as foz | f12 [loz | f12 a, | ag

ag | as fosz | fiz| |flosz|f13 a; | a;
() (b) (c) (d)

Figure 5: Illustration of inverse 2D-NTT when N; = 4, Ny = 2. Elements
within the same row (represented by the same color) are packed in one HE
ciphertext.

o Full matrix in the diagonal (FD) method [58], which requires P — 1
automorphisms, P pt-ct multiplications, and P — 1 additions. In terms of
noise depth, it incurs the equivalent of 1 pt-ct operation, 1 automorphism
and [log, P]| additions.

o Baby-Step/Giant-Step diagonal (BS/GS) method [59], which requires
2v/P — 2 automorphisms, P pt-ct multiplications, and P — 1 additions.
In terms of noise depth, it incurs the equivalent of 1 pt-ct operation, 2
automorphisms and 2[log, v/P] additions.

The performance of both methods could be further improved with the hoisting
technique [21,59], which speeds up FD around 6x and BS/GS around 1.4x for
implementations that store ciphertexts in the NTT form (e.g. the HElib library).
With hoisting, whether FD or BG/GS gives better performance depends on
parameter settings, in particular the dimension P.

For n > 1, we notice the automorphisms of ct[v;] in FD can be re-
used for multiplications with block matrices in the same block-column, i.e.
Aoi,A1i,...,An_1i. As such, the computation of (3) requires n(P — 1)
automorphisms, n? P pt-ct multiplications, and n(nP — 1) additions. Notice
that for BSGS, only the baby step automorphisms can be re-used and so FD
can be more efficient for large n. Furthermore, if A is a sparse matrix with h
non-zero elements per row, the expected number of operations can be computed
by using the following lemma.

Lemma 6.1 (Adapted from [76]). Given n elements grouped into m equal
partitions, the expected number of partitions hit when sampling k distinct
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elements (k < n —mn/m) is given by

pustin iy = 1 (") /(1))

Then, the homomorphic evaluation of (3) requires n - PartsHit(n P2, nP, hP)
pt-ct multiplications, n - PartsHit(nP(P — 1), P — 1, h(P — 1)) automorphisms,
and n - (PartsHit(nP?,nP, hP) — 1) additions.

For our purposes, it will always be more efficient to perform the sparse matrix-
vector multiplications with a relatively large n using FD. On the other hand,
the matrix-vector products performed in 2D-NTTs always use BSGS (not
considering hoisting).

6.2 Computing Fractal blindly

Fractal is a transparent, post-quantum, preprocessing zkSNARK that proves
the Rank-1 Constraint Satisfiability (R1CS) Az o Bz = Cz of z = (z,w), where
x is the statement, w is the (extended) witness, and A, B, C are sparse matrices
that represent the computation to be proven. Its construction starts from a
type of IOP named Reed Solomon encoded-holographic IOP (RS-hIOP) that
is compiled into an hIOP. In a RS-hIOP, an indexer provides RS codes in an
offline phase, the prover’s messages are RS codes and the verifier outputs a set
of rational constraints on these RS codes. A rational constraint on some RS
codes checks that some rational function of the underlying polynomials has a
limited degree. For proofs of invalid statements, at least one of these rational
constraints will not hold.

Denote by (fs, faz, fB=, fc=) the polynomials that interpolate the vectors
(z,Az,Bz,Cz) over some cyclic subgroup H of F; then, the prover’s first
messages will be the RS codes (j_’;, f?;, fBZ,jZ) over some domain L =
{li}ieqry- In particular, the RS codes correspond to evaluations of these
polynomials on some evaluation domain L and are used to prove three statements
that together imply the satisfiability of the R1CS constraint system:

(1) fAz‘HofBz|H_sz|H:0
(2) fZ‘I = fI|1 = z for some subset I of H
(3) farz|y; = M- f.],, for M € {A,B,C}.

The previous three statements are proven using some rational constraints on
fz, faz, B2, fo. and other RS codes derived from z. In our setting, however,
the blind prover will have as input the HE encrypted (extended) witness ct|w ],
leading to the (partially) encrypted trace ct[z] = (x, ct[w]). Therefore, all
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RS codes derived from the trace, as well as all subsequent prover messages
required for proving rational constraints, will similarly be encrypted and from
now on referred to as Encrypted RS (ERS) codes. Computing them efficiently
is a trade-off between minimizing the homomorphic depth and minimizing the
execution time (determined by the number of required homomorphic operations
and the parameters of the HE system).

6.3 Proving statement (1)

Starting from the encrypted trace ct[z] = (z,ct[w]), the prover computes
the ERS codes ct[%] for M € {A,B,C}. Computing the underlying
ct[Mz] = ct[fu:| ] requires a sparse matrix-vector product of size |H| over
ciphertexts. These ciphertext vectors are evaluations on domain H of some
polynomial and computing the corresponding ERS codes amounts to evaluating
them on some domain L. This is referred to as domain extensions and they
are usually implemented using an inverse NTT transform to compute f(z)
from f ‘ g followed by an NTT transform to compute f| L= 7 This would
result in only O(|L|log|L|) operations but require a depth of 2log|L| pt-ct
multiplications. Instead one could significantly reduce the pt-ct depth by
computing the extension from {f® = f(h'=1)};cqm) where H = {h"~1},c} to
domain L by using the barycentric form

, @ o —1 s bt
) =Y FON ) = Zu(t) Y Z,H(hjlf(@hjl) = 2

J€ln] JEln] Jj€ln]

where i € [|L|]. However, even when using the method previously described
for homomorphic matrix-vector multiplication, the large number of operations
would lead to an unrealistic execution time. A naive hybrid algorithm would
perform the first layers of the NTT as matrix-vector products and the remaining
layers using the traditional butterfly algorithm (possibly in some other base b).
This seems like a trade-off between homomorphic depth and execution time but
it has one major problem. The butterfly algorithm would require us to move
around elements between slots in different ciphertexts which would be very costly.
Therefore we homomorphically evaluate the NTT in 2 dimension as described
in Section 6.1. Only the dimension orthogonal to the ciphertext packing uses
the butterfly algorithm in some base b and thus only causes permutations over
complete ciphertexts which can be reverted by simply permuting rows of the
matrix in Fig. 5. Notice that we can still trade off noise depth for execution
time by adjusting the base b and the number of ciphertexts per row w.
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Now that one has all the relevant ERS codes, one can prove statement (1) by
proving the rational constraint deg(s) < |H| — 2 for

fa:(X) fp2(X) = fo.(X)
Zy(X) .

s(X) =

Notice that the numerator of s will vanish on H if and only if statement (1)
holds. Note that the prover does not have to send ct[s] = ct[s ’ ] since any of
its elements can be efficiently computed at verification time. Thlb is because
the verifier is provided with the required ct] f M=) and can compute the vector
Z H| ; efficiently.

6.4 Proving statements (2) and (3)

Starting from the encrypted trace ct[z] = (z, ct[w]), the prover computes the
ERS code ct[E] that corresponds to a polynomial f,, of degree |H| —|I| —1
such that
ct[wling(a) — fz(a)

Zi(a)

where Ind : H\ I — [|H \ I|] indexes H \ I, the polynomial f, interpolates
the statement x over I and Z; is the vanishing polynomial over I. This can
be computed using the domain extension described above. From ct[f,] the
prover (and in verification the verifier) can derive the RS code ct[f;] such that
fZ’H = fw’H o ZI’H + fr|H = (z,w). Computing the ciphertext vector that f,
interpolates requires one element-wise pt-ct multiplication and addition.

VYae H\I: f,(a) =

Remark 6.1. Blind zkSNARKs can also support private server input ws such
that z = (x,we, ws). Recent work [81] has shown that Blind zkSNARKs can be
extended to support knowledge soundness for the private server inputs if the
server commits to them in plaintext. We note that this can also be achieved
by the Fractal RS-hIOP by partitioning H = H. U Hy U I and defining fu., fuw,
such that f, = fuw, - Zrom, + fw. - Ziom, + fz- The server commits to ]T,U—) m
plaintext and opens an additional plaintext value per opening to f,.

In order to prove statements (2) and (3), i.e. that sz’H =M - fZ|H
f-(X) = fu(X)Z1(X) + f.(X), the Fractal protocol performs a “holographlc
lincheck” [37]. We only discuss a subprotocol of the holographic lincheck,
named the “polynomial sumcheck”; since only this particular part would require
homomorphic computations in the blind setting. It is a univariate sumcheck
protocol that is used to prove ), fsc(b) = 0 for

feX)=aX) 0+ Y Bu(X)fu=(X) =0 (4)

Me{A,B,C}
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where a and () are polynomials such that fs is of degree 2|H| — 2. In
the sumcheck protocol the prover sends an RS code of the degree |H| — 2
polynomial X¢g = fsc mod Zpg, and the verifier checks the rational constraint
deg(h) < |H| — 2 where h(X) = %&gm. Notice that there is no need to
send ERS codes for fi(X) and X g(X) since the verifier can efficiently derive
any of their elements from the ERS codes ct [E], ct [E], ct [E], ct[E] and
ct[7).

Let us now discuss the computation of the ERS code ct[¢] starting from the
previously derived ciphertexts. Similar to domain extension one could minimize
the homomorphic depth by expressing this computation as one matrix-vector
product as follows. First, notice that g(¢;) = > ;e m) ritI7% where r; are
the coefficients of r = f;c mod Zy. Now, w.l.o.g., assume that deg(f) + 1 =
k|H| = kn where H is the cyclic subgroup of F of size n. Then, we have that
Zp(X) = X" —1 and therefore r; = Z’;_é Coeff( fsc)sn+j- Lastly, we compute
these coefficients Coeff( fs.); = ZJEHL” A f(¢;) where A;; are the coefficients
of the Lagrange polynomials such that )\]L( ) =2 ieqL) A;; X1 Therefore,
¢ and similarly ct[¢] could be computed as

= 3 felt) Y 4 QZAWW for i € [|L]]

te[|L]] JE[IL]

which would require |L|? pt-ct multiplications and |L|log |L| additions. As was
the case for domain extension in the barycentric from, we will have to lower
the number of required operations in exchange for a larger homomorphic depth.
We propose the following algorithm.

Computing the ERS code of g

12 {a|,,B4|,.85|,,8c|,} =NTT(a, Ba, Bs, Bo)
20 et =af oct[fl]+ Y
3: ct[Coeff(fic)] = INTT(ct[fo])

1: foreach i€ [n]:

5 ct[Coef(Xg)i] = Z': ct[CoefF( fic)omri]
6: ct[Xg] = NTT(ct[Coeff(Xg)])

70 ct[F]=ct[Xglo [i i .. iy)]

t[fars
Me{A,B,C} BM|L °c [fM ]

Again we minimize the homomorphic depth of the ciphertext space NTTs
on lines 3 and 4 as described before. Notice that we can reuse the domain
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evaluations of f, and fjs, since we will always have |L| > deg(fs.). Remark
that the computation on line 5 will have to be performed on ciphertexts in the
column-major packing order. We note that this computation still only requires
homomorphic additions if the width of the packing used in the iNTT of line 3
is divisible by deg(fs)/|H|.

6.5 Proving rational constraints

We have so far shown how to blindly compute the Fractal RS-hIOP while
Section 5 and specifically Theorem 5.7 only apply to hIOPs. The computations
involved in the compilation from the Fractal RS-hIOP to the hIOP also require
homomorphic operations when this hIOP is computed blindly. This compilation
utilizes the FRI IOP [9] for checking the rational constraints. We perform this
protocol batched, as first described by the authors of Aurora [11]. In batched FRI,
one checks whether the rational constraint feri(X) = >, (c; + 8 X4 %) fi(X)
has degree d = max;{d;} where «,, 3; are some random challenges provided
by the verifier instead of checking whether each rational constraint f; is of
degree d;. Computing the ERS code for the batched rational constraint ct|frri]
requires one pt-ct multiplication.

For the Fractal RS-hIOP, the set of polynomials {f;} will be equal to the
following set of rational constraints

2 z z sc_X

where fp¢ is a polynomial that interpolates plaintext values and has therefore
not been discussed. A linear combination of these polynomials can be rewritten
as a linear combination over the set {f;} equal to

{fAszZ7g7fSC7Xg7fZ7fAZ7fBZ7fCZ7fpt} .

By this we mean that ct[] can be computed using element-wise homomorphic
operations on ct[f;]. Every ct[f;] has been previously computed except
ctfa.fB, which requires depth of one ct-ct multiplication.

In the FRI IOP, the prover interacts with the verifier in approximately logd
rounds. Let us assume that the evaluation domain L is a multiplicative coset
of some cyclic subgroup such that L = {gw'};ciax) for k = logy(|L[) and g a
field element. In round j € [log,d], the prover sends the folded evaluation
{fFR|/2j((gwi)2j)}i€[2k—j] of the degree d/27 polynomial fegy/2; Where

. (ow—1)2 il
2y o L) ()P

fFR|/2a‘ ((gwi) 9
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1 - aj(gw)?

k=14 4y29—1
: )

+ frriy2i-1 ((gw
and o is the j-th round verifier challenge. After the last round, the prover
sends the remaining |L|/d evaluations to the verifier, who checks that they are
colinear. Now in the blind setting, we propose to stop FRI at round k& — p
(where 2P elements can be encrypted in a single ciphertext), since this would
only amount to sending one ciphertext, the minimal number we can send. It
is clear that the computation of ct[frri 2] from ct[frri/2i-1] would require 2
element-wise pt-ct multiplications on vectors of size 28=7. As was also noticed
by [5], we can trade off the number of operation for homomorphic depth by
composing multiple rounds of FRI. In our case we fully compose all FRI rounds.

7 Proof of Decryption

The proof of decryption (PoD) is a key component to build a publicly-verifiable
blind zkSNARK, as explained in Section 5.3. In this section, we construct PoDs
from our vectorized description of the LNP22 proof system, which is described
in detail in Appendix C.

All RLWE-based HE schemes such as BFV [23,46] and the Generalized-BFV
(GBFV) scheme [50], but also BGV [24] and CKKS [33], fit in a general framework:
the secret key sk € Xkey is an element of small norm in R, 4 and a ciphertext
(co,c1) € C=R2,  encrypts a message m € P = R, /I for some ideal Z C R,
For invariant schemes such as GBFV, we have that Z = () and the decryption
equation is given by

co+c1-sk=|A-m]+vipn € Rgm (5)

where A = ¢/t € K,,, is a scaling factor and v;,, is called the inherent noise,
i.e. the polynomial with the lowest infinity norm such that the above equation
holds. Furthermore, the ciphertext will decrypt correctly as long as the modulus
q > By = ||t|2" and |[vipnll,, < By = m — 1, where h, is the
number of non-zero terms in ¢(X) and the bound is proven in Appendix B.2.
For other schemes such as BGV and CKKS, a slight variation of the above
equation describes valid decryption; in particular, in all cases, valid decryption
is given by a relation over the ring R ., which is linear in the secret key sk
and with the requirement that ||vins| ., < By for some bound B, depending on
the parameters of the scheme.
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7.1 Relations for the proof of decryption

Let Cgx denote a commitment to a secret key sk € Xgey. For 1 < ¢ < r, let

ct® = (cg), c(lz)) € R2 4 denote a ciphertext that decrypts to m under the

secret key sk. Since Vahd decryption requires the norm of the inherent noise

Ul(:l)h in each ciphertext ct(® to be bounded by B, we can derive the relation:

P O°T (Cq, sk) = acc
R, = < z = (Cax, {ct',m }ie[r]) ) AVi € [r] : (2) Lo < B, where (6)

= (sK) [ |
0@ o 1 e A )]

Vinh *

Any statement-witness pair in R; gives r valid plaintext-ciphertext pairs in
RLWE-based HE with respect to the secret key committed to in Cgy.

In our work, Cg is instantiated using the ABDLOP commitment scheme. For
messages committed under ABDLOP, the LNP22 proof system (described in
detail in Appendix C) allows proving various relations over the commitment ring
Ry. This includes Approximate Norm bound proofs (ANP) of linear relations
in the commitment ring R,~, as detailed in Appendix C.4. While it may seem
promising to apply ANP directly to prove the boundness of inherent noises in
ciphertexts, the commitment ring Ry~ in the LNP22 proof system differs from
the HE ciphertext ring R,, , in two aspects.

e Firstly, the LNP22 commitment ring is defined by a power-of-two
cyclotomic polynomial, typically of degree d = 64,128. In the above HE
schemes, the ring R, is defined modulo the m-th cyclotomic polynomial
where m is much larger than 128 and also not necessarily a power of two.

o Secondly, in LNP22, the modulus ¢ = []¢} is chosen such that the
cyclotomic polynomial X¢ + 1 has two irreducible factors modulo q!'. So
even in the case where ®,, would be a power-of-two cyclotomic polynomial,
the ciphertext modulus in HE is chosen such that ®,, fully splits modulo
each prime factor of the ciphertext modulus.

To accommodate the first incompatibility, we first represent elements and
relations in the ciphertext ring R,, 4 as relations on vectors over Z, using the
coefficient embedding. Thus, the relations for the inherent noises are given by

(1)

Tl = Roty g(cf) - sk + 200 — [A-mD] € 22, Vi € [r]. (7)

In order to prove the boundedness of _’(n), , we describe a vectorized version of

ANP in Appendix C.5, which is referred to as vec-ANP.

As for the second incompatibility, a natural solution to accommodate different
moduli is to include overflows, as in [68, Section 6.3]. Concretely, for a sufficiently
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large modulus ¢”, there exist bounded overflows {7(“, Vi € [r]} satisfying

T = Roty () - sk+ 2 — A - mDT 40D ez, Vie]. ()
Since inherent noises and overflows are not independent linear combinations
of sk, proving their bounds would require us to commit to at least one of the
two. This not only increases the commitment size, but also requires a higher

modulus ¢” > ¢ than HE ciphertexts.

To avoid this blow-up, we use a well known technique from HE, namely modulus
switching, which allows transforming a valid ciphertext modulo ¢ into a valid
ciphertext modulo ¢”, where ¢’ is taken to be lower than ¢ in our protocols.
Let ct[m] = (co,c1) € ’an,q denote a ciphertext with ciphertext modulus ¢
and inherent noise v,,. Switching the ciphertext modulus to ¢’ amounts to
computing

q// q//
Ct/ = <Lq001, I‘q61-|) S Rzn’q// .

In Appendix B.3, we derive the noise bound in ct’ as ||v],,, [ < %”vahﬂoo +
Bins, where By, s is a constant depending on the secret key distribution. As long
as we have |[v] .||, < By, the ciphertext ct’ will be valid and thus satisfies
the same equation as (7), but with ¢” instead of gq.

7.2 Relaxed proof of decryption

For modulus switched ciphertexts {ct’(?) ¢ an’q,,,i € [r]}, the proof of
decryption amounts to proving the relation

_ _ OCT (Cgx, sk) = acc

R = 2 = (Car, {ct'),mD}icpy) AV € [r] : ‘ 70,
w = (sk) ) Ml N —

70— Rot,, g (c/l(l)) sk + ?6(2) — A -m®)]

inh °

< By where
feo}

where sk denotes an embedding of sk into the message space of the commitment
scheme CT. In the instantiation of the ABDLOP scheme, for an element v € R,,,

we define its embedding v € Rg,, as i = [%W elements in the commitment ring

Ry, such that the coefficient vector of ¥ equals ¥ modulo ¢”.
In this section, we describe a protocol PoD(Cg, {ct’® m(V};cp,)) using
vec-ANP, which is complete for ciphertexts whose inherent noise satisfy

‘ 7@ < Bpop, where

B q//
— : q
BPOD = HIIII{'L/)(LZ) /77'.”741(71.”)3/21/}(1/2)}

Uinh

‘ oo
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and the factor /(X2 is defined in Appendix C.3. In other words, our protocol
is a relazed proof of decryption with a relaxation factor

41r -
®, == By /Bpop & 1/)(L2)\/r -1 - max {1, 2(5Tt||n} .

The protocol. To begin with, the prover commits to the secret key sk using
the Ajtai part of the ABDLOP commitment scheme, i.e. Cox = Aq - sk+ Ag - sg
where sz € R7J? is a small randomness satisfying [|s2|, < v.

To generate a proof of decryption for r ciphertext-plaintext pairs whose inherent
noises are bounded by Bpop, the prover applies the vec-ANP protocol with
inputs

I iec-ANP ((51 =sk,m=0,s5),(W,w, B, = BPOD)) ,

where
1
Roty,q7 (Cg ))
W = : € Zg},”xn, w =

Roty,,q (CY))

>0 20

. T
Denote the vector W - sk + w = [Umh' . vmh} as u; then, the above

vec-ANP protocol convinces the verifier that the prover knows sk such that
ocT (Csk, sAk) = acc and ||d]|, < Bpop-9>° < B,r. This guarantees the validity
of each ciphertext-plaintext pair with respect to the secret key committed in
Csk-

Asymptotic Analysis. With ABDLOP parameters ensuring sufficient hardness

of MSIS (for binding) and MLWE (for hiding), the protocol PoD(Cqg, {ct’), mM}, ()
achieves a constant amortized proof size (including commitment size, without
applying the Huffman coding optimization [68]) with respect to the number of
ciphertext-plaintext pairs r.

The computation cost is dominated by a subprotocol Hg)al(-), where both
the prover and the verifer need to compute the function H;, as detailed in
Section C.5. This results in O(rnZ) computation costs. In Section 7.3, we

describe a protocol that achieves computation cost O(n2 + rnlog n)

7.3 Reducing the computation costs

In Figure 6, we describe another batched proof of decryption protocol that
has a reduced computation cost compared to the protocol from Section 7.2.
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Instead of having the linear relation in the vec-ANP proof grow with the number
of ciphertexts r, we prove the decryption of a random linear combination of
ciphertexts. The soundness of the protocol is based on the Schwartz-Zippel
Lemma. Since the computations on the r ciphertexts are moved to the ring
space, the computations are more efficient. In particular, we reduce the cost from
O(rn?) to O(n? + rnlogn). This comes with the change of relaxation factor

from @, = (’)((rn)%) to ®5% = O(Tn%). Using the Fiat-Shamir transform,
this protocol can be compiled into a non-interactive proof in the ROM.

Lemma 7.1. Let P = FF denote the plaintext space of an HE scheme with P
slots. If r/ |F| = negl(\), then the protocol in Figure 6 is a proof of decryption for
r ciphertexts { ct'[m], m(i)}ie[r] with negligible soundness error and relazation
factor 5% .= P, - Nptet - 2Mlog 1 yyhere Npier = O(n) is the noise increase bound
for 1 pt-ct multiplication.

Proof. We start by discussing soundness. Let us define a function f: P" — P :
{m(j)}ie[r] =D el a;m® for some set of challenges {ai}iepy) such that each
a; encodes P elements {a;;};cp). The proof of decryption that is verified at
the end implies that

f ({m@)}iem) — £.Decax (5. Eval ( £ {ct'[m®] }iem»

except with negligible probability. Under the assumption that &£ is still correct
for f on those ciphertexts, this implies that

f ({m(i)}ie[r]) =f (5~Decsk ({Ct/[m(i)]}ie[r])>
= Z (m(i) — &.Decgy (ct’[m(i)]» o; =0

1€[r]

=Vje[P]: Z <m§-i) — &.Decg (Ct/[m(i)])j) aij =0

i€[r]

where the subscript j denotes the j-th slot of a plaintext encoding. Now if the
values o;; were randomly sampled from F, by the Schwartz-Zippel lemma we
can conclude that for each j € [P] it holds that

Vi€ [r] : my) = &.Decgy (ct’[m(i)D _

J

except with probability 7/ |F|. The relaxation factor ®5% comes from the
relaxation factor required for a PoD on one ciphertext multiplied by the
noise factors added by homomorphically computing f. This ensures that
the correctness assumption above holds. O
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Prover Verifier

Coi, {ct'[mD],m D} e

ct = Z ptMult(ct'[m V], o) o a«—FF
i€[r]
m = Z ;- m(i)
i€[r]
PoD ;
7°P « PoD.P(Cq, ct, 10) ™ ct = Z ptMult(ct’[m™], ;)
i€[r]
m = Z o -m
i€[r]

PoD.V(77°?, Cay, ct, 1) < ace

Figure 6: A PoD protocol for {ct’[m(9], m(i)}ie[,.] with reduced computation
costs.

7.4 Proving decryptions of a subset

As discussed in Section 6, efficient instantiations of blind zkSNARKSs rely on
the SIMD capabilities of the used HE scheme. Therefore, when opening the
commitment to a ciphertext and proving its decryption in order to reveal
a queried value, we are instead revealing an entire batch of elements in the
zkSNARK field. To ensure that the zero-knowledge property of the zkSNARK
scheme extends to the blind zkSNARK scheme, we must avoid revealing more
queried values than intended, by only revealing the queried values. We give two
methods to do so.

Masking. The first method consists of simply masking the ciphertext using a
plaintext-ciphertext multiplication, where the masking plaintext M encodes a 1
in the slots we want to reveal and a 0 in all other slots. Instead of giving a PoD
(PP ct,m) that some ciphertext ct = (cg,c;1) € Rg,, decrypts to a plaintext
message m € P, we can simply replace the ciphertext by ct* = ptMult(ct, M)
and give a PoD (77°P, ct*, m*) where m* = M - m.

Ring switching. The GBFV parameter sets we use in the blind zkSNARK are
particular instances of a family of parameter sets. To illustrate this, consider
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the case where we want to encrypt elements in F,. with p the Golidlocks
prime; then, the family consists of the following: the plaintext space is given
by Z[x]/ (@ (x), t(z)) with m = 7-3-27 and t(x) = 2% — b, with k = 7.2i+7-6
and b = 22" for some integers 0 < i <5 and 6 < j < 16. The blind zkSNARK
is executed using the set j = 11 and ¢ = 0, resulting in a plaintext space
corresponding to a vector of 96 elements in F>. As explained above, we are
only interested in a subset of these elements, which opens up the possibility
to construct a valid ciphertext for a smaller parameter set in the same family
encrypting only the subset of values we want to reveal. For this we can use
a technique called ring switching [54] to map a valid ciphertext for j = 11 to
the smaller ring defined by j = 8, which is the smallest dimension that ensures
100-bit security for the modulus ¢” in the relaxed PoD. The resulting protocol
can be found in Section 8.2. The ring switch decreases the ciphertext size by a
factor of 8, which speeds up the PoD by a factor of 64. A similar approach can
be taken for the other parameter sets.

8 Implementation

In this section, we demonstrate the practicality of using our protocols in the
vCOED setting and the zkDel setting. As discussed before, we select Fractal
as the hIOP scheme and GBFV as the HE scheme. In what follows, we will
focus on 100-bit security since this is the security level targeted by FRI-based
zkSNARK implementations [17].

8.1 GBFV parameter sets

For the Fractal computation, we instantiate GBFV over the ring R, for m =
7-3 -2 resulting in the lattice dimension n := ¢(m) = 12288. The ciphertext
ring is Ry,,q with ciphertext modulus g < 382 bits, and the plaintext polynomial
ist(X) = X72"_ 2% The plaintext space is a vector space of dimension 384 over
Fp2, where p = 264 _ 232 1 1 is the Goldilocks prime, widely used in zkSNARK
implementations because of its efficient arithmetic.

Ciphertexts committed to in the BCS compilation are in a smaller ring R, ¢
where m/ = 7-3-2% (dimension n’ := ¢(m’) = 3072) and a 96 bit ¢’. For the
PoD, we switch down further to an even smaller ring R, 4+ where m” = 7-3-28
(with dimension n” := ¢(m') = 1536) and a 48 bit ¢”. All these HE parameters
provide at least 100-bit security according to the lattice estimator by Albrecht
et al. [3].
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8.2 Computing Fractal blindly

We prove that the homomorphic circuit outlined in Section 6 is feasible in
practice for computing blind proofs of computations with C = 220 R1CS
constraints. This is achieved by selecting parameters for Fractal and GBFV and
then demonstrating the following facts:

e they are secure instantiations of an hIOP and HE scheme respectively,
e the HE scheme will remain correct for that homomorphic circuit,
e the number of required homomorphic computations is feasible.

Fractal is calculated in a field of size logy F = 128, thus the Fractal RS-hIOP will
remain sound for circuit sizes up to approximately 22® constraints. The maximal
degree on which we will have to perform the FRI IOP will be approximately
C = 220, Therefore, from the recent paper by Block et al. [17], we can derive
that FRI will remain secure for this field size when choosing rate p = 1/2 (so
|L| = C/p = 22!) and performing ¢ = 101 repetitions of the query phase. In
Appendix D, we argue this implies opening to 3728 I, elements on average.

Let us first discuss the practicality of encrypting and sending a circuit trace
of size C, as shown in Figure 4. We propose encrypting the trace into normal
BFYV ciphertexts and then unpacking them into GBFV ciphertexts on the server
side. As described in [50], when instantiating BFV using the same cyclotomic
polynomial ®,,, this can be achieved using one automorphism and one pt-ct
operation per resulting GBFV ciphertext. For the parameter set with n = 12288,
the packing size for BFV is 6144 and for GBFV is 384. To facilitate the NTT
computation in proving Fractal, we only use vectors of power-of-two sizes; hence
we only use 4096 slots in BFV and 256 slots in GBFV. Therefore, the client
needs to encrypt [22°/4096] = 256 ciphertexts, which takes approximately 3.3s.
The resulting communication size would be approximately 313MB. However,
notice that these are actually upper bounds since one would likely not encrypt
and send the entire trace but only the private inputs to the computation. Then,
the server could compute the other trace values homomorphically, which might
require bootstrapping.

The first operation performed by the server will be unpacking into GBFV
ciphertexts. Next, the server computes Fractal as described in Section 6. For
the inverse NTT required in domain extension, we choose base b = 8 and width
w = 1. For all other NTTs we have chosen base b = 8 and width w = 2.
Regarding the FRI computation, we compose all rounds into one to maximally
reduce noise depth, as in [5].

During the FRI procedure, the prover outputs GBFV ciphertexts of dimension
n = 12288, where P = 256 slots are used in each ciphertext. Instead of
committing to these ciphertexts in the BCS compilation, we perform rings
switching to reduce the lattice dimension, resulting in GBFV ciphertexts of
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dimension n’ = 3072, where P’ = 64 slots are used in each ciphertext. As
such, opening to 3728 F,> elements for the FRI query phase corresponds to
opening 2514 dimension-3072 ciphertexts instead of opening 2105 dimension-
12288 ciphertexts, as explained in Appendix D.

The number of operations and the noise consumption in each step are presented
in Table 1. We also provide the script used to compute this table.> Note that
we only report on the noise required in the “critical path”. For example, in
the third row, the reported noise is that of the ciphertexts ct[fas.]. Also, we
reduce the required noise depth by combining subsequent pt-ct operations. For
example, all consecutive pt-ct multiplications (... (a; - ct)) can be computed
using one pt-ct multiplication (a1 - - ay,) - ct.

Computation Noise (bits) Chaaa Cptct Chaut Cetet
Unpacking 9 0 4096 4096 0
Computing ct[M z] 14 9421459 9433747 2978354 0
Computing ct [z]/ct [m] 64 4636672 4653056 491520 0
Computing ct[q] 138 6762496 6782976 552960 0

Computing ct[ﬁ] 0 65536 65536 0 8192
Computing FRI 16 98305 106496 0 0
Ringswitching 9 0 196604 589812 0

Table 1: Operation count and noise estimates for computing blind Fractal.
See implementation for more details.

Estimated performance for vCOED. In the vCOED setting, we choose ¢ = 375
bit as the starting ciphertext modulus, and apply dynamic scaling (i.e. modulus
switching to lower ciphertext moduli) when computing blind Fractal. The output

ciphertexts of blind Fractal have dimension n’ = 3072 and a 96 bit modulus ¢’.

To decrease the proof size and remove ringswitching noise, we modswitch to a
60 bit modulus ¢”. The resulting ciphertexts have 9 bits of noise. Given that
the GBFV decryption bound B, ~ 51 bits, this leaves a 51 — 9 = 42 bit noise
gap, which is sufficient to ensure circuit privacy. Circuit privacy is essential for
blind hIOP to maintain zero-knowledge in vCOED. Applying noise flooding [13]

Shttps://github.com/KULeuven-COSIC/blind_zkSNARKs/blob/main/blindFractal/
estimates.m
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(i.e. adding encryptions of zeros with large noise) to ciphertexts with more than
40-bit noise gap gives sufficient security for circuit privacy [22,42].

These noise-flooded ciphertexts are committed to in BCS compilation. The
FRI-query phase requires opening on average 2514 GBFV ciphertexts (see
Appendix D) of dimension n’ = 3072 and 60-bit ciphertext modulus. This
results in a 116MB proof size. To estimate the execution time for generating
a blind Fractal proof, we use the operation counts in Table 1. Since GBFV is
currently not implemented for non-power-of-two cyclotomics, we cannot get
exact runtimes for the homomorphic operations of n = 12288. Therefore, we
use the runtimes for the same operations in a power-of-two lattice dimension of
larger size, namely 24, as presented in Table 3. Based on this, we estimate that
computing blind Fractal completely sequentually for a circuit size of 22° takes
9.26 hours. With a 32x speedup from parallelization, the expected runtime
reduces to 17.4 min.

Remark 8.1. For scenarios where the server has mo secret inputs, circuit
privacy is not necessary. Therefore, before the BCS compilation, ciphertexts
can be switched down to dimension 768 with 24-bit modulus, utilizing 16 slots
per ciphertext. Consequently, opening to 3728 Fp,2 elements for the FRI query
phase corresponds to revealing 2920 such ciphertexts, yielding a proof size of
13.5MB. Additionally, if the two points required for each linearity check are
repacked into the same ciphertext as in [5], then the proof size can be further
reduced to 7.2MB at the cost of additional repacking by the prover.

Estimated performance for zkDel. In the zkDel setting, we choose ¢ = 382
bit as the starting ciphertext modulus, and also apply dynamic scaling when
computing blind Fractal. As such, the resulting ciphertext has 35.7-bit noise
within a 96 bit ciphertext modulus. These ciphertexts are committed to in BCS
compilation. Note that in the zkDel setting, circuit privacy is required from the
HE scheme. Using the same estimation strategy as in vCOED, the computation
of blind Fractal takes 10.9 hours sequentially and 20.5 minutes assuming a 32
parallelization factor.

The FRI-query phase requires opening 2514 GBFYV ciphertexts of dimension
n’ = 3072 and 96-bit ciphertext modulus. This results in a 186MB server-to-
client communication. Furthermore, the client prover needs to generate a PoD
for 2514 masked ciphertexts. Note that since masking is deterministic, we can
perform the linear combinations from Figure 6 along with the masking. This
results in a ciphertext with 52.9 bits of noise.

To make the PoD protocol less costly, the resulting ciphertext is ringswitched
further to dimension n” = 1536 in the PoD. Before this ringswitching, we
need to perform an homomorphic trace operation to aggregate messages of the



276 BLIND ZKSNARKS FOR ZKDEL AND VCOED

64 relevant slots in dimension n’ = 3072 into the 32 remaining slots, and a
modulus switching to gaurantee the 100-bit security. Therefore, the protocol
from Figure 6 was eventually performed for 32 slots. Before ringswitching to
n'', we modswitch to a ciphertext modulus ¢ of 48 bits, where ¢’ is compatible
with the requirements of the LNP22 proof system; this results in a noise term
of about 5 bits. Finally, we ringswitch down further to n” = 1536, which
increases the noise to 14.1 bits. Since the resulting noise is below the threshold
Bpop = 16.9 bits in Appendix D.1, the final ciphertext-plaintext pair can be
proven from our instantiation of the PoD protocol.

Discussion. Due to the lack of GBFV implementation for non power-of-2
cyclotomics, we were unable to provide an implementation for the blind Fractal
computation. Instead, we count the number of operations and estimate the
runtime using lattice dimension 2'4 which is 4/3 times larger than our actual
dimension 12288. This conservative approach leaves a margin for the fact that
HE operations are slightly slower in non-power-of-two cyclotomic ciphertext
space. Furthermore, we also provide runtime estimates with 32x speedup from
parallelization. We think it is a reasonable assumption, since all operations
in our algorithm are highly parallelizable and the server is expected to have
powerful computational resources. Furthermore, the peak memory usage during
the blind Fractal computation remains smaller than 100GB.

Comparison with HELIOPOLIS. Tt is not trivial to compare our estimation
to [5] since they only implement blind FRI and choose log |F| ~ 256 bit field size.
Thus, we make a new estimation* for only computing FRI using the parameters
m =2 and t(X) = X?2° — 332 which results in a HE plaintext space of F[ for
P = 256 and p approximately 268 bits. Using the same method as before, we
estimate a sequential runtime of 71s and a parallelized runtime of 2.2s assuming
a 32x speedup. In comparison, the implementation of [5] requires 207s runtime
on a 32-thread machine. While achieving a 32x speedup on a a 32-thread
machine may not be realistic (despite our method being highly parallelizable),
our estimated runtime still demonstrates a significant improvement for blind
FRI. Furthermore, we also compare to the operation count required for their
NTT algorithm for polynomials of degree 2'¥  as described in Figure 7 in
Appendix E. Our blind 2D-NTT only requires 584704 operations in n = 2'3
while their blind NTT requires at least 107 operations in n = 2'2. Even though
their approach can batch blind evaluation of FRI on many polynomials, we note
that in practice FRI is always batched using a random linear combination (as
described in Section 6.5) to decrease the proof size.

4https://github.com/KULeuven-COSIC/blind_zkSNARKs/blob/main/blindFractal/
largefield/estimates_FRIonly.m
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8.3 Proof of Decryption

We implemented the proof-of-decryption protocol presented in Section 7 using
the C programming language®. We leveraged basic primitives used in Lazer [72],
a library for lattice-based zero-knowledge proofs, and thoroughly extended it to
construct our proof of decryption for GBFV ciphertexts.

Below, we present execution times for the ITyec.anp protocol with increasing
number of input ciphertexts. We conclude that, in practice, following the
technique from Figure 6 is always beneficial performance-wise, since the
client needs to apply Ilyec.anp to a single ciphertext at the comparably
negligible expense of executing additional HE operations. Lazer parameters
for the complete proof of decryption using the protocol from Figure 6 with
r = 2514 ciphertexts and noise bound Bp,p = 16.9 bits are presented in
Table 5 (Appendix D.1). The proof size for this parameter set is 12KB and can
be computed as described in [68, Section 6.1].

I ec.anp ng)al Total runtime

" w/out Hgi)al single thread | 8 threads | single thread | 8 threads

1 0.04 1.15 0.45 1.19 0.49

8 0.14 6.92 1.26 7.06 1.40
64 0.93 53.01 8.09 53.94 9.02
512 7.28 424.17 64.30 431.45 71.58
1024 14.68 846.59 126.89 861.27 141.57
2048 29.40 1688.15 253.55 1717.55 282.95
4096 58.81 3407.10 516.12 3465.91 574.93

Table 2: Runtimes in seconds for the PoD instantiated with the parameters in
Table 5 and increasing number of pt-ct pairs (r). Using the optimized method
given in Figure 6 we can always reduce to the first row in practice.

Experiments. In Table 2, we present the runtimes in seconds for our Ilyec.anp
proof of decryption protocol. computed on a machine with an Intel(R) Xeon(R)
CPU E5-2690 v3 @ 2.60GHz, 8 cores and 377GB RAM. We provide separate
numbers for the following two subprotocols:

e The Il,cc.anp protocol up to the execution of Hg))al, including the initial

commitment to the FHE secret key and the computation of Z = bRU + Y.

Shttps://github.com/KULeuven-COSIC/blind_zkSNARKs/blob/main/proof-of-
decryption/README.md
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e The ng)al protocol for proving that Z was computed correctly, including

the computation of the quadratic functions H;.

Constructing the H; functions involves a relatively large matrix multiplication
(for computing ]_%j - W) which represents around 96% of the total runtime.
Therefore, we tested two variations of the PoD: (1) a single-threaded version
that would be used by a proof delegator with low-end device, and (2) a multi-
threaded matrix multiplication using OpenMP leveraging 8 cores for when a more
powerful machine is available. We note that the referred matrix multiplication
involves only public information, meaning that it would be possible to delegate
it to the server computing the zkSNARK. However, the single thread execution
is already significantly faster than locally computing the zkSNARK proof itself.

As we discuss in Section 7.3, executing the PoD using the optimized method
presented in Figure 6 results in reduced computational costs for the client. In
fact, not using this method and instead directly applying the Il ec.anp to all
the ciphertexts resulting from the Fractal query phase would imply executing
the protocol with on average r = 2514, as detailed in Appendix D. Conversely,
with the protocol in Figure 6, we need to prove correct decryption of a single
ciphertext, taking the client less than 2 seconds. Our current implementation
consumes 15MB RAM for » = 1, but with better memory management this
number could be further optimised.
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A Supplementary preliminaries

A.1 Number fields, rings and coefficient embedding

For any positive integer m, let ®,,(X) denote the m-th cyclotomic polynomial
of degree n = ¢ (m), where ¢(-) is the Euler totient function. Specifically, when
m is a power-of-two, ®,,(X) = X"/2 + 1. The m-th cyclotomic number field is
K = Q[X]/ (®,,(X)) and the m-th cyclotomic ring is R, = Z[X]/ (P (X)).
For g = Z;L:_Ol i X" € Ky, its coefficient vector [go g1 ... gn_1]T € Q" is
denoted as ¢, and its coefficient-wise norms ||g|[, = || 71|, e-g-

1
lgll, =D lgil. llglla = Q957 gl = max{lgil}.
For ¢(X),s(X),b(X) € Ry, and b(X) = c¢(X) - s(X), their coefficient
representations satisfy b = Rot,, (c) - 5, where

e s

Rot,, (c) € Z"*™ = | (o) C(‘1) c(n‘—l)

and ¢;) = X'+ ¢(X) mod ®,,(X). The expansion factor with respect to the
infinity norm is defined as

- {|g-fmod q)mH
m _Su
lglloe - 11l oo

For elements in Rot,, (¢), let HC?))HOO < EF,, - ||c|| ., which consecutively gives
om < n- EF,,. Specifically, when m is a power-of-two, EF,, = 1 and 4,, = n.

= | g, ] € Z[X]\ 0 and deg(g), deg(f) < (n — 1>} |

For the ring Zy = Z/qZ, we use [—4, 1) as the representative interval, and for
x € Z, we denote the centered reduction modulo ¢ by [z], € Z,. Let |-] and
[] denote the flooring and ceiling functions respectively, and let |-] denote the
rounding function that rounds half up. All these notations are extended to

elements in C,,, and R,, coefficient-wise.

For a non-zero element ¢(X) € R,,, denote the quotient ring of R,, modulo ¢(X)
as R t(x) = Rm [t Ry Specifically, for ¢ € Z, the quotient ring of R,,, modulo
q is denoted as R, 4. Notations for coeflicient vectors and norms in R,,, naturally
extend to R, 4 using representatives in [—4, 4). For d(X) € R,, 4, the rotation
matrix Rot,, q (d) contains columns d_(z)> where dg;) = X' - d(X) mod (¢, ®y,),

which are bounded as

Hdm

< min{EF,, - ||d| ., g}, 0<i<n-—Ll

Moreover, for an explicit power-of-two cyclotomic order 2%, let R denote the
ring Ror = Z[X]/ (X?+ 1) where d = 27!, and R, :=R /qR.
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A.2 Probability distributions

Given a probability distribution x, the notation a < x implies that a is sampled
from x. Let U(Z,) and U(R,,,4) denote the uniform distribution over Z, and
over Ry, q, respectively. For example, a < U(R., 3) is a uniformly random
polynomial in R,, with ternary coefficients.

Let D, denote the discrete Gaussian distribution with standard deviation o
over the integers, then the following properties are satisfied [7,67]

Pr{lz| > ko | 2+ D,] < 2e7%/2 (9)

_ ’2 T

Pr [||zll, > tv/7 o | z¢ DL < (tel S ) . (10)

The notation naturally extends to the ring R,,, i.e. Dg,, -, denotes the discrete
Gaussian distribution with standard deviation o over R,,.

Let Bin, denote the binomial distribution parameterized by k, i.e. the
distribution Y7 (a; — b;) where a;,b; +—{0,1}. For example, for ¢+ Biny,

Pr(c=0)=1 and Pr(c=1) =Pr(c=—1) = 1.

B Background on the GBFV Scheme

B.1 Canonical embedding

For polynomials in K,,, defining norms on coefficient vectors provides a
straightforward measure of sizes. However, analyzing the coefficient norm
growth upon multiplication requires the expansion factor d,,, which depends
heavily on the polynomial modulus ®,,(X) and often results in loose bounds.
This leads to the broad use of canonical norm ||-||®" [41,43,55,70,71], which
is defined from the canonical embedding into C™. Recall that the canonical
embedding is

T K = C": a(X) = {a(&)}enx »
where &, = exp(27i/m) is a primitive complex m-th root of unity. The canonical

norm is [lal|;** = [|7(a)||,, and common values of p are 1,2, co.

Lemma B.1 (Adapted from [43]). For all a,b € K, the following properties
are satisfied

o llallg™ < llall,

o lallo < cm - |lal|2", where ¢, is a constant determined by the cyclotomic
order m

o lla- bl < llall™ + [lollse"
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o lla-blp™ < flallg™ - [Ioll5™

Specifically, ¢,,, = 1 for power-of-two m, and for m = p{* - - - pi¥, if p1 - - - pr, < 400
then ¢, < 8.6 [43].

B.2 The inherent noise bound in the GBFV Scheme

Let A = ¢q/t(X) € K,;, denote the scaling factor in GBFV. The inherent noise
in the GBFV Scheme [50] can be defined in the same way as for BFV as follows.

Definition B.1. Let (¢, c1) € Rfmq be a ciphertext in the GBFV scheme that
decrypts to m € R, ¢, then its inherent noise vy, € Ry, is the polynomial with
the lowest infinity norm such that

cotc1-sk= A -m]+vipp+aq € R (11)
for some polynomial a € R,,.

For correct decryption, we present the following inherent noise bound B,.

Lemma B.2. The ciphertext (co,c1) € R,Qn)q in the GBFV scheme decrypts
to message m correctly if its inherent noise vinp satisfies ||viny| o, < Bq =

e 1 ; _ ;
SEF i~ 2 where hy is the number of non-zero terms in t(X).

Proof. The decryption procedure requires computing

V(f) (co—l-cl-s)—‘ mod (X) = V(QX)(LA-M +vmh+aqﬂ mod ¢(X)

= {m + t(f) (e + vinh)-‘ ,

where |[e|| . < 3, and the decryption is correct as long as

< % (12)

H HX) (€ + Vinn)

q

o0

Let h; is the number of non-zero terms in ¢(X), then [[t(X) - (€ + vinn) ||, <
EFy, - hy - [ty - (3 + Jvinn |l o), relation (12) is guaranteed by

q
2-EF, - he |t o

1
[vinhll o < ~ 3
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B.3 Modulus switching
Let ct[m] = (co,c1) € R?n’q denote a ciphertext with ciphertext modulus ¢ and

inherent noise v;pp, i.€. it satisfies ¢ + ¢1 - sk = [A - m] + vinn + aq for some
a € R,,. Switching ciphertext modulus to ¢’ amounts to computing

! /
ct/ = (L‘(]JCOL Licﬂ) eRZ, .

The derived ciphertext satisfies

/ / /

1 Leol+ 1 Ler]-sk=L (co+cr - sk) + (€0 + €1 - sk)
q q q
q/
= E(LA”ﬂ + Vinn + aq) + (€0 + €1 - sk)

:%(%~m—|—63+vmh+aq)+(60+61'sk)

~

)

= (%~m+63+vinh+aq>—|—(60—|—61-sk)

2 |

/

= |A"-m] —1—64—5—%(63—1—0@-”;1)—1—(60—5—61'sk)+q’~a
for A" = %/ and [|e;||, < %, i € [4]. Its inherent noise is

/ /
/

Vinh = % * Vinh + (64 + %63 + €9+ €1 - Sk), (13)

which can be bounded as [[v],, ||, < %,vahﬂOO + Bs and Bys = 1+ gj; +
%5m - |lsk| - Moreover, for a ternary secret key with hamming weight h,

the bound B,,s can be lower into (1 + % + %EFm - h) in the worst-case, and

(1+ gT; + EF,,-3- %) heuristically.

B.4 Performance of GBFV

Here we present the runtimes used for the microbenchmark in Section 8. They
were measured on a MacBook Pro (2021) equipped with an Apple M1 Max
processor (10 cores: 8 performance and 2 efficiency), 64 GB of RAM and running
macOS Sonoma 14.7.1.
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log g (bits) Taqa (ms) Teter (ms) Taut (ms) Toter (ms)
120 0.02 5.58 0.84 0.06
180 0.04 9.44 1.66 0.1
240 0.04 9.46 1.66 0.1
300 0.1 18.12 3.98 0.24
360 0.12 23.06 5.52 0.28
420 0.14 28.4 7.24 0.34

Table 3: Timings of operations in GBFV for n = 2'* and different sizes for
ciphertext modulus q.

C The LNP22 Proof System

This section provides an overview of the LNP22 proof system, including the
ABDLOP commitment, commit-and-prove protocols of qudratic relations and
approximate proofs of bounded norms (ANP). The latter is extended into
proving relations in the coefficient encoding in C.5, and parameters for our
instantiation are provided in D.1. For future works, it would be interesting
to prove relations with other encodings, such as the new CLPX-like encoding
in [62].

Remark C.1. The modulus q in this appendix section corresponds to the
LNP-friendly modulus q" in the main text.

C.1 Module-SIS, Module-LWE and the ABDLOP commitment
scheme

For some integer k let R denote the ring Rox = Z[X]/ (X% + 1) where d = 2¥71,
and R, = R/¢R. The ABDLOP commitment scheme [68] is defined over the
ring R, and relies on the hardness of the Module-SIS (MSIS) problem and the
Module-LWE (MLWE) problem over R,, as defined below [65].

Definition C.1 (MSIS, . 4. 5). Given A<« R;™™, the MSIS ., ¢ 5 problem is
to find 2z € R;" such that A -2z = 0" mod ¢ and ||z||, < B.

Definition C.2 (MLWE, ,, 4,). Given a distribution x and parameters x, the
MLWE,; 4,5 Problem is to distinguish (A4, A-s+e) for A+ RZTX'/", secret vector

54— X" and error vector e x™, from (4,b) < Ry"" x RY".
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The hardness of MSIS,, ,, 4.5 and MLWE,, ,, 4., are estimated using SIS,.q,4,8
and LWE,.q 4., in the lattice estimator by Albrecht et al. [3].

The ABDLOP commitment scheme [68]. The ring modulus in ABDLOP is ¢ =
[I; ¢ where ¢; = 5 mod 8 is a prime and ¢; is the smallest factor. Let o; denote
an automorphism in R, where ¢;(X) = X* for odd . This notation extends to
arbitrary vectors m € R* element-wise, i.e. o;(m) = (o; (m[j])); <<

In the ABDLOP commitment scheme, the public parameters pp are generated
as
pp = (A17A2’B) — RZiXml X R(;sz X RZ’XmZ )

In order to commit to a small message s; € R;" where [|s1]] < o and an
arbitrarily large message m € RZ, one samples a small randomness sg < x"*2
where X is a distribution over R, with bounded infinity norm v and computes

t A A 0
ABDLOP .Com (pp, (s1,m, s3)) = [tﬂ = [01} -s1+ {Bﬂ -Sg+ Lﬂ] mod g.

As such, the ABDLOP scheme not only allows the commitment of large messages
m as in the BDLOP commitment [8], but also compresses small messages sy
as in the Ajtai commitment [2]. The commitment tg of m and ta of s; are
referred as the BDLOP part and the Ajtai part of ABDLOP, respectively.

B B
indistinguishable from uniform. In other words, if the MLWE,,,, _ (\4-u),w+u,q,x
problem is hard, then ABDLOP is computationally hiding.

. . A A .
Moreover, the commitment does not reveal messages if ({ 2] , { 2} . sz> is

For the proof of opening, with fixed parameters £, n and a power-of-two k, the
challenge space Ch is defined as

= { Ry : el <& ooi(e) = comd ¥/ < n}7

and it should be exponentially large in the security parameter for soundness
purposes. Its set of differences is denoted as Ch = {¢ — ¢’ : ¢,¢’ € Ch and ¢ # '},
and elements in Ch are invertible if & < 4. Example parameters for the challenge
space taken from [19] are listed in Table 4.

As in other lattice-based commitment schemes [2, 8], the opening algorithm
in ABDLOP is relazed. For an ABDLOP commitment [ta tg]T, its relaxed
opening with respect to the commitment key ck is a tuple (s1,m,s2,¢) €
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d & n k |C]
64 8 140 32 2129
128 2 59 32 247

Table 4: Example parameters in [19] to instantiate the challenge space C
assuming ¢; > 16

Ry x Ry x Ry™ xCh that satisfies

t
ABDLOP .Com (ck, (s1,m, s3)) = A
t
[es1fl, < By and |[észfl, < Ba,
where B; = Bj(a) and By = By(v) are pre-determined constants. Fur-

thermore, as explained in [68, Lemma 3.1] and in [19, Lemma 5.2], if
MSIS%ml_s_mQAn\/m is hard, then ABDLOP is computationally binding

with respect to the relaxed openings.

C.2 Commit-and-prove of elementary relations

Let G ={g: Ri(mﬁ“) — R, } denote the set of quadratic functions over R, i.e.
any g € G can be explicitly written as

g(a) =aTGoa+gia+gy, VaeRA™m

for some Gg € Rg(m1+")xz(m1+“)7 g1 € Rg(mlJr“) and go € Ry.

Given an ABDLOP commitment (ta,tp) to the message (s1,m) with
randomness sz, the commit-and-prove protocol in [68, Figure 8] (together
with the optimization in [68, Section 4.4]) allows one to prove the knowledge of
the message

S1
s = o € Rg(mﬁ“)
o_1(s1)
o_1(m)
such that evaluations of public functions g1,...,gx in G at s satisfy

gj(s) =0€ Ry, Vj € [N] (14)
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and evaluations of public functions G1,...,G)s in G at s satisfy
G;(s)[1] = 0mod ¢, Vj € [M], (15)

B

where G, (s)[1] denotes the constant term of G;(s) € R,. For convenience, this
protocol is denoted as

Héi)al ((Sl7mvs2)7o—717 (glv e 7gN)u (G17 .. '7GIW)) .

In other words, condition (14) allows proving quadratic relations of committed
messages over Ry, and the vanishing constant condition in (15) allows proving
inner products between coefficient vectors of committed messages over Z, using
the following map T.

Inner product from the T map Given two vectors @ = (ag, ..., arq_1), b=
(boy- -+ bra—1) € Z’;d, define the following map

. gkd o kd
T:Z" XL — Ry

k—1 d—1 d—1
(a, b) — E o_1q aidJrjXJ . E bid+jXJ
i=0 =0 =0

Then the constant coefficient of T(@, 7;) is equal to the inner product of @ and
b modulo gq.

C.3 Approximate range proofs

The approximate range proofs [53,68] allow one to prove smallness of a message
W € Z™, with respect to the proof system modulus q. Firstly, the prover
computes a projection T = R, where R+ Bin?**™ is a random challenge
from the verifier. Note that [68, Lemma 2.8] provides a probabilistic bound for
v
Pr [||7f||§ > 337432 < 27128,
R ¢ Bin2%6x™

where 3 is an upper bound on ||@]|,. Secondly, by using rejection sampling,
the prover generates a vector Z = v + 3y whose distribution is independent of
U and indistinguishable from the masking vector 7/. The standard deviation
of ¥ (hence also Z) is s = 7|| V||, = 7V/3373, where 7 is a constant defining
the rejection sampling repetition rate. The following lemma shows that if 7 is
small, then the vector @ is small with high probability.
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Lemma C.1 ( [68, Lemma 2.9]). Given g, m, a fixzed bound b < q/41m and
W e 27 such that ||@||, > b, then for arbitrary § € Z2°°, the following holds

—> — 1 —
|RW + ¥ mod ¢l|, < 5\/26b < 27128,

2 256 XM
R+ Bin]

Following the tail bound in Equation (10) for ¢ > 1.64, the verifier check
2], < tv/256 - s will hold with overwelming probability for a ||@]|, < 3. By
rewriting this check as

17y < tV/256 - 5 = t/256 - vv/33753

1 256
= 5%% (2,/26m\/337> 3,

it is clear that the vector W is proven to be small with negligible soundness error.
More precisely, if the prover knows a small @ where ||@||, < £ and computes Z

< QZJ(LQ)'ﬂa
2

assuming (X2 . g < 1o » where the factor P2 =2,/ 28¢~V/337 is called the
slack.

— —>
as described, then the verifier can extract a vector w* such that ||w*

The procedure above can also be applied to generate approximate infinity norm
proofs with slack () = ¢(L2),/m. Specifically, consider a prover that knows
W e 77 satisfying |||, < a, then its L2 norm is bounded by y/ma. The

previous procedure allows the verifier to extract a vector w* where

|+ < D). ], < 00 o,
2

.
<[
o0

resulting in a slack (%) = (L2 /m.

C.4 Approximate proofs of bounded norms

In the Approximate Norm bound Proofs (ANP), the prover knows the secret
message (s3,m) € Ry which satisfies

E + e S Be (16)

m
oo

for public elements E € Ré*(m+w) o ¢ Rge and a public bound B..
After committing (s1,m) into (ta,ts), the commit-and-prove protocol
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convinces the verifier that the prover knows (sq,m) € R;nﬁ-u such that
O°T ((ta,ts), (s1,m)) = acc and

S
E ! +e < w(oo) 'Be; (17)

m
00

where the infinity norm slack is () = ¢2)/dl, = 2 %t’y\/?)?)?\/dﬁe.
Moreover, approximate proofs are only complete for bounds B, < W,
as explained in Section C.3.

The protocol. Let By + Réxm{ B, + R356/dxm2, 5 = vV/337/dl. - B, and
rejo denote the optimized bimodal rejection sampling [68]. The protocol

Hanp ((s1,m,s2), (E, e, B.))

gives an approximate bounded norm proof for u € Rge =E[s1y m ]T + e and
is presented in Figure 7.
Specifically, line 1 samples for a sign b used for bimodal rejection sampling and

line 2 samples a vector y used for masking. In line 3-4, elements b and y are
committed to in the BDLOP part, i.e. the secret messages become

/

s' = (s1,(m,b,y)),

and dim(s’) = my +u+ 1+ 256/d. The correct computation of Z in line 8 and
that b € {—1,1} are proven by calling the Hg))al in line 12 with appropriate

public functions v and V. These public functions are elements of V = {v :
2.di !

RZ4m () R, ).

To prove Z was computed correctly, public quadratic functions H; € V for

J € [256] are constructed such that their evaluations at (s’,0_1(s’)) satisfy

H; (s,0-1(s))) =T (bF;, /) + (&, §) - 2l j € 256, (18)

where ]_?)j denote the j-th row of R and € is the j-th unit vector for j € [256].
The construction of H; € V is detailed later on. Then, Z was computed
correctly iff the constant term of all equations in (18) are zero modulo g.

Similarly, to prove b € {—1, 1}, public quadratic functions g € V and J € V for
k € [d — 1] are constructed such that their evaluations at (s’,0_1(s’)) satisfy

g(s'o1(s) = (0-1)(b+1) (19)

Ji (s, o1 () =T (’b’, )?5) keld—1. (20)



298 BLIND ZKSNARKS FOR ZKDEL AND VCOED

Then b € {—1,1} iff Equation (19) gives the zero element in R, and constant
terms of all equations in (20) are zero modulo q.

Therefore, for line 12, we define v := {g} and V := {(Ji)pcja—1) » (H}) jco56)} 38
(2)

eval”

inputs for the subprotocol IT

Prover Verifier
1: b«{-1,1} CRy
2: y<—D§i(;/d
3: tp, =Bpsa+b
4: ty=Bysa+Yy

tp, ty

6: R ¢ Bin2°6xte

8: Z=bRU+Y
9: Ifrej,(Z,bRU,s)

10 : Then continue, else abort

N}

11:

12: RunIl= Hg))’ll ((s/7 S2),0-1,V, V) return acc iff
13 o || Z]|, < V2568

14 : o IT verifies.

Figure 7: The protocol Ianp ((s1,m,s2),(E,e, B.)) that provides an
S

approximate norm proof for u = E ! + e.
m

The construction of H; from (18). We follow the construction in [74, Section
6.4.4] to derive quadratic functions H; € V that satisfy

H; (s,0-1(s)) =T (bR, /) + (&, §) — 20 j € 256 (21)
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Let Ks c R[(Jm1+u)><2-dim(sl)7 Kb c R(l]XZdim(S/) and Ky c RZSG/dXZdim(S/) denote
projection matrices such that

s s’
1 _K,
m o_1(s’)
_ ; -
b=K,
O',l(S/)
_ ; -
y:Ky
o_1(s)

Let rj € Rge denote a vector of polynomials such that T} equals ﬁj, the j-th

row of R. Let e; € R256/ 4 denote a vector of polynomials such that €] equals
the j-th unit vector of dimension 256.

Then the quadratic function H; € V can be explicitly written as
H;j(a)=a"Gja+gja+g;, VYace Ri(dim(sl))
where
G;=K, -o_1(r;) -E-K,
gi=e' ~o_1(r;) Ky +o_i(e)) 'K,
9; = —Z[j].
C.5 Our vectorized description of the approximate norm bound

proof in LNP22

In our vectorized version of the approximate norm bound proof (vec-ANP), the
prover knows the secret message (s1, m) € RZ"H'“ which satisfies

S1
%% ! +w < Bw, (22)
m
for public elements W € Zg" ™7 w ¢ 7l and a public bound B,, <

m. After committing (s1,m) into (ta,ts), the commit-and-prove
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protocol convinces the verifier that the prover knows (s1, m) € R;" +u cuch that
O°T ((ta,ts), (s1,m)) = acc and

W +w|| <y B, (23)

8l &l

oo

where the slack is () = L2/, = 2,/ %tm/%?ﬂﬁw.

In contrast, ANP in Appendix C.4, proves the knowledge of secret messages
(s1,m) € R)" ™" such that

S1
E +e| < B, (24)
m

for public bound B, and public elements E € Rf;ex(mlJr“), ec Rf;e with slack

(). Note that relation (24) is a special case of the relation (22) by taking
Ly =l - d and taking W and w as concatenations of rotation matrices for
elements in E and e, respectively.

In the vec-ANP, we define @ := W [s; m ]T + w € Zi». The approximate
norm proof for ||dl|, < B, is denoted as

HVEC—ANP ((S]_, m, 52)7 (W7 w, Bw)) )

which contains the same steps as ANP in Figure 7, except that the standard
deviation in line 2 is s :== vv/337\/?y, - B, the projection matrix R in line 6 is
R+ Bin%‘%xel”, and the quadratic functions H; as inputs for the subprotocol
are derived differently.

The construction of H; in vec-ANP. To derive quadratic functions H; € V
that satisfy

H; (s,0-1(s))) =T (bR, /) + (&, §) — 20, j € 256, (25)

we define K, K; and K, as in Appendix C.4.

Let rj(W) € R((Imﬁ“) denote a vector of polynomials such that rj(W) equals
ﬁj ‘W e Z2™ ) and ry") denote ﬁj “W E Zy.

Then the quadratic function H; € P can be explicitly written as

Hj(a) =a"Gja+gja+g;, YaeR(™MED
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where

G;=K] .U_l(rj(W))T K,

g =" Ky +0.1(e)7- K,

D Our instantiation of the PoD protocol

Let us first discuss how we estimate the amount of ciphertexts to decrypt. This
is based on the following lemma.

Lemma D.1. For a set B constructed by taking m random values (with
repetition) from a set A, it holds that f,,(n) =E[|B|]|=n(1—-(1-1/n)") with
n=|A4].

Now notice that for a FRI query phase that is repeated ¢ times over a domain
|L| that is packed into vectors of size P, we can compute the expected number
of values to open as

L e(#) g
1+2~5~f4<2p|)+2~ Z fg(2|”|3>
1=2

since for each of the ¢ queries, we are taking a random evaluation point in
half of each evaluation domain and, in Fractal, opening to the first evaluation
domain requires opening to 5 polynomials at the same evaluation point. For
the parameters discussed in Section 8,

e P =64 results in on average 2514 ciphertexts to open
e P =256 results in on average 2105 ciphertexts to open

For reference, in the non-blind setting, i.e. P = 1, one would open to on average
3728 values.

D.1 Parameters for our instantiation of the PoD
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Table 5: Parameters for our instantiation of the proof of decryption protocol

BLIND ZKSNARKS FOR ZKDEL AND VCOED
parameters description value
log ¢” # bits of ciphertext and proof system modulus 48
n'! GBFV ring dimension for PoD 1536
r average number of ciphertext-plaintext pairs 2514
B3Z, noise bound 216.9
d proof ring dimension 64
w height of A;, Az in ABDLOP 11
myq length of the Ajtai message sy 24
u length of the BDLOP message m 0
A 2-(# of g; € Rq,q for boosting soundness) 4
mo length of the randomness s in ABDLOP 43
~ rejection sampling constant for IIanp 5
SANP standard deviation for IIaonp 614147325
51 standard deviation for H((j))al 1587.2
59 standard deviation for H((j))al 50790.4
13 max. coeff. of a challenge in Ch 8
D number of low-order bits cut from ta 8

from Figure 6 with 100-bit security.
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